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Chapter 1. Introduction

1.1Purpose and Scope

This document describes the application-related installation procedures for an VMware User Data
Repository system for Diameter Signal Router 8.4.

This document assumes that platform-related configuration has been completed.

The audience for this document includes Oracle customers as well as these groups: Software System,
Product Verification, Documentation, and Customer Service including Software Operations and First Office
Application.

1.2References

[1] Oracle Communications User Data Repository Cloud Resource Porfile, E67495, latest revision

[2] Oracle Communications User Data Repository Installation and Configuration Guide, E72453, latest
revision

[3] Oracle Communications User Data Repository Cloud Disaster Recovery Guide, E72458, latest
revision

1.3Acronyms
An alphabetized list of acronyms used in this document.

Table 1. Acronyms

Acronym Definition
BIOS Basic Input Output System
CcD Compact Disk
UDR User Data Repository
ESXi Elastic Sky X Integrated
FABR Full Address Based Resolution
iDIH Integrated Diameter Intelligence Hub
IPFE IP Front End
IPM Initial Product Manufacture—the process of installing TPD
IWF Inter Working Function
NAPD Network Architecture Planning Diagram
oS Operating System (for example, TPD)
OVA Open Virtualization Appliance
PDRA Policy Diameter Routing Agent
PCA Policy and Charging Application
RBAR Range Based Address Resolution
SAN Storage Area Network
SFTP Secure File Transfer Protocol
SNMP Simple Network Management Protocol

DSR Release 8.5.0.2.0 9 UDR Release 12.6.2
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Acronym Definition
TPD Tekelec Platform Distribution
VM Virtual Machine

1.4Terminology

Multiple server types may be involved with the procedures in this manual. Therefore, most steps in the
written procedures begin with the name or type of server to which the step applies.

Each step has a checkbox for every command within the step that the
technician should check to keep track of the progress of the procedure.

The title box describes the operations to be performed during that step.

Each command that the technician isto enterisin 10 point bold Courier font.

! !

1. [] | ServerX: Establish a connection to the server using cu on the terminal server/console.
Connect to the $ cu -1 /dev/ttyS7
console of the
server

Figure 1. Example of an instruction that indicates the server to which it applies

1.5Assumptions
This procedure assumes that:

e You have the assigned values from the network and used the values to compile XML files (see
Appendix C) for each NOAMP NE site before performing this procedure.

e You have at least an intermediate skill set with command prompt activities on an Open Systems
computing environment such as Linux or TPD.

1.6 XML Files (for installing NE)

The XML files compiled for the installation of each NOAMP NE site must be maintained and accessible for
use in Disaster Recovery procedures. The Professional Services Engineer (PSE) gives a copy of the XML files
used for installation to the designated Customer Operations POC. You are ultimately responsible for
maintaining and providing the XML files to My Oracle Support if needed for use in Disaster Recovery
operations. For more details on Disaster Recovery refer to Oracle Communications User Data Repository
Cloud Disaster Recovery Guide.

DSR Release 8.5.0.2.0 10 UDR Release 12.6.2
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1.7How to use this Document

Although this document is primarily to be used as an initial installation guide, its secondary purpose is to be
used as a reference for Disaster Recovery procedures Oracle Communications User Data Repository Cloud
Disaster Recovery Guide. When using this document for either purpose, there are a few points which help
to ensure that you understand the intent of the author. These points are as follows;

1. Before beginning a procedure, completely read the instructional text (immediately after the Section
heading for each procedure) and all associated procedural warnings or notes.

2. Before performing a step in a procedure, completely read the left and right columns including any
step specific warnings or notes.

If a procedural step fails to complete successfully, stop and contact My Oracle Support for assistance before
attempting to continue.

DSR Release 8.5.0.2.0 11 UDR Release 12.6.2
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Chapter 2. General Description

This document defines the steps to perform the initial installation of the Oracle Communications User Data
Repository application on a VMware hypervisor.

Figure 2 show the Oracle Communications User Data Repository installation paths. The general timeline for
all processes to perform a software installation/configuration and upgrade is also included below.

111 This document covers installation of

the Oracle Communications User Data
Repository 12.5.x application on cloud

12.5.0.0.a-b.b.b

Installation

Figure 2. Example of Initial Application Installation Path

2.1Required Materials

The following materials are required to complete Oracle Communications User Data Repository installation:
1. Target release Oracle Communications User Data Repository OVA Media
2. Target release Oracle Communications User Data Repository ISO Media only for ISO installs
3. Target release TPD Media only for ISO installs

The software media referenced here may be acquired online from the Oracle e-Delivery service at
edelivery.oracle.com.

This document and others referenced here can be acquired online from the Oracle Document Repository at
the http://docs.oracle.com/en/industries/communications/user-data-repository/index.html

2.2Installation Overview

This section describes the overal strategy to be used for a single or multi-site installation. It also lists the
procedures required for installation with estimated times. Section Section 3.2.3 lists the steps required to
install a Oracle Communications User Data Repository system. These sections expand on the information
from the matrix and give a general timeline for the installation.

DSR Release 8.5.0.2.0 12 UDR Release 12.6.2
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2.3Installation List of Procedures

The following table illustrates the progression of the installation process by procedure with estimated
times. The estimated times and the phases that must be completed may vary due to differences in typing
ability and system configuration. The phases outlined are to be performed in the order listed.

Table 2. Installation Overview

Procedure Phase Elapsed Time (Minutes)
This Step Cum.
Procedure 1 Verify Deployment Options and Cloud Resources 5 5
Procedure 2 Deploy Oracle Communications User Data Repository 20 55

Virtual Machines on VMware

Procedure 3 Deploy Oracle User Data Repository Virtual Machines on
OpenStack 20 25

(Only for OpenStack deployments)

Procedure 4 Deploy Oracle User Data Repository Virtual Machines on 20 )5
Oracle Linux/KVM
Procedure 5 Configure UDR-A Server (1st NOAMP only) 25 50
Procedure 6 Create Configuration for Remaining Servers 15 65
Procedure 7 Apply Configuration To Remaining Servers 15 80
Procedure 8 Configure XSI Networks 10 90
Procedure 9 OAM Pairing for Primary UDR Servers (1st NOAMP site 10 100
only)
Procedure 10 OAM Pairing for DR Sites 15 115
Procedure 11 Configure UDR Signaling Routes (All NOAM Sites) 10 145
Procedure 12 Configure Services on Signaling Network 5 150
Procedure 13 Accept Installation 5 155

DSR Release 8.5.0.2.0 13 UDR Release 12.6.2
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Chapter 3.

Pre-Installation Procedure

3.1Verify Deployment Options and Cloud Resources

This procedure determines appropriate HA Configurations and VM profiles for the deployment, as well as
verifies the environment.

Procedure 1: Verify Deployment Options and Cloud Resources

availability of
cloud resources

Step Procedure Result
1. [ ]| Decide which The first step in deploying Oracle Communications User Data Repository for cloud is to
profile to review the resource profiles stated in Oracle Communications User Data Repository Cloud
deploy resource profile. A choice of HA configuration and resrouce profile must be driven by the
available resources and expected use of the Oracle Communications User Data Repository
deployment.
e For demo purposes a OVA lab profile is the best option.
e For support of larger datasets, ISO installation may be required.
2. []| Ensure If you are using vCloud Director or vSphere as a non-priviliged user, contact your cloud

administrator to esnure the availability of sufficient process, memory, storage and network
resources to meet the requirements of your chosen configuration and profile in Step 1

NOTE: If you are a privileged user with VMWare vSphere, you can leverage procedures in 0
to configure storage and host networking for hosting Oracle Communications User Data
Repository.

THIS PROCEDURE HAS BEEN COMPLETED

DSR Release 8.5.0.2.0
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Chapter 4.

Cloud Creation

4.1 Deploy Oracle Communications User Data Repository Virtual Machines on

VMware

This procedure creates Oracle Communications User Data Repository virtual machines (guests) on Vmware
infrastructure.

Requirements:

e 3.1 Verify Deployment Options and Cloud Resources has been completed.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 2: Deploy Oracle Communications User Data Repository Virtual Machines on VMware

Step Procedure Result
1. []| Ready e If using vSphere client, place installation media (OVA, or ISO) onto your local machine.
Installation e If using vCloud Director, upload installation media using Appendix C.1: vCloud Director
media Oracle Communications User Data Repository Media Upload
2. []| Create vApp e If using vCloud Director, follow:
Appendix C.2: Create vVApp
e If using vSphere client procede to the next step.
3. []| Create Oracle e If using vSphere client, follow:
Communications Appendix Appendix B:
User Qata Create Guests from OVA
Repository e If using vCloud Director, follow:
guests
Appendix C.5: Create Guests from ISO
or
Appendix C.3: Create Guests from OVA
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ] UDR-B
4, [] | Configure guest e If using vSphere client to install by OVA, follow:
resources Appendix B.2: Configure Guest Resources
Only OVA e If using vCloud Director to install by OVA, follow:
installs Appendix C.4: Configure Guest Resources
e If installing by ISO proceed to the next step.
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ] UDR-B
5. []| Install guest OS Only for ISO installs using vCloud Director, follow Appendix C.6: Install Guests from ISO
Only ISO Mark the check box as addition is completed for each server.
installs [] UDR-A [] UDR-B
DSR Release 8.5.0.2.0 15 UDR Release 12.6.2
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Step

Procedure

Result

6.

[

Configure guest
OAM network

If using vSphere client, follow:

e Appendix B.3: Configure Guest Network
If using vCloud Director, follow:
e Appendix C.7: Configure Guests Network

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

THIS PROCEDURE HAS BEEN COMPLETED

4.2Deploy Oracle User Data Repository Virtual Machines on OpenStack

This procedure creates User Data Repository virtual machines (guests) on OpenStack.

Requirements:

Section 3.1 has been completed

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 3: Deploy User Data Repository Virtual Machines on OpenStack

Step Procedure Result
1. []| Ready Create and import OVA image file to OpenStack using
::Zt(;!ation Appendix D.1: OpenStack Image Creation from OVA
2. []| Create Resource | Create Resource Profile (Flavor) on OpenStack following:
Profile Appendix D.2: Create Resource Profiles (Flavors)
3. []| Create Key Pair | Create Key Pair on OpenStack following:
Appendix D.3: Create Key Pair
4. [ ]| Update the Update the UDR Stack Yaml file following:
Yaml File Appendix D.4: Update UDR Stack Yaml File
5. [ ]| Create VM On OpenStack, follow this to create VM instances:
Instances Appendix D.5: Create VM Instances Using Yaml File
6. [_]| Configure guest | Follow this step to configure OAM network for VM instances:
OAM network Appendix D.7: VM Instance Network Configuration
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ] UDR-B
7. |:| Associate Associate Floating IPs to the VM Instances if Floating IPs are available in cloud following:
Floating IP

Appendix D.12: Associating Floating IPs
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ]UDR-B

NOTE: This step is only needed if none of the networks assigned to VM Instances is a Public
Network.

DSR Release 8.5.0.2.0
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Step Procedure

Result

8. [ ]| Create Virtual
IPs

Assigning floating IP address to VIP, see Appendix D.8 Virtual IP Address Assignment

NOTE: This step is only needed if none of the networks assigned to VM Instances is a Public
Network.

THIS PROCEDURE HAS BEEN COMPLETED

4.3Deploy Oracle User Data Repository Virtual Machines on Oracle Linux/KVM

This procedure creates User Data Repository virtual machines (guests) on Oracle Linux/KVM.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 4: Deploy User Data Repository Virtual Machines on Oracle Linux/KVM

Step Procedure

Result

9. []| Install Oracle
Linux/KVM and
create VMs

Install Oracle Linux/KVM on the host and create VMs using Virtual Machine Manager by
following the below procedure:

Appendix J Install UDR on Oracle Linux OS via KVM

THIS PROCEDURE HAS BEEN COMPLETED

DSR Release 8.5.0.2.0
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Chapter 5.

5.1Configure UDR-A Server (15t NOAMP only)

This procedure does all steps that are necessary for configuring the first UDR server. This includes creating

Oracle Communications User Data Repository Server Configuration

the NOAMP Network Element, configuring Services and creating/configuring the first UDR-A server.

Requirements:

Chapter 4 Cloud Creation has been completed

Assumptions:

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

This procedure assumes that the Oracle Communications User Data Repository Network Element
XML file for the Primary Provisioning NOAMP site has previously been created, as described in

Appendix E.

This procedure assumes that the Network Element XML files are either on a USB flash drive or the
hard drive of the laptop. The steps are written as if the XML files are on a USB flash drive, but the

files can exist on any accessible drive.

Procedure 5: Configure UDR-A Server (1st NOAMP only)

Step

Procedure

Result

1.

[

UDR Server A:

Launch an approved
web browser and
connect to the UDR
Server A IP address

NOTE: Click Continue
to this website (not
recommended) if the
security certificate
warning displays.

(= Certificate Error: Navigation Blocked - Windows Internet Explorer

@ )~ | htps:fio.zs0ss 240

File Edt View Favortes Took  Help
(@) Share Browser  WebEx ~

WAk | & Certificate Error: Navigation Blacked | |

'_@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.

We recommend that you close this webpage and do not continue to this website.

& Click here to close this

webpage.

¥ Continue to this website (not recommended).

® More information

UDR Server A:

The login screen
opens.

Login to the GUI using
the default user and
password.

Oracle System Login

ORACLE

Wed Sep 23 15:26:39 2015 EDT

Log In

Enter your username and password to log in

Session was logged out at 3:26:39 pm.

Usermname: guiadmin
Password: sessees

[[]  Change password

Welcome to the Oracle System Login.
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Step Procedure Result
3. UDR Server A: -
o The Orac] ORACLE’ userpata Repository ~ 12.4.0.0.0-16.14.0 [ Pause Updales | Help | Logged in
e Oracle

Communications User
Data Repository Main
Menu displays.

=1 &) Main Menu
1 Administration

Main Menu: [Main]

1 Configuration

] Alarms & Events
'] security Log

(] Status & Manage
1 Measurements
(1 communication Agent
1 UDR

('] Diameter Comman
('] Diameter

& Help

] Legal Notices

(@ Logout

EEEEEEEBEERB

This is the user-defined welcome message.
It can be modified using the 'General Options' item under the ‘Administr,

Login Name: guiadmin
Last Legin Time: 0000-00-00 00:00:00
Last Login IP:
Recent Failed Login Attempts: 0

4., I:‘ UDR Server A: ORACLE user DataRepository ~ 12.4.0.0.0-16.14.0 [ FEn s (| =
Configurin o s
N f g9 " Elg - #E‘;ﬁ;;ram Main Menu: Configuration -> Networking -> Networks
etwor ement -
=] “ZJ Configuration
[ =3 Networking
Navigate to Main 0 etworks lopar
M 9 [ Devices
enf‘ . %::::5 Network Name Network ype  Default  Locked  Routed  VLAN ;:222:::‘ Network
Configuration > ) Serers
Networking > B server Sroups
Networks
5. []| UDRServer A:
Go to the
Configuration > To creat Network Element, upload a valid configuration file:
Networking—) 0 Create a new MNetwar ement, Upload a vald configuratian mle:
Networks screen. Browse. _.
Click Browse.
Insert Report
6. D UDR Server A: Organize » New folder =« 0l @
NOTE: This step J Work “ Name : Date modified Type Size
assumes that the XML . EM:; B ] NE_2018Feb06_041917_EST.xml XML Dacument 1KB
files were previously : cul EINE =] NE_2018Feb06_041944_ESTxml XML Docurment 1KB
prepared, as : Cl:::tials _ Sitel_NE_NOx XML Document 1B
described in - 2] Site2_ME_DR_MO.xml *ML Document 1KE
. . Eeature for | 5 2] UDR_NQxml 2704:07 .. XML Document 1 KB
Appendix C. : GZEI”'E o | UDR_SO.ml 2016/12/2212:54 .. XML Document 1KB
1.Select the location | Installation
containing the site  NEXMLE
. | Cloud |
XML file. o
y Crenc
2.Select the XML file [ ]
. Fil : Sitel_NE_NO.xml - |AnFiles ¢+ -
and click the Open. S =
’ Open ] ’ Cancel ]
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7. []| UDR Server A:
Click Upload File To create a new Metwork Element, upload a valid configuration file:
(bottom left corner of Browse... | Sitel_NE_NO.xml Upload File
screen).

Copyright © 2010, 2018, Oracle and/or its affiliates. All rights reserved.
8. UDR Server A:
D . Info
If the values in the
XN!L f"_e pass « MNetwork Element insen successful from AmpSite1 _NE_MNO xml.
validation rules, a
banner message
displays showing that | | Main Menu: Configuration -> Networking -> Networks
the data has been
successfully
committed to the DB. Giobal | Site1 NE NG
NOTE You may have Configured
. Network Name Network Type Default Locked Routed VLAN Network

to left mouse click the Interfaces
Info banner option to xmi OAM Yes Yes ves 3 0 10.10.1.0/24
see the message. imi OAM No Yes ves 2 0 10.10.2.0/24

9. []| Navigate to Main = 8 vanen

Menu >
Configuration >

+] [ Administration
=] {_3 Configuration

Main Menu: Configuration -> Networking -> Services

Networking 2> 1 ‘3 Networking
Services ] Networks Name Intra-NE Network Inter-NE Network
j Devices
OAM imi xmi
j Routes
j Services Replication imi xmi
j Servers Signaling Unspecified Unspecified
) server Groups - )
HA_Secondary imi xmi
) Resource Domains
] Places HA_MP_Secondary imi xmi
] Place Associations Replication_MP imi xmi
& ] DscP
# [ Alarms & Events Comagent m i
+] [ Security Log
10. [_] | UDR Server A:
Click Edit (located at Main Menu: Configuration -> Networking -> Services
Wed Feb 07

the bottom left
corner of the page).

Name

OAM

Replication
Signaling
HA_Secondary
HA_MP_Secondary
Replication_MP
ComaAgent

Edit = Report

Intra-NE Network
imi

imi

Unspecified

imi

imi

imi

imi

Inter-NE Network
xmi

xmi

Unspecified

*mi

*mi

®mi

®mi
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Step Procedure Result
11. []| UDR Server A: -
1.Set the services Services
values (see Note
se.Ctlon)' Name Intra-NE Hetwork Inter-NE Network
2.Click Apply.
3.Click OK.
OAM IMI E| HMI E|
Replication IMI 3 HMI 3
Signaling Unspecified 3 Unspecified 3
HA_Secondary M1 E| HMI E|
HA_MP_Secondary IMI E| XM E|
Replication_MP M1 E| HMI E|
ComAgent IMI E| HMI E|
Ok Apply Cancel

NOTE: Servers do not need to be restarted if this is a fresh installation.

DSR Release 8.5.0.2.0

21 UDR Release 12.6.2




Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step Procedure Result
12. []| UDR Server A:

The Services Name Intra-NE Network Inter-NE Network

configuration screen

opens. OAM IMI Al
Replication IMI A
Signaling Lnspecified Lnspecified
HA_Secondary IMI A
HA_MP_Secondary IMI Al
Replication_MP IMI HMI
ComAgent IMI Al

13. [

UDR Server A:

Configuring Oracle
Communications
User Data Repository
Server

ORACLE User Data Repository

= Main Menu
=] ] Administration

12.4.0.0.0-16.14.0

Main Menu: Configuration -> Servers

[=] ‘=3 Configuration
[+ ] Metworking

; : [ servers Server Network
Navigate to Main [E) Server Groups Hostname Role System ID Group —
Menu > =
Configuration >
Servers
14. [_]| UDR Server A:
Click Insert at the Insert || Edit || Delete || Export || Report
bottom left.
UDR Server A:
15. |:| Adding a new server
The Adding a new
server Conﬁguration Attribute Value Description
screen OpenS. Unique name for the server. [Default = nfa. Range = A
Host . 20-character siring. Valid characters are alphanumeric and
osiname minus sign. Must start with an alphanumeric and end with an
alphanumeric ] [A value is required.]
Role * - Select Role - B Select the function of the server [A value is required ]
System ID for the NOAMP or SOAM server [Default = nfa.
system ID

Hardware Profile Cloud UDR NOAMP

Range = A 64-character string. Valid value is any text string ]

Hardware profile of the server

Network Element Name * - Unassigned - B Select the network element [A value is required ]
Location description [Default =" Range = A 15-character
Location
string. Valid value is any text string.]
Ok Apply Cancel
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16. [_] | UDR Server A:
Enter the a55|gned Attribute Value Description
hostname for the .
UanUE,‘ name for the server.
UDR-A Server. Hostname * OCUDR-A string. Valid characters are 4
an alpnanumeric and end wi
17. [_] | UDR Server A:
lect NETWORK
Selec 0 Role * NETWORK OAM&P B
OAMA&P for the
server Role from the - Select Role -
menu.
System ID SYSTEM 0OAM
MP

Hardware Profile

QUERY SERVER

Cloud UDR NOAMP

i

UDR Server A:

Enter the System ID
for the NOAMP
Server.

System ID

NOAMP

System ID for the NOAMP or
SOAM server. [Default = nfa.
Range = A 64-character string.
Valid value is any text string.]

UDR Server A:

Select the hardware
profile from the
menu.

Select the hardware profile: Cloud UDR NOAMP

Hardware Profile

Cloud UDR NOAMP

Hardware profile ofthe server

UDR Server A:

Select the Network
Element Name from
the menu.

NOTE: After the
Network Element
Name is selected, the
Interfaces fields are
displayed.

Network Element Name *

Sitel_NE_NO E|

Select the network element [A value is
required ]

21. [] | UDR Server A:
. Location description [Default = ™.
Enter the site Location Morrisville_NC Range = A 15-character string. Valid
location. value is any text string ]
NOTE: Location is an
optional field.
DSR Release 8.5.0.2.0 23 UDR Release 12.6.2




Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step

Procedure

Result

22. [

UDR Server A:

1.Enter the IP
Addresses for the
Server.

2.Set the Interface
parameters
according to to
deployment type.

OAM Interfaces [At least one interface is required.]:

Network IP Address Interface

xmi (10.10.1.0/24) 10.10.1.57 eth0 E| [ VLAN (3)

imi (10.10.2.0/24) 10.10.2.156 ethl E| [T] VLAN (2)

1.Enter the IP Addresses for XMI and IMI networks.

2.Set the Interface device for XMl and IMI networks according to the network adapter
assigment for the VM guest as viewable in B.3 Step 3 or C.7 Step 5.

3.Leave the VLANs unselected

23. [

UDR Server A:

Click Add under NTP
Servers and enter the
address of the
supplied NTP server.

NTP Server IP Address Prefer
[10.24015.7] x| 0
[10.24015.8 | O
[10.240.15.9 | ]
[10.240.15.11 | 0

Set one ore more NTP Server IP Addresses to the supplied NTP servers. It is
recommended to have minimum of 3 and up to 4 external NTP servers for reliable
functioning of NTP service.

NTP Servers:
NTP Server IP Address Prefer
O
DSR Release 8.5.0.2.0 24 UDR Release 12.6.2




Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step

Procedure

Result

24. [

UDR Server A:

Click Info to see a

Main Menu: Configuration -> Servers [Insert]

Info -
banner message
stating Pre-Validation fnfe
passed. o s Pre-Validation passed - Data NOT commitied ._.
. Unique name for the server. [Default
Click Apply Hostname * OCUDR-A string. Valid characters are alphanur|
an alphanumeric and end with an al
xmi (10.10.1.0/24) 10.10.1.57 eth0 [T VLAN (3)
imi (10.10.2.0/24) 10.10.2.156 ethi E| [ VLAN (2)
NTP Servers:
NTP Server IP Address Prefer
Add
192.168.56.180) 0
Remove
Ok Apply Cancel
25. [ ] | UDR Server A:

If the values match
the network ranges
assigned to the
NOAMP NE,the
banner message
shows that the data
has been validated
and committed to the
DB.

Main Menu: Configuration -> Servers [Insert]

Info* ¥

Info

o

= Data committed!

Hostname

: OCUDR-A

Unigue name for the server. [Default
string. Valid characters are alphanun|
an alphanumeric and end with an alp)

26. []

UDR Server A:

Applying the Server
Configuration File

Navigate to Main

Main Menu: Configuration -> Servers

Filter =

Menu > Server Network
Configuration > 2Tl Role System ID Group Element
Servers Network
ETwWor .
QOCUDR-A NOAMP Site1 _NE_NO
OAMEP - =
UDR Server A:
27. D Main Menu: Configuration -> Servers
The Conﬁguration 9 Fri Apr 06 01:55:15 2018 EDT
. [ Fiter ~]
Servers screen lists m
the added Server. Hostname Role system ID 2:::'“ Network Location Place Details
p Element
OCUDR-A gmg"; NOAMP Site1 NE_NO  Morrisville_NC :‘r;"l‘ 1100.-11;-21.-15;5
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UDR Server A: - " -
28. |:| Main Menu: Configuration -> Servers
1.Use the cursor to Fri Apr 06 01:55:15 2018 EDT)|
-Filter v
select the added
Server. Hostname Role System ID ;:::I:r :;t::;: Location Place Details
2.The row containing pommemomsmsaee roessesooasees poesnmmeesnsseas mommemsmssane mommeemnme mrmemsenmmneees remomssoosees rosssesoosisosoeooo
the Server is OCUDRA : gil;:rs NOAMP ! site1_NE_NO | Morrisvile_NC :‘;\':‘:é’:é’;fge
e L L S . Lol
highlighted in SKY
BLUE.
3.Click Export. Insert | Edit | Delete | Export | Report
29. I:‘ UDR Server A: Main Menu: Configuration -> Servers
H H Fri Apr 06 01:57:56 2018 EDT
A banner |nformat|on A
message showing a -
nfo
download link for the He Place Details
. . e ‘ « Exported server data in TKLCConfigData.OCUDR-A.sh may be downloaded
Server configuration ocuond i 10404 57
data i OAMEP — imi: 10.10.2.156

The configuration file was created and stored in the /var/TKLC/db/filemgnmt directory.
The configuration file has a file name similar to TKLCConfigData.<hostname>.sh.

30. [

UDR Server A:

1.Access the
command prompt.

2.Log into the UDR-A
server as the
admusr user.

login as: admusr
admusr@10.250.xx.yy's password: <admusr password>

Last login: Wed Mar 28 05:03:47 2018 from 10.178.25.81 [root@NO-A ~]#

31. []

UDR Server A:

Switch to root user.

[admusr@ UDR-A ~]$ su -
password: <root password>

32. []

UDR Server A:

Copy the server
configuration file to
the /var/tmp
directory on the
server, making sure
to rename the file by
omitting the server
hostname from the
file name.

Example:
TKLCConfigData<.server_hostname>.sh translates to TKLCConfigData.sh

# cp -p /var/TKLC/db/filemgmt/TKLCConfigData.UDR-A.sh
/var/tmp/TKLCConfigData.sh

NOTE: The server polls the /var/tmp directory for the presence of the configuration file
and automatically runs the file when it is found.
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33. [ ] | UDR Server A: **% NO OUTPUT FOR approximately 3 to 20 MINUTES ***
After the script Broadcast message from root (Fri Mar 30 01:47:58 2018):
completes, a Server configuration completed successfully!
broadcast message is See /var/TKLC/appw/logs/Process/install.log for details.
Please remove the USB flash drive if connected and reboot the server.

sent to the terminal.
enttothete a <ENTER>

Ignore the output and
press ENTER to return
to the command
prompt.

NOTE: The time to
complete this step
varies by server and
may take from 3 to 20
minutes to complete.

34. [] | UDR Server A:

Configure the time
zone.

# set ini tz.pl <time zone>

NOTE: The following command example uses America/New_York time zone. Replace, as
appropriate, with the time zone you have selected for this installation. For UTC, use
Etc/UTC.

# set ini tz.pl "America/New York"

35. [_] | UDR Server A:

# reboot
Initiate a reboot of
the UDR Server.
36. [_] | UDR Server A: Wait approximately 9 minutes until the server reboot is complete.
Wait until server Using an SSH client such as putty, ssh to the UDR-A server.

reboot is complete.
login as: admusr

Then, SSH into the admusr@10.250.xx.yy's password: <admusr password>
UDR-A server. Last login: Wed Mar 28 05:03:47 2018 from 10.178.25.81

NOTE: If the server is not up, wait a few minutes and re-enter the ssh command. You
can also try running the ping command to see if the server is up.

37. [] | UDR Server A:
Verify that the XMl

$ ifconfig |grep in |grep -v inet6

Example:

and IMI IP addresses P

entered in Step 22 ethO Link encap:Ethernet HWaddr FA:16:3E:3C:8D:DE

have been applied inet addr:10.10.1.57 Bcast:10.10.1.255 Mask:255.255.255.0
ethl Link encap:Ethernet HWaddr FA:16:3E:EF:4D:EF

inet addr:10.10.2.156 Bcast:10.10.2.255 Mask:255.255.255.0

NOTE: The XMI and IMI addresses for the server are verified by reviewing the server
configuration using the Oracle Communications User Data Repository GUI.

1. Navigate to Main Menu = Configuration - Servers
2.Scroll to line entry containing the hostname for the servers.
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38. [_] | UDR Server A: F——
Use the ntpq . remote refid st t when poll reach delay offset Jjitter
command to verify
that the server has
*¥192.168.56.180 192.168.56.247 4 u 37 64 177 0.574 1.165 21.346

connectivity to the
assigned Primary (and
Secondary if one was
provided) NTP
servers.

v

IF CONNECTIVITY TO THE NTP SERVERS CANNOT BE ESTABLISHED, STOP AND PERFROM THE
FOLLOWING STEPS:

Have the IT group provide a network path from the OAM server IP to the assigned NTP IP addresses.

AFTER NETWORK CONNECTIVITY IS ESTABLISHED TO THE ASSIGNED NTP IP ADDRESSES, THEN RESTART THIS PROCEDURE
BEGINNING WITH STEP 35.

39. []

UDR Server A:

Run the alarmmgr to
verify the health of
the server

$ alarmMgr --alarmStatus

NOTE: This command should not return output on a healthy system.

40. []

UDR Server A:

Exit the SSH session
for the UDR-A server

$ exit

THIS PROCEDURE HAS BEEN COMPLETED
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5.2Create Configuration for Remaining Servers

This procedure is used to create and configure all Oracle Communications User Data Repository Servers
(Primary and DR Servers) except the first UDR-A server.

Requirements:

Section 5.1 Configure UDR-A Server (1t NOAMP only) has been completed

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 6: Create Configuration for Remaining Servers

Step

Procedure

Result

1. [

UDR Server A:

Launch an approved
web browser and
connect to the UDR
Server A IP address

NOTE: Click Continue
to this website (not
recommended) if the
security certificate
warning displays.

Login to the GUI using
the default user and
password.

Oracle System Login

ORACLE

Enter your username and password to log in

Session was logged out at 3:26:39 pm.

LogIn

Username: guiadmin
Password: ssesees

Change password

Login

Welcome to the Oracle System Login.

Wed Sep 23 15:26:39 2015 EDT

For steps 4 through 8 add the remaing Network Elements one at a time. This includes the NO network Element for

the DR elements (NO) if present.

(DR elements can be uploaded during DR install)

2. [

UDR Server A:
Configuring
Network Element

Navigate to Main
Menu >
Configuration >
Network Elements

Main Menu: Configuration -> Networking -> Networks

Global  site1 NE_NO

Network Name Network Type Default  Locked  Routed  VLAN LTS
Interfaces

xmi OAM ves ves ves 3 0

imi OAM No ves Yes 2 0

Network

10.10.1.0/24

10.10.2.0/24

UDR Server A:

On the Configuration
- Network Elements
screen, click Browse.

Insert

To create a new Metwork Element, upload a valid configuration file:

Browse.___

Report
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4. |:| UDR Server A: = — i
NOTE Th|s Step b)) ‘ < [nstallation and Configuration Stuffs » MEXML Files » Cloud NO - |.;,|| Search Cloud NO el
assumes that the Xml Organize v Mew folder ==~ [ .@.
files were preVlOUSIy 4 Searches * Name . Date modified Type Size
prepared, as :}nog‘gopzv;u ] NE_2018Feb06_041917_EST.xml 0 XML Document 1KB
described inAppendix e wualBoeVMs L NE 20187 eb06 041944_EST.xemi 0 XML Document 1 KB
C '1_, omputer ; =] Sitel _NE_MO.xml ¥ML Document 1KE
: & system (O[] Girea NE DR NOa! XML Document 1KB
s Data (D) = UDR_NO.ml 2018/03/27 0407 .. XML Document 1KB
1.Select the location : z:’;:":h ) UDR_50uml 2016/12/221254 .. XML Document 1KB
containing the site Vs
xml file. BMW-3 Bac
2.Select the .xml file b Build Serve
. . Comcol +
and click the Open.
File name:  Site2 NE_DR_NOxm| - [l Files ) -
I Open I I Cancel J
5. []| UDRServer A: _ -
] . To create a new Metwork Element, upload a valid configuration file:
Click Upload File —_—
(bottom left corner of Browse... Site2_ME_D R._NG.XFI"I' Upload File
screen). ) . - .
Copyright © 2010, 2018, Oracle and/or its affiliates. All rights resarved.
UDR Server A:
6. |:| ) Info
If the values in the
XML file pass o = Metwork Element insert successful from AmpiSite2_NE_DR_NO.xm.
validation rules, a
banner message
displays showing that Global  Site1_NE_NO Site2 NE_DR_NO
the datahasbeen | | s Network conngul
successfully Network Name pe Default Locked Routed VLAN Interface Network
committed to the DB. xmi OAM Yes Yes Yes 3 2 10.10.1.0/24
NOTE: You may have imi OAM No yes Yes 2 2 10.10.2.0/24
to left mouse click the
Info banner option to
see the banner
message.

NOTE: The following must be run for all servers except the first UDR-A server. These steps include a check box for
UDR-A server. That check box refers to UDR-A servers that are not at the primary provisioning site, such as the UDR-A
server at the disaster recovery (DR) site.

UDR Server A:
7. D Main Menu: Configuration -> Servers
H H Fri Apr 06 01:55:15 2018 EDT
Navigate to Main
Menu 2>
configuration 9 Hostname Role System ID ;:::r 2;‘::;: Location Place Details
Servers OCUDR-A gm‘;’; NOAMP Site1_ NE_NO  Morrisville_NC fr;”“ 1100_'11&'21_'15575

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

DSR Release 8.5.0.2.0 30 UDR Release 12.6.2




Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step Procedure Result
8. [ ]| UDRServer A:
Click Insert at the Insert || Edit || Delete || Export || Report

bottom left.

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

UDR Server A:

The Adding a new
server configuration
screen opens.

Adding a new server

Attribute Vvalue Description
Unique name for the server. [Default = nfa. Range = A
20-character string. Valid characters are alphanumeric and
Hostname *

minus sign. Must start with an alphanumeric and end with an
alphanumeric ] [A value is required ]

Select the function of the server [A value is required ]

Role* - Select Role -

System ID for the NOAMP or SOAM server. [Default = nfa.

System ID N
Range = A 64-character string. Valid value is any text string.]

Hardware Prefile Cloud UDR NOAMP B Hardware profile of the server
Network Element Name * - Unassigned - B Select the network element [A value is required ]
N Location description [Default = ™. Range = A 15-character
Locatien
string. Valid value is any text string ]
Ok Apply Cancel

Mark the check box as addition is completed for each server.

[ ] uDr-A [ ] uDRr-B
10. [_] | UDR Server A:
i Attribute Value Description
Enter the assigned
Hostname for the Unique name for the server.
Hostname * OCUDR-B Valid characters are alphant|
server. alphanumeric and end with 4

Mark the check box as addition is completed for each server.

[ ] UDR-A (] uDR-B
11. |:| UDR Server A:
Select the Role * NETWORK OAM&P B
appropriate server  celect Rol -
Role from the menu.
System ID SYSTEM DAM
MP

QUERY S5ERVER

Hardware Profile Cloud UDR NOAMP E|

Mark the check box as addition is completed for each server.

[ ] UDR-B

[ ] UDR-A
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12. ]

UDR Server A:

Enter the System ID
for the server.

NOTE: System ID is
not required for MP.

System ID for the NOAMP or
SOAM server. [Default = nfa.
Range = A 64-character string.
Valid value is any text string.]

System ID NOAMP

Mark the check box as addition is completed for each server.

[ ] uDR-A [ ] uDRr-B

13. [

UDR Server A:

Select the hardware
profile from the list.

NOAM select hardware profile: Cloud UDR NOAM

Hardware Profile Cloud UDR NOAMP E| Hardware profile of the server

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

14. []

UDR Server A:

Select the Network
Element Name from
the menu.

NOTE: After the
Network Element
Name is selected, the
Interfaces fields are
displayed.

Sitel_NE_NO E|

Network Element Name * Selectthe network element [A value is required]

NOTE: NO and DR pairs have their own Network element.
Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

15. []

UDR Server A:

Enter the site
location.

NOTE: Location is an
optional field.

Location description [Default = .
Range = A 15-character string. valid
value is any fext string ]

Location Morrisville_ NC

Mark the check box as addition is completed for each server.

16. []

UDR Server A:

1.Enter the IP
Addresses for the
Server.

2.Set the Interface
parameters
according to to
deployment type.

[ ] UDR-A [ ] UDR-B
OAM Interfaces [At least one interface is required.]:
Network IP Address Interface
xmi (10.10.1.0/24) 10.10.1.69 eth0 E| VLAN (3)
imi (10.10.2.0/24) 10.10.2.155 ethl E| VLAN (2)

1.Enter the IP Addresses for XMI and IMI networks.

2.Set the Interface device for XMl and IMI networks according to network adapter
assigment for the VM guest as viewable in B.3 Step 3 or C.7 Step 5.

3.Leave the VLANs unselected.

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
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Step Procedure Result
17. []| UDR Server A:
. NTP Server IP Address Prefer

Click Add under NTP

Servers and enter the (10240157 %] 0

addresses of the NTP [10.240.15.8 \ 0

servers.
[10.240.15.9 \ O
[10.240.15.11 \ O

Set one ore more NTP Server IP Addresses to the supplied NTP servers. It is
recommended to have minimum of 3 and up to 4 external NTP servers for reliable
functioning of NTP service.

Mark the check box as addition is completed for each server.

[ ] ubr-A [ ] uDRr-B

18. []

UDR Server A:

Click Info to see a
banner with a
message stating Pre-
Validation passed.

Click Apply.

Main Menu: Configuration -> Servers [Insert]

Info -
Info
A o « Pre-Validation passed - Data MOT committed ...
S —— ——— E—
OAM Interfaces [At least one interface is required.]:
Network IP Address Interface
xmi (10.10.1.0/24) 10.10.1.69 eth0 E| fi
imi (10.10.2.0/24) 10.10.2.155 ethi E| i
NTP Servers:
NTP Server IP Address Prefer
Add
192.168.56.180 0
Remove
Ok Cancel

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
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Step Procedure Result
19. [_]| UDR Server A: - - -
Main Menu: Configuration -> Servers [Insert]
If the values match
the network ranges —
assigned to the NE,
click Info to see a Info
banner message .
. « Data committed!
stating that the data
has been validated
and committed to the Hostname * OCUDR-B
DB.

Mark the check box as addition is completed for each server.

[ ] ubr-A [ ] uDRr-B

UDR Server A:

Applying the Server
Configuration File

Select Main Menu =
Configuration >
Servers

Main Menu: Configuration -> Servers
Hostname Role System ID Server Group gleehr:::]t Location Place
OCUDRA gi“ag’; NOAMP Site1_NE_NO  Morrisville_NC
OCUDRB gmg’; NOAMP Site! NE_NO  Morrisville_NC

Fri Apr 06 02:45:03 2018 EDT|

Details
xmi: 10.10.1 57
imi: 10.10.2.156

xmi: 10.10.1 .69
imi: 10.10.2.155

Mark the check box as addition is completed for each server.

[ ] uDr-A [ ] uDRr-B

UDR Server A:

21. |:| Main Menu: Configuration -> Servers
The Configuration 9 — Fri Apr 06 02:45:03 2018 EDT|
Servers screen shows Network
. Hostname Role System ID Server Group Element Location Place Details
the added Server in
the list. OCUDRA o NOAMP Site_NE_NO  Morrisville_NC ARASIA
OCUDR-B gm’g& NOAMP Site1_NE_NO  Morrisvile_NC m' 1100_110021'1655
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ] UDR-B
22, I:‘ UDR Server A: Main Menu: Configuration -> Servers
Fri Apr 06 02:45:03 2018 EDT|
1.Use the cursor to
select the added Network
Hostname Role System ID Server Group Element Location Place Details
Server. :
2.The row contai ning OCUDR-A gimf; NOAMP Sitel_NE_NO  Morrisvile_NG "‘r'r:' 11007110021'15575
the Server is be iOCUDR—E gi‘m’; NOAMP iS\teLNE?NO iMomsvl\IeﬁNC ﬂ' Jototes

highlighted in SKY
BLUE.
3.Click Export.

Insert || Edit | Delete || Export | Report

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

VMware client:

Repeat this
procedure to create
configuration

Repeat this procedure to create configuration for each remaining server:

[ ] UDR-A [ ] UDR-B

THIS PROCEDURE HAS BEEN COMPLETED
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5.3Apply Configuration To Remaining Servers

This procedure is used to apply configuration to all Oracle Communications User Data Repository Servers
(Primary and DR Servers) except the first UDR-A server.

Requirements:

Section 5.2 Create Configuration for Remaining Servers has been completed

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 7: Apply Configuration to Remaining Servers

Step

Procedure

Result

1.

[

UDR Server A:

Connect to the UDR-
A Server terminal at

SSH to the Primary UDR-A XMI IP_address.

Mark the check box as addition is completed for each server.

the Primary UDR site [] ubr-A []uDr-8
2, D UDR Server A: login as: admusr
1.Access the admusr@10.250.xx.yy's password: <admusr password>
command prompt. | 1.5t 1ogin: Mon Jul 30 10:33:19 2012 from 10.25.80.199
2.Log into the s
Primary UDR-A
server as the Mark the check box as addition is completed for each server.
admusr user. [] UDR-A [] UDR-B
3. I:' UDR Server A: [admusr@pc9040833-no-a ~]$ cd /var/TKLC/db/filemgmt
Change director
. & . y Mark the check box as addition is completed for each server.
into the file
management space | [_] UDR-A (] UDR-B
4, I:' UDR Server A: [admusr@pc9040833-no-a ~]$ 1ls -1ltr TKLCConfigData*.sh
Get a directory
* ok ok * ok ok
listing and find the TRUNCATED OUTPUT
configuration files -rw-rw-rw- 1 root root 1257 Aug 17 14:01 TKLCConfigData.UDR-A .sh
for the servers. -rw-rw-rw- 1 root root 1311 Aug 17 14:30 TKLCConfigData.NO-B.sh
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ] UDR-B
5. I:' UDR Server A: [admusr@pc9040833-no-a ~]$ scp -p <configuration file-a>
Copy the <Associated Server XMI IP>:/tmp
configuration files admusr@10.240.39.4's password: <admusr password>
found in the TKLCConfigData.so-carync-a.sh 100% 1741 1.7KB/s  00:00

previous step to the
target server based
on the server name
of the configuration
file.

[root@no-mrsvnc-a filemgmt]s$
Mark the check box as addition is completed for each server.

[ ] UDR-A [ ]UDR-B
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Step Procedure Result
6. I:l UDR Server A: [admusr@pc9040833-no-a ~]$ ssh <Associated Server XMI IP >
Connect to the admusr@192.168.1.10's password: <admusr password>
target se.rver which Mark the check box as addition is completed for each server.
has received a
configuration file (] UDR-A [ ] uDRr-B
copy in the previous
step
7. [] | Target Server: Copy the server configuration file to the /var/tmp directory on the server, making
Copy the sure to rename the file by omitting the server hostname from the file name.
configuration file to Example:
the tmp directory. , .
TKLCConfigData<.server hostname>.sh translates to TKLCConfigData.sh
[admusr@hostname1326744539 ~]$ sudo cp -p /tmp/TKLCConfigData.NO-
B.sh /var/tmp/TKLCConfigData.sh
[admusr@hostnamel326744539 ~]$
NOTE: The server polls the /var/tmp directory for the presence of the
configuration file and automatically runs the file when it is found.
Mark the check box as addition is completed for each server.
[ ] UDR-A [ ] UDR-B
8. |:| Target Server: *** THERE IS NO OUTPUT FOR APPROXIMATELY 20 MINUTES ***
After the script Broadcast message from root (Thu Dec 1 09:41:24 2011):
completes, a Server configuration completed successfully!
broadcast message See /var/TKLC/ /logs/P /install.log for detail
is sent to the ee var appw ogs rocess/insta .10g or etalls.
terminal. Please remove the USB flash drive if connected and reboot the server.
<ENTER>
Ignore the output
and press ENTER to [admusr@hostnamel326744539 ~]$
return to the Mark the check box as addition is completed for each server.
command prompt.
[ ] UDR-A [ ] UDR-B
NOTE: The time to
complete this step
varies by server and
may take from
approximately 3 to
20 minutes to
complete.
9. [] | Target Server:

Initiate a reboot of
the Server.

[admusr@hostnamel326744539 ~]$ sudo reboot
Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
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Step Procedure

Result

UDR Server A:

The SSH session for
the target server
was terminated by
previous step.

10. []

The previous step causes the ssh session for the server to close and you are
returned to the UDR server console prompt.

Connection to 192.168.1.16 closed by remote host.
Connection to 192.168.1.16 closed.

$

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] uDRr-B

UDR Server A:

Wait until server
reboot is complete.
Then, SSH into the
target server using
its XMI address.

11. []

Wait approximately 10 minutes until the server reboot is complete.

Using an SSH client such as putty, ssh to the target server using admusr credentials
and the <XMI IP Address>.

[admusr@pc9040833-no-a ~]$ ssh 192.168.1.xx
admusr@192.168.1.20's password: <admusr password>

NOTE: If the server is not up, wait a few minutes and re-enter the ssh command.
You can also run the ping command to see if the server is up.

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
12, D Target Server: $ ifconfig |grep in |grep -v ineté6
Verify that the XMI eth0 Link encap:Ethernet HWaddr FA:16:3E:BB:3D:AC
and IMI IP addresses
. . i :10.10.1.57 B :10.10.1.2 Mask:255.255.255.

entered in Section inet addr:10.10 5 cast:10.10 55 as 55.255.255.0

5.23tep16 have ethl Link encap:Ethernet HWaddr FA:16:3E:56:C1l:F9

been appHed inet addr:10.10.2.156 Bcast:10.10.2.255 Mask:255.255.255.0
eth2 Link encap:Ethernet HWaddr FA:16:3E:B4:BD:0A
lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

NOTE: The XMl and IMI addresses for the server can be verified by reviewing the
server configuration through the Oracle Communications User Data Repository GUI.

Navigate to Main Menu - Configuration = Servers.
Scroll to line containing the hostname for the server.
Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
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Step

Procedure

13. []

Target Server:

Use the ntpq
command to verify
that the server has
connectivity to the
assigned Primary
and Secondary NTP
servers.

Result
$ ntpg -np
remote refid st t when poll reach delay offset Jjitter
*192.168.56.180 192.168.56.247 4 u 62 64 377 0.641 37.694

18.375

[root@pc9040725-no-a ~1$

If offset value is in excess of five seconds, run the commands below to sync time
manually:

$ sudo service ntpd stop
Shutting down ntpd: [ OK 1]

$ sudo ntpdate <Remote NTP Server IP>
$ sudo service ntpd start

Starting ntpd: [ OK 1]
Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

Y

IF CONNECTIVITY TO THE NTP SERVERS CANNOT BE ESTABLISHED, STOP AND
PERFORM THE FOLLOWING STEPS:

Target Server:

Run the alarmmgr
command to verify
the health of the
server

$ alarmMgr --alarmStatus
NOTE: This command should not return output on a healthy system

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
15. [_] | Target Server: $ exit
Exit the SSH session
logout

for the target server

Connection to 192.168.1.16 closed.
#

Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B
16. [_] | UDR Server A: B oexit
Exit terminal session logout

Connection to 192.168.1.4 closed.
#

THIS PROCEDURE HAS BEEN COMPLETED
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5.4Configure XSI Networks

This procedure cofnigures the XSI networks used on UDR to support signaling traffic.

Requirements:

Section 5.1 Configure UDR-A Server (1 NOAMP only) has been completed
Section 5.3 Apply Configuration To Remaining Servers has been completed

NOTE: If deploying two sites use the same name for both XSI networks.

Procedure 8: Configure XSI Networks

Step

Procedure

Result

1.

]

UDR Server A:

Launch an approved
web browser and
connect to the UDR
Server A IP address

NOTE: Click Continue
to this website (not
recommended) if the
security certificate
warning displays.

Login to the GUI using
the default user and
password.

ORACLE

Oracle System Login

Login

Enter your username and password to log in

Session was logged out at 3:26:39 pm.

Username: guiadmin

Password: sesssee

Change password

LogIn

Welcome t

o the Oracle System Login.

Wed Sep 23 15:26:39 2015 EDT

UDR Server A
Navigate to Main
Menu 2>
Configuration >
Networking 2>
Networks

= =) Main Menu
[+] ] Administration
[=) -y Configuration
[=] ‘3 Networking
] Networks
j Devices
] Routes
] services
] servers

Main Menu: Configuration -> Networking -> Networks

Global | Sitel

Network Name

NE_NO Site2_NE_DR_NO

Network Type

Default Locked
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Step

Procedure

Result

3.

[

UDR Server A
Add the XSI1 network

Insert |

Click Insert.

Main Menu: Configuration -> Networking -> Networks [Insert]

Insert Network
Field value

Network Name * XSI1

VLAN ID 4

Network Address = 10.10.3.0

Ok  Apply Cancel

Network Type Signaling B

Netmask * 255.255.255.0
Router IP
Yes
Default Network
5 No
@ Yes
Routed
Mo

Description

The name of this network. [Default = N/A. Range = Alphanumeric string up to 31

The type of this network.

The VLAN ID to use for this network. If not set or set to 0, no VLAN ID is associate|

The network address of this network. [Default = N/A. Range = Valid Network Addrd

Subnetting to apply to servers within this network. [Default = N/A. Range = Valid N

The IP address of a router on this network. If this is a default network, this will be |
router monitoring is enabled, this address will be the one monitored.

A selection indicating whether this is the network with a default gateway.

Whether or not this network is routed outside its network element. If it is not assig|

Enter all of the fields for the XSI1 network according to the network parameters.
Retain the default values for Network Element (Signalling), Default Network (No)

and Routable (Yes).

ComAgent Service may be configured to run on XSI1. In this case, the XSI1 network
is used for MP to NOAMP ComAgent Traffic.

NOTE: Network names can be overloaded to support multiple subnets. When
defining network for ComAgent Service, use same network name for Primary and

DR Site.

NOTE: VLANSs are not used in the context of this document, though VLAN ID is a
required field on this screen. Enter any number in the valid range.

4. []| UDRServer A Repeat Step 3 of this procedure to Insertadditional signaling networks(XSI2, etc) if
Repeat as required applicable.
5. []| UDRServer A

XSl network is
displayed along with
a success message.

Main Menu: Configuration -> Networking -> Networks

Info v

Info

o ‘ » Network 'XSI1' was successfully inserted

XsH

Signaling

Configured
Interfaces

Default Locked Routed VLAN Network

No No Yes 4 0 10.10.3.0/24

THIS PROCEDURE HAS BEEN COMPLETED
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Chapter 6.

6.1 OAM Pairing for Primary UDR Servers (15t NOAMP site only)

OAM Pairing

During the OAM Pairing procedure, various errors may be seen at different stages of the procedure. While
performing a step, ignore errors related to values other than the ones referenced by that step.

This procedure creates an active, standby pair for the UDR servers at the Primary Provisioning Site.

Requirements:

e Section 5.3 Apply Configuration To Remaining Servers has been completed

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 9:

OAM Pairing for Primary UDR Servers (1st NOAMP site only)

Step Procedure Result
1. [] | UDR ServerA: NOTE: Click Continue to this website (not recommended) if the security
Launch an certificate warning displays.
approved web Login to the GUI using the default user and password.
browser and _
connect to the ORA‘ I e
UDR Server A IP
address i
Oracle System Login
Wed Sep 23 15:26:39 2015 EDT
LogIn
Enter your username and password to log in
Session was logged out at 3:26:39 pm.
Username: guiadmin
Password: esssees
Login
Welcome to the Oracle System Login.
2. |:| UDR Server A: Navigate to Main Menu = Configuration = Server Groups
Conﬁguring Server : %E‘Ly’::‘“mm Main Menu: Configuration -> Server Groups
Group S,
[ Networks Server Group Name Function Connection Count Servers
[7] Devices
[) Routes
[ Senices
[ Seners
[) Sener Groups
UDR Server A: . - .
3. O ek Main Menu: Configuration -> Server Groups & Help
Click Insert

located at the
bottom left corner
of the page.

NOTE: Use the
vertical scroll-bar
to see the Insert
button.

4

Insert Edit

Server Group Name

Level Parent

111

Delete Heport

Fri Sep 11 16:46:41 20135 EDT

Connection

Count Servers

k

Pause updates
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Step Procedure Result
4, [] UDR Server A:
Adding new server group
The Server Groups
[Insert] screen Field Value Description
opens.
Unique identifier used to label a Server Group. [[]
Server Group Name * |
at least one alpha and must not start with a digit |
R } - Select one of the Levels supported by the systen|
Level SacetllE E| Level C groups contain MP servers.] [A value is 1|
Parent* - Select Parent - E| Select an existing Server Group or NONE [A valu

Function * - Select Function -

Specify the number of TCP connections that will |
integer between 1 and 8]

WAN Replication Connection Count 1

Ok Apply Cancel

B Select one of the Functions supported by the syg

UDR Server A:

Enter the Server

Field Value Description

Unique identifier used to label a Server Group. [Default = n/a. Range = A 1-32-character string.

Grou p Name. server Group Name * NO_SG at least one alpha and must not start with a digit] [A value is required ]

6. [ ] | UDRServerA:
. : ~ Select one of the Levels supported by the system.

Select A on the Level eaectievel E| B groups are optional and contain SOAM servers.

Level menu. - Select Level -
7. [] | UDR ServerA:

Select None on Parent * - Select Parent- B Select an existing Server Group or NONE [A value is required ]

- Select Parent-
the Parent menu. EE_
Function * - Select Function - B Select one of the Functions supported by the system [A value is required.]

8. [] | UDRServerA:

Select UDR-NO on Function * UDR-NO E| !

the Function

menu.
9. [] UDR Server A: .
WAN Replication C tion C t Specify the number of TCP
Enter 8 for WAN eplication Connection Count 8 integer between 1 and 8]
Replication

Connection Count.
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Step

Procedure

Result

10. []

UDR Server A:

Click Info to see a
banner message
stating Pre-

Validation passed.

Click Apply.

Main Menu: Configuration -> Server Groups [Insert]

Info* =

Info

L1

+ Pre-Validation passed - Data NOT committed ...

VIP Assignment

VIP Address
Add

Remove

Ok Apply Cancel

11. []

UDR Server A:

Click Info to see a
banner message

Main Menu: Configuration -> Server Groups [Edit]

stating Data Info ~
committed.

Info

rver group : NO_SG
o + Data committed!
Value Description
UDR Server A: —
12. |:| - %E‘Z?e"_‘u " Main Menu: Configuration -> Server Groups
Navigate to Main B G Contgurton —
Menu 9 ;“: l:i(wu:mng
. . [ Networks Server Group Name Level  Parent Function Connection Count
Conflguratlon > % 23:‘::: NO_SG A NONE UDR-NO 8
Server Groups 1 senices
[ servers
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Step Procedure Result

13. [ ] | UDR Server A:

1.Select the Main Menu: Configuration -> Server Groups

Server Group

entry just
added. The line
entry is

Server Group Name Level Parent Function Connection Count
e ey el it It
Il NO_SG EA l: NONE i UDR-NO l; 8

highlighted in
sky blue.

2.Click Edit Insert | Edit | Delete | Report
(located at the
bottom left
corner of the
page).

NOTE: You may
need to use the
vertical scroll-bar
to see the Edit.
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Step Procedure

Result

UDR Server A:
The Server Groups
[Edit] screen
opens.

14. []

Main Menu: Configuration -> Server Groups [Edit]

Meodifying attributes of server group : NO_SG

Field Value
Server Group Name * MNO_SG
Level * A
Parent * NOME
Function * UDR-NO

WAN Replication Connection Count 8

Site1_NE_NO |:| Prefer Network Element as spare

Server 5G Inclusion
OCUDR-A [[] Include in G
OCUDR-B [] Include in SG

Site2_NE_DR_NO |:| Prefer Network Element as spare

Server 5G Inclusion
DR-OCUDR-A [[] Include in SG
DR-OCUDR-B |:| Include in SG

VIP Assignment

Description

Unigue identifier used to label a Server Group. [Default = n/a.

Select one of the Levels supported by the system [A value ig|

Select an existing Server Group [A value is reguired.]

Select one of the Functions supported by the system [A valu

Specify the number of TCP connections that wil be used by

Preferred HA Role

|:| Prefer server az spare

[ Prefer server as spare

Preferred HA Role

[] Prefer server as spare

[] Prefer server as spare

VIP Address
Add
Ok Apply Cancel
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Step

Procedure

Result

15. []

UDR Server A:

Select the options
to include the A
server and the B
server in the UDR
server group.

NOTE: For single
server installation,
only NO-A is
displayed;
therefore only one
option is selected.

If this is a primary
site (single site),
then the DR site is
not listed.

Site1_NE_NO [ | Prefer Network Element as spare

Server SG Inclusion
OCUDR-A Include in 3G
OCUDR-B Include in 3G

Server SG Inclusion
DR-OCUDR-A [ Include in SG
DR-OCUDR-B [ Include in SG

VIP Assignment

VIP Address

Ok  Apply Cancel

site2 NE DR_NO [ Prefer Network Element as spare

Preferred HA Role

[[] Prefer server as spare

[[] Prefer server as spare

Preferred HA Role

[[] Prefer server as spare

[[] Prefer server as spare

Add

Remove

16. []

UDR Server A:

Click Info to see a
banner message
stating Pre-
Validation passed.

Click Apply.

Main Menu: Configuration -> Server Groups [Edit]

Info ~

Info

O

+ Pre-Validation passed - Data NOT committed ...

VIP Address
Add
Remove
Ok Apply Cancel
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Step Procedure

Result

UDR Server A:

Click Info to see a
banner message
stating Data

17. []

Main Menu: Configuration -> Server Groups [ Edit]

committed. { Info Description
. Data committed! Unique identifier used to label a 3
* characters are alphanumeric and
digit]
Level * Select one of the Levels supporte:
18. [ ] | UDR Server A:
Click Add for the Site1_NE_NO Prefer Network Element as spare
VIP Address. Server SG Inclusion Preferred HA Role
NOTE: VIP Address
optional for Single OCUDR-A 7] Include in SG Prefer server as spare
Server
Configuration.
OCUDR-B ¥ Include in SG Prefer server as spare
VIP Address
Add
Remove
Ok Apply Cancel
19. [ ] | UDR Server A:
Enter the VIP VIP Address
Address —
10.10.1.121 Remove
Ok Apply Cancel
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Step

Procedure

Result

20. ]

UDR Server A:

Click Info to see a
banner message
stating Pre-
Validation passed.

Main Menu: Configuration -> Server Groups [Edit]

Info* =~

Info

Click Info to see a
banner message

Click Apply.
o ¢ Pre-Validation passed - Data NOT committed ...
VIP Address
Add
10.10.1.121 Remove
Cancel
21. [ ] | UDRServerA:

Main Menu: Configuration -> Server Groups [Edit]

Click Logout on
the OAM A server
GUI.

stating Data LTS
committed. Info
rver group : NO_SG
o » Data committed!
22. [] | UDRServerA:

Help | Logged in Account guiadminB | Log Out

Thu Mar 29 06:02:07 2018 EDT

23. ]

IMPORTANT:
Wait at least 5
minutes before
proceeding on to
the next step.

Now that the servers have been paired in a Server Group they must establish a
master/slave relationship for High Availability (HA). It may take several minutes
for this process to be completed.

NOTE: Single server configuration is not needed to establish the master/slave
relationship for High Availability (HA).

Allow a minimum of 5 minutes before continuing to the next Step.
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Step Procedure Result

24. [] | Active UDR VIP: :
Launch an ORACI_E

approved web
browser and Oracle System Login
connect to the

UDR Server A IP

address Log In
Enter your username and password to log in

Wed Sep 23 15:26:39 2015 EDT

NOTE: Click
Continue to this
website (not
recommended) if
the security
certificate warning

displays.

Login to the GUI
using the default

Session was logged out at 3:26:39 pm.

Username: guiadmin
Password: sesesee
[7]  change password

Welcome to the Oracle System Login.

user and
password.
25. [ ] | UDRVIP: Normal or Low Capacity Configuration:

Resta rting the - f‘lga':;ﬁ:i‘ratlon Main Menu: Status & Manage -> Server

UDR Server 4 ) Confuraion e i 5 0323
31 (] Alarms & Evenls

Application + jﬁerurﬂv\on Server Hostname  Network Element Appl State Alm o8B Reporting Status Proc
= —Vi‘?::in"":’:fim “OCUDR A " Ste1_NE_NO N R Nom Man

Navigate to Main D Se'mg, OCUDR-B Site1_NE_NO DESEEEN NER o Norm Man

Menu = Status &

Manage - Server Single Server Configuration:

=) & Main Venu Main Menu: Status & Manage -> Server
[ [ Administration Fri Apr 06 03
[#] (1 Configuration - -
[+] 1 Alarms & Events
f dz:ﬁ:z‘;:ﬁnage :i';'::;ma Network Element Appl State  Alm DB :;’:::'"5 Proc
] Network Element: OCUDR-A Site1_NE_NO JGiszsieall EEI vom Norm Man
 Server
26. [ ] | UDRVIP: Normal or Low Capacity Configuration:
1.The Aand B N
Server Hostname Network Element Appl State Alm DB S:a':zs ing Proc
servers are
. . OCUDR-A Site1_NE_NO [bisabieayl NER N N [
listed in the e o o =
K OCUDR-B Site1_NE_NO Disabieal ERE Horm Norm Man
right panel.
NOTE: For Single Server Configuration:
single server ;
g ’ Server Hostname Network Element Appl State Alm DB ;E;:::mg Proc
only the A
OCUDR-A Site1_NE_NO biszbicdl ERI norm Norm Man

server islisted.

2.Verify that the
DB status shows
Norm and the
Proc status
shows Man for
one or both
servers before
proceeding to
the next Step.
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Step Procedure Result
: ormal Configuration:
27. UDR VIP Normal Configurat
1.Using the ‘ .
g | Server Hostname Network Element Appl State  Alm DB E;[:ﬂ:mg Proc

mouse, select = . [ [ [ L L
UDR Server A LOCUDR-A i Site1_NE_NO :  Disabled : . Er  Norm i Norm ! Man
The line entry is OCUDRB  StelNENO | [Disabledl [WERNN Nom | Nom [ Man
highlighted in Single Server Configuration:
sky blue. : -

2_ Clle Resta rt Server Hostname Network Element Appl State  Alm DB g:;::mu Proc
(located at the ::&5[;5&:[\ """""""""" seiNENO | UDisabléd | [UEWNN Nom  Nom | Man |

bottom of the

page).
3.Click OK.

A confirmation
message (in the
banner area) for

UDR Server A

displays stating: Are you sure you wish to restart application software
Successfully an the following server(s)?

restarted OCUDR-A

application.

NOTE: Use the
vertical scroll-bar
to see the Restart

[Stnp” Restart ][ Reboot ]

Ok | | Cancel

button. Main Menu: Status & Manage -> Server
Fri Apr 06 03:38:51 2018 EDT
o~
Info Reporti
Server Hos' Appl State Alm DB S;‘:Ss ing Proc
o ‘ +« OCUDR-A: Successfully restarted application.
OCUDR-A Enabled PER Norm Norm Norm
OCUDR-B Site1_NE_NO [Disasiedl ERIN Nom Norm Man
28. [] | UDRVIP: , _
. Server Hostname Network Element Appl State Alm DB I;:;:;tmg Proc
Verify that the R d
OCUDR-A Site1_NE_NO Enabled PER  Norm Norm Norm
Appl State shows
OCUDR-B Site1_NE_NO [DisaBledl PNER Norm Norm Man

Enabled and that
the DB, Reporting
Status and Proc
status columns all
show Norm for
UDR Server A
before proceeding
to the next Step.

NOTE: If you want to refresh the Server status screen before the default setting
(15 to 30 seconds), this can be done by reselecting the Status & Manage >
Server option from the Main menu.

29. [] UDR VIP: NOTE: Do not perform this step for single server installations.
Restart UDR Repeat steps 27 and 28 to restart UDR Server B.
Server B.
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Step Procedure

Result

UDR VIP:
Verifying the UDR

30. [

Navigate to Main Menu = Alarms & Events = View Active

=] = Main Menu . . . .
server alarm =" i ! Main Menu: Alarms & Events -> View Active
[+] [_1 Administration
status +] (1 Configuration +|  Tasks - -
[=] ‘2 Alarms & Events
) View Active
] View History
j View Trap Log
& ] Security Log
+] (] Status & Manage
+ [ Measurements
31. [] | UDRVIP: _
X IE[;rent Timestamp SRiE froduc :roces NE Server Type Instance
Verify that the Seq# g
Alarm Text Additional Info
Event IDs are the
2015-09-21 UDR-RS-
only alarms " G o e CAF  udbe NO_UDR_NE  no-b CAF  goaop
present on the Communication AgentRouted o 1w eonyrn v [26801:ComAgentStack C:2826]
Senice Unavailable
system.
2015-09-21 UDR-RS-
200 19820 1514:54 205 EDT CAF udrbe  NO_UDR_MNE no-a CAF Sh-App
communication AgentRouted o \\eopyRN A [16353:ComAgentStack C:2826]
Semice Unavailable
2015-09-21 Provisi
- 13001 15-14:48 842 EDT oning udrprov NO_UDR_MNE no-a PROV REST
No Remote RAS Client GMN_MNOTENABARM Mo remote provisioning RAS clients are connected. * [16365...
Connections More...
2015-09-21 Provisi
. 13027 1514:47 841 EDT e udrprov. NO_UDR_ME no-a PROV  SOAP
Mo Remote XSAS Client GMN_MOTEMNABAWRM Mo remote provisioning XSAS clients are connected. “* [1636..
Connections More...
Event ID Timestamp Severity Product Process NE Server Type Instance
1 Seq #
J Alarm Text Additional Info
7777777 2018-04-06 . UDR-RS-
19820 03:22:08.092 EDT MAJOR CAF udrbe Site1_NE_NO OCUDR-B CAF Sh-App
45
Communication Agent Routed GN_INFO/WRN *% [31511:ComAgentStack.C:3025]
Service Unavailable
2018-04-06 Provisionin
13075 TR EET CRITICAL udrprov Site1_NE_NO OCUDR-A PROV
79
- ’ GN_NOTENAB/WRN SOAP and REST interfaces are disabled ~* [945:ProvControlle...
Provisioning Interfaces Disabled More
2018-04-06 . UDR-RS-
19820 03:20:13.117 EDT MAJOR CAF udrbe SiteI_NE_NO OCUDR-A  CAF Sh-App
69
Communication Agent Routed GN_INFO/WRN A [577:ComAgentStack.C:3025]
Service Unavailable

Verify that only the following Event IDs are the only alarms present:

13075 Provisioning Interfaces Disabled
19820 Communicaton Agent Routed Service Unavailable

NOTE: It may take a few minutes for residual process alarms to clear.
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Step Procedure Result
UDR VIP: Navigate to Main Menu => Administration <> Remote Servers = SNMP Trappin
32.
Configuring SNMP 1 L8 Main Menu Main Menu: Administration -> Remote Servers -> SNMP
f f 3 Administration
rTr rom =
° . _aps ° %] General Options
Individual Servers [+] [ Access Control
[ (3 sonware Management SNMP Trap Configuration Insert for NO_SG
[=] 3 Remote Servers
[] LDAP Authentication
[ sNmP Trapping o Global
[ pata Export Configuration Mode * per-site
j DNS Configuration
+] (] configuration
[+ (] Alarms & Events
[+ (] Security Log
[+] (] Status & Manage
[+ ] Measurements Manager 1 10.250.54.12
[+ (] Communication Agent
33. [] | UDRVIP:
Enable or disable SNMP traps from individual servers. If enabled, the traps are
1_ Select Traps Traps from Individuel & % Enabled sent from individual servers. If disabled, system-wide traps are sent from the
i A Semyers active Network OAM&P server while site-specific traps are sent from active Site
from |ndividua| OAM servers. [Default: N/A ]
Servers.
2.Click OK located Authentication password (SNMPY3 only). If SNMPY3 is enabled. a password
SNMPv3 Password ssessssses must be specified. The length of the password should be batween & and &4
at thebOttOm in characters. The password accepts any characters. [ Default: NA, ]
the center of ] —
the screen.
3.Verify that a i
banner message 1| __
stating Data 0 » Data committed) ‘
committed is |
received.
34. [ ] | UDRVIP:
Click Logout on Help | Logged in Account guiadmin E| | Log Out
the server GUL.
Thu Mar 29 06:02:07 2018 EDT

THIS PROCEDURE HAS BEEN COMPLETED

6.20AM Pairing for DR Sites

During the OAM Pairing procedure, various errors may be seen at different stages of the procedure. While
performing a step, ignore errors related to values other than the ones referenced by that step.

The steps in this procedure are for all the DR UDR servers.
This procedure creates an active, standby pair for the DR UDR Servers.

Requirements:

e Chapter 5 Oracle Communications User Data Repository Server Configuration has been completed
e Section 6.1 OAM Pairing for Primary UDR Servers (1°* NOAMP site only) has been completed
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Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 10: OAM Pairing for DR Sites

Step

Procedure

Result

1. []

Active UDR VIP:

Launch an approved
web browser and

connect to the UDR
Server A IP address

NOTE: Click Continue
to this website (not
recommended) if the
security certificate
warning displays.

Login to the GUI
using the default user
and password.

ORACLE

Oracle System Login
Wed Sep 23 15:26:39 2015 EDT

Login
Enter your username and password to log in

Session was logged out at 3:26:39 pm.

Username: guiadmin

Password: ssssese
7] Change password

‘Welcome to the Oracle System Login.

Active UDR VIP:

For primary UDR
standby server only:

Change the HA role
to forced standby for
the server.

1. Navigate to Main
Menu - Status &
Manage 2 HA

2.Click Edit on
bottom left

3.Find the row for
the primary UDR
standby server and
change Max
Allowed HA Role to
Standby.

NOTE: Do not perform this step for single server installations.

Main Menu: Status & Manage -> HA
Fri Apr 06 04:22:59 2018 EDT

Filter~ ~

Hostname QELILES ARplIcatenigiax Qiched Mate Hostname List Network Element Server Role Active VIPs

Role HA Role HA Role

OCUDR-A Active N/A Active OCUDR-B Site1_NE_NO Network OAM&P  10.10.1.121
OCUDR-B Standby N/A Active OCUDR-A Site1_NE_NO Network OAMEP

DR-OCUDR-A Unavailable Unavailable Site2_NE_DR_NO Network OAM&P

DR-OCUDR-B Unavailable Unavailable Site2_NE_DR_NO Network OAM&P

Main Menu: Status & Manage -> HA [Edit]

Modifying HA attributes

Hostname Max Allowed HA Role Description

OCUDR-A  Active E| The maximum desired HA Role for OCUDR-A

OCUDR-B  Standby E| The maximum desired HA Role for OCUDR-B

Ok Cancel
3. I:| Active UDR VIP: = & Man Venu Main Menu: Configuration -> Server Groups
; . il oo 08 42601 201 €5
= 3 Configution —
Navigate to Main = & Havoring
Menu 9 —} ::ﬁ:‘ ServerGroupNome  Level Parent  Function conme ™" Servers
. . J Routes [ _ — _ .
Configuration = f— o Eent S _NE_JNO —NE FA Praf EFALILT
& 1] ;1:;5 - NO_SG A NONE  UDRNO &8 0::::;\ Node HA Pref = ::Pw!m
Server Groups 3 s ocunRe 10101121
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4. []

Active UDR VIP:

Click Insert located at
the bottom left
corner of the page.

Main Menu: Configuration -> Server Groups & Help

Fri Sep 11 16:46:41 2015 EDT
Filter -

NOTE: Use the Server Group Name Level Parent Function 3:::':“:" Servers
vertical scroll-bar to
see the Insert button. cl T ’
Edit Delete Pause updates
5' D ACtive UDR VIP: Field Value Description

Configuring the DR
UDR Server Group

The Server Groups
[Insert] page opens.

Unique identifier used to label a Server Group. [Default = na. Range = A 1-32-character string. Valid characters are

Server Group Name *
alphanumeric and underscore. Must contain at least one alpha and must not start with a digit ] [A value is required |

Select one of the Leveis supported by the system. [Level A groups contain NOAMP and Query servers. Level B groups are

Level” - Select Level - |~
optional and contain SOAM servers. Level C groups contain MP servers ] [A value is required |

Parent* - Select Parent - |+ Select an existing Server Group or NONE [A value is required |

Function * - Select Function - »| Select one of the Functions supported by the system [A value is required |
WAN Repiication Connection Count!| 1 Specify the number of TCP connections that wil be used by replication over any WAN connection associated with this Server
¥ Group. [Default = 1. Range = An integer between 1 and 8]
Ok  Apply  Cancel
6. [] | Active UDRVIP:
Field Value Description
Enter the Server Us dentifl d 10 label a Se G Detault R A1.32ch il il Valid ch il
e ident sed 1o label a Server Grol ault = va, Range = A 1-32-charac falid characters a
Server Group Name peToleg aermanc e airscor Wit cota st ane s nd st ot ks i A vl e
L
Group Name. 2 p o a
7. [] | Active UDR VIP:
Select one of the Levels supported by the system. [Level A groups contain
Assign the grou p Level ~ - Select Level - B NOAMP and Query servers. Level B groups are optional and contain SOAM
- Select Level - servers. Level C groups contain MP servers ] [A value is required ]
Level.
B
Parent c Select an existing Server Group or NONE [A value is required ]

Use this setting for group level:

e For DR UDR server group: select A on the Level menu.

Active UDR VIP:
Assign the Parent.

Parent * NONE Select an existing Server Group or NONE [A value is required.]
- Select Parent-
Function * - Select Function - B Select one of the Functions supported by the system [A value is required.]

e Use this setting for parent:
For DR UDR server group: select NONE on the Parent menu.

Active UDR VIP:

Assign the Function.

Function * UDR-NO B Select one of the Functions supported by the system [A value is required.]

e Use this setting for function:
For DR UDR server group: select UDR-NO on the Function menu.
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Step Procedure Result

10. [] | Active UDR VIP:
— . Specify the number of TCP connections that will be used by
FOI‘ DR UDR Only.' WAN Replication Connection Count | 8 Group. [Default = 1. Range = An integer between 1 and 8]

Enter 8 for the WAN
Replication
Connection Count.

11. [] | Active UDR VIP:
Click Info to see a Main Menu: Configuration -> Server Groups [Insert]
banner with a
message stating that Info ~
Pre-Validation
Info
passed.
Click Apply o * Pre-Validation passed - Data NOT committed ...

&I Applyl Cancell

12. [ ] | Active UDR VIP:

You see a banner
with a message _m
stating Data
committed. Info

Main Menu: Configuration -> Server Groups [Insert]

o » Data committed!

Value Description
13 |:| Active UDR VIP: - - -
’ Main Menu: Configuration -> Server Groups
Navigate to Main .
Menu > I ,
Configuration > Seercrowtane - Lo Pt Fucton | Gy s
Server Grou s DR_NO_SG A NONE UDR-NO 8
p Network Element: Sitel_NE_NO NE HA Pref: DEFAULT
Server Node HA Pref VIPs
NOTE: Server group WL A NONE UDR-NO 8 OCUDR-A 10.10.1.121
entry is listed on the OCUDRB 101011
Server Groups
configuration screen.
14. [] | Active UDRVIP: | _
Server Group Name 4 Level Parent Function g:::fcﬂon Servers
1.Select the Server o N —— e 1
| DR_NOC_SG . NONE ‘ UDR-NO ‘ 8 '

Group entry I

Network Element: Site1_NE_NO NE HA Pref: DEFAULT

appll_ed In Step_ 7. NO_SG A NONE UDRNO 8 of:irgenr,;\ Node HA'Rref " 1"[::5121
The line entry is OCUDRB 10.40.1.121
highlighted in sky

blue. o0

2.Click Edit (located
at the bottom left
corner of the
page).

NOTE: Use the

vertical scroll-bar to

see the Edit button.

I Insert H Edit H Delete H F{epurt]
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Step

Procedure

15. []

Active UDR VIP:

Select the A server
and the B server from
the list of servers.

Result
Normal or Low Capacity Configuration:
Site2 NE_DR_NO [ Prefer Network Element as spare
Server 5G Inclusion Preferred HA Role
DR-OCUDR-A Include in SG Prefer server as spare
DR-OCUDR-B Include in 5G Prefer server as spare

16. []

Active UDR VIP:
For DR UDR servers
only

Select the preferred
spare options.

Site2_NE_DR_NO [ Prefer Network Element as spare

Server 5G Inclusion Preferred HA Role
DR-OCUDR-A Include in SG Prefer server as spare
DR-OCUDR-B Include in SG Prefer server as spare

NOTE: DR UDR is not accessible via their VIP unless they become the active UDR.
Individual servers in the DR UDR server group are always accessible by their XMl
addresses.

Active UDR VIP:

Click Info to see a
banner message
stating Pre-Validation
passed.

Click Apply.

Main Menu: Configuration -> Server Groups [Edit]

Info ~

Info

O

Server Group Name *

' SG
+ Pre-Validation passed - Data NOT committed

Unique identifier
least one alpha

DR_NO_5G

18. []

Active UDR VIP:

Click Info to see a
banner message
stating Data
committed.

Main Menu: Configuration -> Server Groups [Edit]

Info

O

Server Group Name *

rver group : DR_NO_SG

* Data committed!

Value Description

Unigue identifier

DR_NO_5G
least one alpha
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Click Info to see a
banner message
stating Data
committed.

Step Procedure Result
19. [] | Active UDR VIP:
Click Add for the VIP
Address. VIP Assignment
VIP Address
Add
20. [] | Active UDR VIP:
Enter the VIP Address VIP Add
ress
Add
10.10.1.28 Remove
21. [] | Active UDR VIP: : : n :
. Main Menu: Configuration -> Server Groups [Edit]
Click Info to see a
banner message
stating Pre-Validation
passed.
SG
Click Apply.
Ik APPYY = Pre-Validation passed - Data NOT committed _..
Description
Server Group Name * DR_NO_5G ir;ftujnlz:;::r
VIP Address
Add
10.10.1.28 Remove
ok Apply Cancel
22. [] | Active UDR VIP:

Main Menu: Configuration -> Server Groups [Edit]

Info*

Info

O

rver group : DR_NO_SG

+ Data committed!

Value Description
Unigque identifiel
Server Group Name * DR_NO_SG d
least one alpha
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23. |:| IMPORTANT:Wait at | Now that the servers are paired in a Server Group, they must establish a
least 5 minutes master/slave relationship for High Availability (HA). It may take several minutes

before proceeding on
to the next Step.

for this process to be completed.

NOTE: Single Server Configurations do not establish master/slave relationship for
High Availability (HA).

Allow a minimum of 5 minutes before continuing to the next Step.

24. []

Active UDR VIP:

Navigate to Main
Menu - Status &
Manage 2 HA

Main Menu: Status & Manage -> HA
OAMHA  Application M2X Mate Hostname
Hostname e Allowed Network Element ~ Server Role Active VIPs
Role HA Role List
HA Role
OCUDR-A Active N/A Active OCUDR-B Site1_NE_NO Network OAM&P  10.10.1.121
OCUDR-B Standby ~ N/A Standby ~ OCUDRA Site1_NE_NO Network OAMSP
DR-OCUDRA  Spare N/A Active DR-OCUDRB Site2 NE_DR_NO  Network OAM&P  10.10128
DR-OCUDRB  Spare N/A Standby ~ DR-OCUDR-A Site2_NE_DR_NO  Network OAMSP

25, []

Active UDR VIP:

NOTE: DR UDR
servers have an OAM
MAX HA Role of
Spare and no active
VIPs

Normal or Low Capacity Configuration:

Main Menu: Status & Manage -> HA
OAMHA  Application MX Mate Hostname
Hostname PP Allowed N Network Element  Server Role Active VIPs
Role HA Role List
HA Role
OCUDR-A Active N/A Active OCUDR-B Site1_NE_NO Network OAM&P ~ 10.10.1.121
OCUDR-B Standby ~ N/A Standby ~ OCUDR-A Site1_NE_NO Network OAM&P
DR-OCUDR-A  Spare N/A Active DR-OCUDR-B Site2_NE_DR_NO  Network OAM&P  10.10.1.28
DR-OCUDR-B  Spare N/A Standby ~ DR-OCUDR-A Site2_NE_DR_NO  Network OAM&P

26. []

Active UDR VIP:

Restarting the OAM
Server Application

Navigate to Main
Menu - Status &
Manage > Server

Main Menu: Status & Manage -> Server
Filter ~
Server Hostname Network Element  Appl State Alm DB Reporting Status Proc
DR-OCUDR-A Site2_ NE_DR_NO  [iDisabiedlll [NERIN Norm Norm Man
DR-OCUDR-B Site2 NE_DR_NO  [JiDisabledlll [NER Norm Norm Man
OCUDR-A Site1_NE_NO Enabled PER Norm Norm Norm
OCUDR-B Site1_NE_NO Enabled PER Norm Man Norm

27. []

Active UDR VIP:

1.The A and B servers
are listed in the
right panel. (Only A
for single server
installs)

2.Verify that the DB
status shows Norm
and the Proc status
shows Man for
both servers before
proceeding to the
next Step. (Only A
server for single
server
configuration)

Normal or Low Capacity Configuration:

Server Hostname Network Element  Appl State Alm DB Reporting Status Proc
DR-OCUDR-A Site2 NE_DR_NO  [iDisablealll INERIN Norm Norm Man
DR-OCUDR-B Site2 NE_DR_NO  [JDisabledll [NERIN Norm Norm Man

Single Server Configuration:
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28. ]

Active UDR VIP:

3.UsinXSg the
mouse, select
Server A. The line
entry is highlighted
in sky blue.

4.Click Restart
(located at the
bottom of the
page).

5.Click OK.

A confirmation
message (in the
banner area) for
Server A stating:
Successfully restarted
application.

NOTE: Use the
vertical scroll-bar to
see the Restart
button.

Normal or Low Capacity Configuration:

Server Hostname Network Element

Appl State Alm DB

=
} DR-OCUDR-A
L

DR-OCUDR-B
OCUDR-A Site1_NE_NO Enabled PER  Norm Norm Norm
OCUDR-B Site1_NE_NO Enabled IERIN  Norm Man Norm
& Help
j Legal Notices Stop Restart Reboot NTP Sync Report
(@ Logout

Are you sure you wish to restart application software
an the following server(s)?
DR-OCUDR-A

OK ] ’ Cancel

Info =~

Info

* DR-OCUDR-A: Successfully restarted application.

29. []

Active UDR VIP:

Main Menu: Status & Manage -> Server

Fri Apr 06 04:58:03 2018 EDT
Navigate to Main [Fiter' ~][ info~_~
Menu 9 Status & Server Hostname Network Element Appl State Alm DB ':;‘:::i““ Proc
Manage - Server DR-OCUDR-A Sita2_NE_DR_NO Enabled EE Nom Norm Norm
DR-OCUDR B Site2_ NE_DR_NO Enabled EREE Mo Nom Norm
OCUDR-A Site1_NE_NO Enabled [ Norm Norm
OCUDR-B Sile1_NE_NO Enabled EE vom Man Norm
30. I:‘ Active UDR VIP: Main Menu: Status & Manage -> Server
Fri Apr 06 04:58:03 2018 EDT
Verify that the Appl [Fiter <] nto" ]
State Sh ows Ena b | ed Server Hostname Network Element Appl State Alm DB ';m;""“ Proc
and that the Al m, DB, DR-OCUDR-A Site2_ NE_DR_NO Enabled PEE Nom Norm Norm
. DR-OCUDR-B Site2_NE_DR_NO Enabled IER Norm Norm Norm
Re pO rti ng Status an d OCUDR-A Sitel_NE_NO Enabled IER Norm Norm Norm
Proc columns all OCUDRB Site1_NE_NO Enabled IER o Man | Norm

show Norm for OAM
Server A before
proceeding to the
next Step.

NOTE: To refresh the server status screen before the default setting (15 to 30
seconds). Select the Status & Manage = Server option from the Main menu on
the left.

31. []

Active UDR VIP:

Navigate to Main
Menu - Status &
Manage - Server

Main Menu: Status & Manage -> Server
Fri Apr 06 04:58:03 2018 EDT

Filter ~|[ info~ ~

Server Hostname Network Element Appl State Alm ) z;'::':"“ Proc
DR-OCUDR-A Site2_NE_DR_NO Enabled INER Horm Norm Norm
DR-OCUDR-B Site2_NE_DR_NO Enabled EE  Norm Norm Norm
OCUDR-A Site1_NE_NO Enabled EE  Norm Norm Norm
OCUDR-B Site1_NE_NO Enabled IER orm Man Norm
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Perform steps 32 to 35 for multiple server configurations only (not single server).

32. []

Active UDR VIP:

1. Using the mouse,
select Server B. The
line entry is
highlighted in sky
blue.

2.Click Restart
(located at the
bottom of the
page).

3.Click OK.

A confirmation
message displays in
the banner area for
server B stating:
Successfully
restarted
application.

NOTE: Use the
vertical scroll-bar to
see the Restart

Server Hostname Network Element Appl State Alm DB I;e::::ing Proc
DR-OCUDR-A Site2_ NE_DR_NO Enabled ER  Norm Norm Norm
[oRocuRs ~ Usi2NEDRNO Enabled | MER Nom Nom Nom
OCUDR-A Site1_NE_NO Enabled IER  Nom Norm Norm
OCUDR-B Site1_NE_NO Enabled IER  Nom Man Norm

&) Help
j Legal Notices Stop Restart Reboot NTP Sync Report
(@ Logout

Are you sure you wish to restart application software

an the following server(s)?

DR-OCUDR-B
OK l [ Cancel
Info

« DR-OCUDR-B: Successiully restarted application.

button.
Active UDR VIP: -
33. D Main Menu: Status & Manage -> Server
Navigate to Main
8

Menu - Status &

Manage - Server Server Hostname  Network Element  Appl State Alm DB z;‘:z;ﬁng Proc
DR-OCUDR-A Site2_NE_DR_NO  Enabled PER Norm Norm Norm
DR-OCUDR-B Site2_NE_DR_NO  Enabled IER Norm Norm Norm
OCUDR-A Site1_ NE_NO Enabled IER Norm Norm Norm
OCUDR-B Site1_NE_NO Enabled IERE Norm Man Norm

Active UDR VIP: -

34. D Main Menu: Status & Manage -> Server
Verify that the Appl
y PP

State shows Enabled

and that the Alm, DB, Server Hostname  Network Element  Appl State Alm DB l;:::':j"g Proc

Reporting Status and DR-OCUDR-A Site2_ NE_DR_NO  Enabled IER Nom Norm Norm

Proc columns all DR-OCUDR-B Site2_NE_DR_NO  Enabled IER Norm Norm Norm

show Norm for OCUDR-A Site1_NE_NO Enabled IER  Norm Norm Norm

Server B before OCUDR-B Site1_NE_NO Enabled PER  Norm Man Norm

proceeding to the
next Step.

NOTE: If you want to refresh the server status screen before the default setting
(15 to 30 seconds). Select the Status & Manage = Server option from the Main
menu on the left.

Repeat all steps for each DR UDR site being installed.
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Step Procedure Result

Active UDR VIP: - -
35. [ Modifying HA attributes
For primary UDR

standby server only:
Hostname Max Allowed HA Role Description
Move the server back

to Activ
0 Active OCUDR-A Active ]

The maximum desired HA Role for OCUDR-A
Navigate to Main
Menu > Status &

Manage > HA[Edit] OCUDR-B Active The maximum desired HA Role for OCUDR-B

]

Find the row for the
primary UDR standby
server and change DR-OCUDR-A  Active
Max Allowed HA Role
back to Active.

The maximum desired HA Role for DR-OCUDR-A

(|

DR-OCUDR-B  Active The maximum desired HA Role for DR-OCUDR-B

]

Ok Cancel

36. [ ] | Active UDR VIP:

Click Logout on the Help | Logged in Account guiadmin E| | Log Out
server GUI.

Thu Mar 29 06:02:07 2018 EDT

THIS PROCEDURE HAS BEEN COMPLETED
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Chapter 7. Application Configuration

7.1Configure UDR Signaling Routes (All NOAM Sites)

This procedure configures the XSI signaling route for the UDR and DR UDR Server Groups.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 11: Configure UDR Signaling Routes

Step Procedure Result

1. Active UDR VIP:Launch -
H an approved web ORACLE

browser and connect to
the UDR Server A IP Oracle System Login
address

Wed Sep 23 15:26:39 2015 EDT

NOTE: Click Continue Log In

to this website (not Enter your username and password to log in
recommended) if the
security certificate
warning displays. Username: guiadmin
Password. eeseses

Session was logged out at 3:26:39 pm.

Login to the GUI using
the default user and

Laglin
password.

Change password

Welcome to the Oracle System Login

2. [ Active UDRVIP

=] &), Main M. - - : . N
L“-‘Wt : Main Menu: Configuration -> Networking -> Devices
. . 2] ministration Fri Apr 06
Navigate to Main =1y Configuration
H H =] ¢y Networkin
Menu - Configuration T et
H OCUDR-A OCUDR-B DR-OCUDR-A DR-OGUDR-B
- Networking 2> [ Devices
i 0 Routes Deviee  Deviee  poyice Opti IP Interface (Network) Configuration Status  Is Locked?
Devices () senvices Name Type evice Options nterface (Networl onfiguration Status  Is Locked?
(B Servers MTU = 1500
j Server Groups efh2 Ethernet bootProto = none  fe80::816:3eff-feb4:bd0a (/64)  Discovered Locked
[ Resource Domains onboot = yes
[ Places MTU = 1500 10.10.1.57 (xmi)
j Place Associations eth0 Ethernet bootProto = none  10.10.1.121 (/24) Deployed Locked
& CJ pscp onboot = yes fe80: 816 3eff febb-3dac (/64)
+
[+] (] Alarms & Events MTU = 1500 10.10.2.156 (imi)
1 [ Security Log * eth1 Ethernet g:gi};oioy;none Fe80: 7016:3ff fe56:0170 (/64) Deployed Locked
[+] (] Status & Manage

Mark the check box as addition is completed for each server.

[ JUDR-A (XSI-1) [ ] UDR-B (XSI-1)

DSR Release 8.5.0.2.0 62 UDR Release 12.6.2



Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step

Procedure

Result

3. U

Active UDR VIP:

Select the xsi device for
the UDR

Select the UDR tab.

Select the XSI-1 device (recorded in B.3 Step 3 or C.7 Step 5).

OCUDR-A OCUDR-B DR-OCUDR-A DR-OCUDR-B
| D Doges Device Options IP Interface (Network) Configuration Status  Is Locked?
: Name Type
T B Tttt AT TTTTTTTTTTTToTTToToTooooos | B 17Tt l
i 1 V MTU = 1500 i H 1 H
1 eth2 | Ethernet i bootProfo = none | 280::f816:3efffeb4:bd0a (/64) : Discovered i Locked
| i 1 onboot = yes i i
| Y [ —— L S (R P ———
MTU = 1500 10.10.1.57 (xmi)
eth0 Ethernet bootProfo = none 10.10.1.121 (/24) Deployed Locked
onboot = yes fe80::1816:3eff-febb:3dac (/64)
MTU = 1500
~ 10.10.2.156 (imi)
eth1 Ethernet bootProfo = none {080, 1816-36ff fo56-c110 (/64) Deployed Locked
onboot = yas

Mark the check box as addition is completed for each server.

[ JUDR-A (XSI-1) [ ] UDR-B (XSI-1)

Active UDR VIP

the UDR

Edit the xsi device for

Click Take Ownership.

| Take Ownership |

Mark the check box as addition is completed for each server.

[ JUDR-A (XSI-1) [ ] UDR-B (XSI-1)

Active UDR VIP

1.Add the xsi device for
the UDR

2.For Start On Boot,
select Enable

3.Click OK to apply
changes.

=

Active UDR VIP:

Repeat as required.

Repeat Steps 3 throuhg 5 for each UDR and its Signaling networks.
NOTE: Steps 7 throiugh 9 are only needed for geo-redundant systems.

Active UDR VIP:

Navigate to Main
Menu - Configuration

= i"" Main Menu
[+ (] Administration
=] ‘_y Configuration

Main Menu: Configuration -> Networking -> Routes

. =] ‘3 Networking
- Networking > ) Networks
Routes j Devices Entire Network DR_NO_SG  NO_SG
3 Routes OCUDR-A OCUDRB DR-OCUDR-A DR-OCUDRB
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Step Procedure

Result

8. [_] Active UDRVIP:

Insert a route for the
UDR or DR UDR Server
group.

1.Select the Server Group tab on the top line.
2.Click Entire Server Group on the line below Server Group line.

Main Menu: Configuration -> Networking -> Routes

Fri Apr 06 05:14:47 2018 EDT|

Entire Network  DR_NO_SG = NO_SG

Entire Server Group OCUDR-A  OCUDR-B

. Configuration
D 2
Route Type y Scope Status Status Is Locked?

3.Click Insert

Insert |

9. [_] Active UDRVIP:
Add signaling route

Main Menu: Configuration -> Networking -> Routes [Insert]
Fri Mar 30 06:06:44 2018

Insert Route on NO_SG

Field Value Description

o Net Select a route type. [Default = N/A. Options = Net, Default, Host. You can configure
Route Type * © Default at most one IPV4 default route and one IPVE default route on a given target

“ Host machine ] [A value is required_]

Select the network device name through which traffic is being routed. The selction of
Device * - Select Device - B AUTO will result in the device being selected automatically, if possible. [Default = N/A.
Range = Provisioned devices on the selected server. [A value is required.]

The destination network address. [Default = N/A. Range = Valid Network Address of

Destination the network in dotted decimal (IPv4) or colon hex (IPvB) format ]

A valid netmask for the network route destination IP address. [Default = N/A. Range
Netmask = Valid Netmask for the network in prefix length (IPv4 or IPv6) or dotted decimal

(IPv4) format |

The IP address of the gateway for this route. [Default = N/A. Range = Valid IP
Gateway IP* address of the gateway in dotted decimal (IPv4) or colon hex (IPvE) format ] [A value

is required.]

OK  Apply Cancel

1.Set Route Type to Net

2.Set Device to XSI-1 device (recorded in B.3 Step 3 or C.7 Step 5).

3.Enter Destination: This is the network address of the remote MP server group
that connects to Oracle Communications User Data Repository UDR for
ComAgent service.

4.Enter Netmask for the remote network.

5.Enter Gateway IP: This is the signaling network gateway for Oracle
Communications User Data Repository.

6.Click Apply.
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Step Procedure Result
10. [_]| NOTES:
Destination would be DR Site XSI1 Address if configuring Primary Site and vice-versa.
Netmask would be DR Site XSI1 Address if configuring Primary Site and vice-versa.
Gateway IP would be Primary Site XSI1 Gateway if configuring Primary Site and vice-versa.
11. [_]| Active UDR VIP:
Click Logout on the Help | Logged in Account guiadmin E| | Log Out
server GUI.

Thu Mar 29 06:02:07 2018 EDT

THIS PROCEDURE HAS BEEN COMPLETED

7.2Configure Services on Signaling Network

This procedure configures ComAgent communication between NOAMP and MP to use Signaling Network.
This procedure also configures dual path HA heartbeat to use the XSI network.

Requirements:

Section 7.1 Configure UDR Signaling Routes (All NOAM Sites) has been completed

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 12: Configure Services on Signaling Network

Step

Procedure

Result

1. []

Active UDR VIP:

Launch an approved
web browser and
connect to the UDR
Server A IP address

NOTE: Click Continue
to this website (not
recommended) if the
security certificate
warning displays.

Login to the GUI using
the default user and
password.

ORACLE

Oracle System Login

Wed Sep 23 15:26:39 2015 EDT

Enter your username and password to log in

Session was logged out at 3:26:39 pm.

LogIn

Username: guiadmin
Password: ssesees

Change password

Logln

‘Welcome to the Oracle System Login.
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Step Procedure

Result

2. []| Active UDR VIP:
Navigate to Main
Menu >
Configuration >
Services

= & main Menu

] ] Administration
=] ‘Za Configuration
[7] 3 Networking
j Networks
] Devices
j Routes
) services
j Servers

) server Groups
j Resource Domains

) Places

] Place Associations

[+] (] DscP
] ] Alarms & Events
4] ] Security Log

Main Menu: Configuration -> Networking -> Services

Name

OAM

Replication
Signaling
HA_Secondary
HA_MP_Secondary
Replication MP

ComAgent

Intra-NE Network
imi

imi

Unspecified

imi

imi

imi

imi

Inter-NE Network
xmi

xmi

Unspetified

xmi

xmi

xmi

xmi
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Step

Procedure

Result

3.

[

Active UDR VIP:

1.Set two services
values:

Inter-NE
HA_Secondary
- Xsi1

Inter-NE
ComAgent >
XSi1

2.Click Apply.
3.Click OK.

Name

OAM

Replication

Signaling

HA_ Secondary

HA_MP_Secondary

Replication_MP

ComAgent

Intra-NE Network
imi E|
imi E|

Unspecified E|

imi E|

imi

imi

H
imi E|
H

Inter-NE Network
Xmi E|
¥mi E|

Unspecified E|

X511 E|

XM
Xmi

Xmi

] ] [

You must restart all Servers to apply any services changes, ComAgent

oK

l [ Cancel

UDR Servers must be restarted.
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Step Procedure Result
4. []| Active UDR VIP:
The Services Name Intra-NE Network Inter-NE Network
configuration screen
opens. CAM imi Xmi
Replication imi Xmi
Signaling Unspecified Unspecified
HA_Secondary imi XS
HA MP_Secondary imi X
Replication_MP imi Xmi
ComAgent imi Xmi
5. [ ]| Reboot all UDR Reboot all UDR servers either by

Servers

¢ On the GUI for the active UDR, go to Status & Manage = Server screen and click

Reboot.
Main Menu: Status & Manage -> Server
Filter™ ~
Server Hostname Network Element Appl State Alm DB E;ﬁz;‘ting Proc
'''''''''''' L [ |
| Enabled | [NEREIIN | Norm : Norm : Norm 1
I} 1 1 L 1
qr=sesesnsas J7==esesssmms joesesessas pomessssossag [posssesssses 1
i Enabled | [ER | Norm ! Norm ! Norm 1
"""""" {==5ss3ssssss|esassascosospesssssssssadpacssasasasy
! Enabled | [NERIN | Norm : Norm : Norm
(i ————— [po=ssssssssssssasass fresssssssass {===sssssssas j==sssssssass pe=ssssassasy [pe=esessssss 1
i OCUDR-B | Site1_NE_NO | Enabled ) INER | Norm Man | Norm
Stop  Restart Reboot NTP Sync  Report

e On the terminal of each server with the reboot command:

$ sudo reboot

NOTE: Perform this on all UDRs.

THIS PROCEDURE HAS BEEN COMPLETED

7.3Accept Installation

This procedure accepts the installation/upgrade on any servers that have not been accepted. Depending on
the manner of installtion, there may not be any servers that require acceptance at this point in installation.

The upgrade needs either to be accepted or rejected before any subsequent upgrades are performed.

Alarm 32532 (Server Upgrade Pending Accept/Reject) displays for each server until one of these two
actions (accept or reject) is performed.
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Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure 13: Accept Installation

Step Procedure Result

1. []| Active UDR VIP:

Launch an approved OIQACL€1a

web browser and
connect to the UDR Oracle System Login
Server A IP address

Wed Sep 23 15:26:39 2015 EDT

NOTE: Click Continue Log In

to this website (not Enter your username and password to log in
recommended) if the
security certificate
warning displays. Usemame: guiadmin
Password: seseese

Session was logged out at 3:26:39 pm.

Login to the GUI using
the default user and

password. -

[71  Change password

Welcome to the Oracle System Login.

2. D ACtive UDR VIP: =] =\ Main Menu . iy .
= Main Menu: Administration -> Software Management -> Upgrade
Navigate to Main - famasaton
g %] General Options Filter ~ Tasks
Menu 9 [+] (] Access Control
. e . =] ‘3 Software Managen
Administration 2> ] Versions DRNO_SG | NO_SG
Software Management ] Upgrade Upgrade State OAM HA Role Server Role Function
[+] (] Remote Servers Hostname
9 U pgrade [ (] Configuration Server Status Appl HA Role Network Element
[+] (] Alarms & Events Backup Needed Active Network CAM&P OAM&P
N N OCUDR-A
[+ (2] Security Log NEE VA Site1_NE_NO
=] ‘3 Status & Manage
— Backup Needed Standby Network OAM&P OAM&P
° Network Elements OCUDR-B
73 Server NEF VA Site1_NE_NO
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Step

Procedure

Result

3. U

Active UDR VIP (GUI):

Accept upgrade for
selected servers.

Accept upgrade of selected servers:

1.Select the server where the upgrade has not been accepted.
2.Click Accept.

Main Menu: Administration -> Software Management -> Upg|

Filter~ ~ Tasks ~
DR_NO_SG  NO_sG
Upgrade State OAM HA Role Server Role
Hostname
Server Status Appl HA Role Network Element
| e b [ L S
+ Backup Needed : Active » Network OAM&P
+ OCUDR-A Fosssosssossasssas SEGRGECECEEECELEEE Sroosssossasscasseas
|  ER | NA ' Site1_NE_NO
Backup Needed Standby Network OAM&P
OCUDR-B
NER VA Site1_NE_NO
Backup || Upgrade Server || Accept || Report || Report All

A confirmation dialog warns that after the upgrade is accepted, the servers are
not able to revert back to their previous image states.

The page at hitps;//10.240.42.20 says:

WARNIMG: Selecting O will result in the selected server
being set to ACCEPT for its upgrade mode, Once accepted,
the server will NOT be able to revert back to its previcus
image state,

Accept the upgrade for the following server?

BL90B070109-NO-A (10.240.56.108)

0K Cancel

3.Click OK
The Upgrade Administration screen re-displays.

An Informational message indicates the servers where the upgrade was
accepted.

Active UDR VIP:

Accept upgrade of the
rest of the system

1.Accept upgrade on all remaining servers in the system:
2.Repeat all sub-steps of step 3 of this procedure on remaining servers until the
upgrade of all servers in the User Data Repository system has been accepted.

Note: As the upgrade is accepted on each server the corresponding Alarm ID
32532 (Server Upgrade Pending Accept/Reject) is removed.
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Step Procedure Result
5. [_] Active UDR VIP: Check that alarms are removed:
Verify accept 1.Navigate to Alarms & Events > View Active
Main Menu: Alarms & Events -> View Active
Filter +| Tasks v
soqtt EventID Timestamp Severity Product Process NE Server
= Alarm Text Additional Info

2. Verify that Alarm ID 32532 (Server Upgrade Pending Accept/Reject) is not
displayed under active alarms on User Data Repository system

THIS PROCEDURE HAS BEEN COMPLETED
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Configuration of UDR for EIR, FABR, MNP and SFAPP features

After finishing installation and configuration of UDR, we need to configure the UDR for below feature by
executing the loader at Active NOAMP server.

Feature

Loader Path

Enabling the
feature

EIR

Jusr/TKLC/udr/prod/maint/loaders/upgrade/enableEIRSec

Execute the
loader to enable
the EIR feature.

FABR

Jusr/TKLC/udr/prod/maint/loaders/upgrade/enableFABRSec

Execute the
loader to enable
the FABR feature.

MNP

Jusr/TKLC/udr/prod/maint/loaders/upgrade/enablevMNPSec

Execute the
loader to enable
the MNP feature.

SFAPP

Jusr/TKLC/udr/prod/maint/loaders/upgrade/enableSecurityApp

Execute the
loader to enable
the SFAPP
feature.
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Appendix A. VMWare vSphere Environment setup
A.1 HOST DATASTORE CONFIGURATION USING VSPHERE

This procedure is performed to configure a datastore on the Host so that the appropriate storage is
available for Oracle Communications User Data Repository component VMs. Steps and screenshots are
taken from vSphere Client.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.
If this procedure fails, contact My Oracle Support, and ask for assistance.

Procedurel4: Host Datastore Configuration with vSphere

Step Procedure Details

1. |:| tﬁgr:?to the Vmware T “ j
User name: |
Password: |

VMware client:

1.Select the Host on

@ 10.148.255.167 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

===

1.Select Network

the |eft tree menu g a @ Home P g3 Inventory P Bl Inventory
2.Click the & @
i i = [110.148.255.167 EsxiS5-X42-07.5-X42-07 VMware ESXi, 5.5.0, 1623387
conflguratlon tab & TestvM1 Getting Started | Summary | Virtual Machines ' Resource Allocation ' Performance [esjiiviews i Local Users & Groups (|
on right "
ardware View: | Datastores Devices
3.Click Storage Health Status Datastores
Processors Identification - | Device Drive Type Capacity Free | Type Lag
under Hardware Memory @ datastorel Local LSI Disk... Non-55D 550.25G 549.30 G WMFS5  2/3
menu + Storage @ ESXi_5.5_255.. SUNISCSIDi.. Non-SSD 11778 117 TB VMFS5 2/4
Networking
Storage Adapters
Network Adapters
Advanced Settings
Power Management
3. []| VMware client:
Click Add Storage View: |Datastores Devices
Datastores Refresh  Delete  Add Storage... Rescan All...
Identification + | Device Drive Type Capacity
i§ datastoret Local L5I Disk{n.. MNon-350 55025 GE 49
@ ESXi_5.5_255.168 SUM isCSIDisk (. MNon-59D 1.17 TB 73
4, []| VMware client:

Bl o . aamET—

Select Storage Type

Flle System Spedify if you want to format a new volume or use a shared folder over the network,
storage type
2.Click Next B mas Storage Type
MNetwork File System .
" Disk/LUN

Ready to Complete . X L
Create a datastore on a Fibre Channel, iSCSI, or local SCSI disk, or mount an existing YMFS volume.

" metwork File System
Choose this option if you want to create a Metwork File System,

Help |

< Back

| Next > I

Cancel
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Step Procedure Details
5. [] VMware client: p—

1.Enter a Server IP, Server [10.148.254.17

Folder and Examples: nas, nas.it.com, 192.168.0.1 or FEB0:0:0:0:2AA:FF:FE9A:4CA2
’
. Folder  [/data/Jenkins/jobs
Data.store Name n Example: /vols/vol0/datastore-001
the fields ™ Mannt NES read nnhe
accord i ng to the A If a datastore already exists in the datacenter for this NFS share and you intend to configure the same datastore on new
hosts, make sure that you enter the same input data (Server and Folder) that you used for the original datastore.
resource Different input data would mean different datastores even if the underlying NFS storage is the same.
availability in your
VMWa r.e host Datastore Name
. Jenkins Buid Server

environment

2.Click Next

= Back | Finish I Cancel |

VMware client:
6. I:‘ ) Add Storage =y X
1.Review the Network Fie System
The following network file system wil be added as a shared VMFS datastore
Datastore
summary e
. . _a Ready to Complete Review this summary and ciick Finish.
Z'CIICk FInISh Server: 10.148.254.17
Folder: /data/Jenkinsfjobs
Volume Label: Jenkins Buid Server
Help < Back | Finish I Cancel

THIS PROCEDURE HAS BEEN COMPLETED

A.2 HOST NETWORKING CONFIGURATION USING VSPHERE

The following procedure is performed to configure the recommended Networking on the Host so that the
appropriate vNICs are available for Oracle Communications User Data Repository component VMs. Steps
and screenshots are taken from vSphere Client.

To view the available Networks on the Host, select the Summary tab. In the example below several OAM
and Signaling Networks have been configured. Each of these is associated with vSwitch on the Host and
physical ethernet.

Oracle Communications User Data Repository VMs can be associated with up to 5 vLAN Networks. All 5
vNICs must be created and configured in order to be available for the Guest. The expected vNICs
correspond the the following dedicated interfaces of the Oracle Communications User Data Repository and
so the recommendation is the label them similarly:

o XMl
OAM Management Interface for the application
o XSI1
Signaling Interface
e XSI2
Signaling Interface
o [MI

Replication Interface
e Guest Management
Reserved for Guest management activities.

DSR Release 8.5.0.2.0 74 UDR Release 12.6.2



Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

If this procedure fails, contact My Oracle Support, and ask for assistance.

Procedurel5: Host Networking Configuration with vSphere

Step Procedure Details

7. |:| tﬁgr:?to the Vmware T “ ﬂ
User name: |
Password: |

8. [] VMware client:

1.Select the Host on
the left tree menu

2.Click
Configuration tab
on right

3.Click Networking
under Hardware
menu

510148255167 - vSphere G

File Edit View Inventory Administration Plug-ins Help

g a € Home P g Inventory P @ Inventory

& @
el 51]"-%:2&3’5451-157 ESXi55-X42-07.5-X42-07 VMware ESXi, 5.5.0, 1623387

Getting Started ' Summary = Virtual Machi Resource Allocation ' Performance [R€h fe[NE=i0eli Local Users & Groups

Hardware View: vSphere Standard Switch
Health Status Networking
Processors
Memory Standard Switch: vSwitch0 Remove... Properties...
Storage Virtual Machine Port Group- Physical Adapters

+ Networking 3 VM Netwaork e. @ vmnicd 10000 Full &2

VMkemel Port

Storage Adapters 3 Management Network @
Network Adapters

vmkO : 10.148.255.167

Advanced Settings fe80::210:e0fFfe62:7d3c

Power Management

Software Standard Switch: vSwitchl Remove... Properties...
Virtual Machine Port Group Physical Adapters
Li d Featt
ense :a ures = 0AM-2 2 & vmnicl 10000 Full &
Time Configuration VLAN ID: 420

DNS and Rotiting Virtual Machine Port Group

Authentication Services 7 OAM-1

Virtual Machine Startup/shulq B |1 virtual machine(s) | VLAN ID: 410

Virtual Machine Swapfie Locati TestvM1 [l

Security Profile Virtual Machine Port Group

Host Cache Configuration - OAM-Routable e
VLAN ID: 332

System Resource Allocation
Agent VM Settings

Advanced Settings Standard Switch: vSwitch2 Remove... Properties...
Virtual Maching Port Group—— == Physical Adapters

9. [] VMware client:

1.Select Add
Networking from
top

2.Select connection
type Virtual
Machine and click
Next

() Add Network Wizard —— 1 ‘ [~

Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type

Network Access Connection Types
Connection Settings

Summary & Virtual Machine

Add a labeled network to handle virtual machine network traffic.

© VMkernel

The UMkernel TCP/IP stack handles traffic for the folowing ESXI services: vSphere vMotion, ISCSI, NFS, and host
management.

Help = Back | Next > I ‘Cancel
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Step Procedure

Details

10. [] VMware client:

Select appropriate
vSwitch type based
on the Host
hardware and click
Next

(&) Add Network Wizard

E=Ai=l X

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

‘Connection Type Select which vSphere standard switch wil handle the network traffic for this connection. You
Network Access may also create a new vSphere standard switch using the unclaimed network adapters fsted
Connection Settnas  peigy,

Summary

@@ vmnicl 10000 Ful  None

 use vSwitch2
Intel Corporation Ethernet Controller 10 Gigabit X540-AT2
7 BB vmnic2 10000 Ful  None
' Use vSwitch3
Intel Corporation Ethernet Controller 10 Gigabit X540-AT2
I~ B vmnic3 10000 Ful  None

Preview:

1l

Virtual Machine Port Group physical Adapters
WM Network 2 . « BB vmnic2
Virtual Machine Port Group
SigB-1
VLAN ID: 414
virtual Machine Port Group
SigA-1
VLAN ID: 412

Help < Back | Next > I ‘Cancel

11. [_] VMware client:

Label the Network,
enter its VLAN ID,
click Next

(&) Add Network Wizard = | (E] ||

Virtual Machines - Connection Settings

Connection Type

Port Group Properties
Network Access

Connection Settings Network Label: |’(MI
sermery VLARN T (Optional): == El
Preview:

V;IVrNetv.‘Drk o g

Management Network [2X
wmk0 : 10,14
elff:fe62:7d60

Help < Back | Mext > I Cancel |

Use network labels to identify migration compatible connections commen to two or more hosts. I

NOTE: It is recommended that the name reflect how the Network is used or
referenced from in the Guest, ie XM, IMI, XSI1, and so on.
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Step Procedure

Details

VMware client:

12. []

Review values and
click Finish

(&} Add Network Wizard

Ready to Complete
verify that all new and modified vSphere standard switches are configured appropriately.

Connection Type
Network Access

Host networking wil incude the following new and modified standard switches:

Preview:
Connection Settings — — - "
p 2 Machine Fort Group Physical Adspters
ummary XMI [} « BB vmnico
VLAN ID
Management Network g

wmkD : 10.148.255.168

fed::210:e0ff:fe62:7d60

Help

< Back | Finish I Cancel |

Repeat this
procedure for each
network

13. ]

Repeat this procedure for each network type that is supported by this VMWare

host:

L] xwmi R []xsl-1

[] XsI-2 (optional)

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix B. VMware vSphere Oracle Communications User Data Repository

Deployment

B.1 CREATE GUESTS FROM OVA

This procedure creates Oracle Communications User Data Repository virtual machines (guests) from OVA.

Needed material:

e Oracle Communications User Data Repository OVA

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedurel6: Deploy Oracle Communications User Data Repository OVA

1.Click Browse
and select the
OVA file

2.Click Next.

(&) Deploy OVF Template

Step Procedure Result
1. []| Logintothe
VMware client IP address [ Mame: || -
User name: |
Password: |
2. []| VMware client: -
N Fil (%) 10.148.255.168 - vSphere Client
avigate to File i
g File | Edit View Inventory Administration Plug-ins Help
- Deploy OVF N ,
T lat ew tory b [F Inventory
emplate | Deploy OVF Template... |
Export 3
Report L@l E5xi55-X42-08 VMware
Browse VA Marketplace... Getting Started | Summary
Print Maps Hardware
Health Status
Processors
3. []| YVMware client:

of X

Source
Select the source location.

Source

OVF Template Details
Mame and Location
Storage

Disk Format

Ready to Complete

Deploy from a file or URL

|P:\jso\J_IDR-ID.2.D.D.D_12.IS.D.ova j Browse... |
Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help |

< Back Mext =

Cancel
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MNetwork Mapping
Ready to Complete

Step Procedure Result
VMware client:
4. I:| ) Deploy OVF Template = | B S|
Details screen
. . OVF Template Details

displays, click Verify OVF template details.

Next
OVF Template Details A
End User License Agreement FAELNEE SR
Name and Location Version: 10.2.0.0.0_12.15.0
Storage ' e
Disk Format Vendor: Orade Corporation

Download size: 932.4MB

Size on disk: 3.6 GB (thin provisioned)
58.7 GB (thick provisioned)
Description: UDR 10.2.0.0.0_12.15.0 x86_64

Help |

Cancel |

Z)

< Back Mext = |

VMware client:

Accept End
User License
Agreement by
clicking Accept
then Next

) Deploy OVF Template

oS

Source

OVF Template Details

End User License Agreems
Mame and Location

Storage

Disk Format

Metwork Mapping

Ready to Complete

End User License Agreement
Accept the end user license agreements,

WARNING — THIS VIRTUAL MACHINE IMAGE CONTAINS ORACLE PROPRIETARY SOFTWARE THAT
IS LICENSED TO THE INDIVIDUAL THAT ORIGIMALLY OBTAIMED IT FROM ORACLE. IT MAY NOT BE
TRANSFERRED OR. DISTRIBUTED TO OTHER. INDIVIDUALS, EVEM IF THOSE INDIVIDUALS ARE
EMPLOYED BY THE SAME ENTITY. IF YOU DID MOT OBTAIN THIS IMAGE FROM AN ORACLE
WEBSITE OR. FROM AN AUTHORIZED ORACLE EMPLOYEE OR CONTRACTOR, YOU MAY NOT LISE
IT; VISIT WWW.ORACLE,COM/OTN TO DOWNLOAD A COPY YOU MAY USE.

IF YOU RECEIVED THIS VIRTUAL MACHINE IMAGE DIRECTLY FROM ORACLE THEM BY CONTINUING
TO INSTALL THE VIRTUAL MACHINE IMAGE YOU AGREE TO THE LICENSE TERMS AT
htm:,.’,.’u?'u\'w.orade.com,.’hedmetworkﬂicenses,|’Iinuxavmmanager-license—lgsg?lf-‘l.himl.

4 | i 3

Accept

Help |

= Back | Mext = I

4

Cancel |

S — — — — d

VMware client:

Name the
virtual machine
and click Next

(&) Deploy OVF Template

=AREN X

Name and Location

1 Source

OVF Template Details

End User License Agreement
Name and Location
Storage

Disk Format

Network Mapping

Ready to Complete

Spedify a name and location for the deployed template

Marme:
demao_LUDR_nod|

The name can contain up to 80 characters and it must be unique within the inventory folder,

Help |

= Back Mext = Cancel
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Step

Procedure

Result

7. U

VMware client:

Select
destination
storage for the
virtual machine
from the list of
available data
stores then click
Next.

(& Deploy OVF Template

Storage

Source

Where do you want to store the virtual machine files?

Select a destination storage for the virtual machine files:

OVF Template Details
End User License Agreement
Name and Location

MName
[ datastorel

Drive Type
Non-520

Capacity | Provisioned

550.25 GB 59.69 GB 490.56 GB VMFS5

Free | Type Thin Provisioning | Access

Supported Single host

Storage

[ ESXi_5.5_255.. Non-SD

117TB 323.82 GB 875.93 GB VMFS5

Disk Format

Supported Singlehost | H

Help |

Cancel |

Z|

% Back | Next > |

NOTE: For an upgradeable deployment, ensure the data store has enough free capacity
to support the type of VM according to the profile selected from Oracle
Communications User Data Repository Installation and Configuration Guide, E72453,

latest revision.

VMware client:
Select Thick
Provision Lazy
Zeroed and
click Next

@ Deploy OVF Template

Disk Format

In which format do you want to store the virtual disks?

Source
OVF Template Details

End User License Agreement

Datastore:

Mame and Location
Storages

Disk Format
Metwork Mapping
Ready to Complete

Available space (GB):

{* Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

" Thin Provision

[Es¥i_s.5_255. 168

875.9

Help

< Back Mext > Cancel

VMware client:

Click Next

@ Deploy OVF Template

Network Mapping

I Source

OVF Template Details

End User License Agreement
Mame and Location

Storage

Disk Format

MNetwork Mapping

Ready to Complete

What networks should the deployed template use?

Map the networks used in this OVF template to networks in your inventory

Source Networks

DestinationNetworks

control

VM Network

Help |

= Back Next = Cancel
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Step Procedure Result

VMware client:
10. D () Deploy OVF Template = | B S|
REVIeW Ready to Complete
Are these the options you want to use?
deployment
settings and I |
. . . || source
C | |Ck Fl n ISh OVF Template Details When you dick Finish, the deployment task will be started.
End User License Agreement Deployment settings:
Name and Location OVFfile: P:\iso\UDR-10.2.0.0.0_12.15.0.0v2
Dﬁ%g . Download size: 8324 M8
isk Forma X .
Network Mapping Size ondisk: 58.7GB
Ready to Complete Name: demo_UDR_noA
Host/Cluster Esxi55-¥42-08.
Datastore: ESXi_5.5_255.168
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "control"to "VM Network"
T
[~ Power on after deployment
Help < Back | Finish I Cancel

11. VMware client: -
I:l : (5 Deployment Completed Successfully li‘_lﬂ_hj
After a wait a

deployment Deploying demo_UDR._noA
status message
is displayed.

Click Close.

b

Completed Successfully

THIS PROCEDURE HAS BEEN COMPLETED

B.2 CONFIGURE GUEST RESOURCES

This procedure configures the required resource allocations and associations for Oracle Communications
User Data Repository virtual machines (guests) and power them on.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedurel7: Configure Guest Resources

Step Procedure Result
1. [] | VMware client:
Log into the IF address / Name: || ﬂ
Vmware client User name: |
Password: |
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Step Procedure

Result

VMware client:

1.Select the Oracle
Communications
User Data
Repository
virtual machine
from the left tree
menu

2.Click Summary
tab

3.Click Edit
Settings under
Commands

A

@ 10.148.255.168 - vSphere Client

Qe

m I

B [ 10.148.255.168

& beampbell cmp01

Gh beampbell_mpe01

&

5 jpaley_UDR_12.15.0_mp1
£ jpaley_UDR_12.15.0_mp2
(5 jpaley_UDR_12.15.0_noA
(5 jpaley_UDR_12.15.0_noB
(5 jpaley UDR_12.15.0 soA
£ ipaley_UDR_12.15.0_soB
& mpe_01

&h mra_01

File Edit View Inventory Administration Plug-ins Help

r@ Home b g Inventory b Eﬂ Inventory

b GG D2 DR

demo_UDR_noA

Getting Started [Nyl EL Resource Allocation | Performance ' Events ' Console ' Permissions
General Resources
Guest 05 Oracle Linux 4/5/6 (64-bit) Consumed Host CPU:
VM Version: vm-09 Consumed Host Memary:
CPU: 4vCPY Active Guest Memory:
Memory: 6144 MB
Memory Overhead: 252,82 MB

Provisioned Storage:

[§# Edit Settings

WMware Tools: & Not running (Not installed) Mot-shared Storage:
1P Addresses: Used Storage:
Storage - | Driy|
DMS Name: @ ESXi_5.5_255.168 MNor|
State: Powered Off 4| M
Host: Esxi55-X42-08
Active Tasks: Network Typ
vSphere HA Protection: (8 Nfa & 8 vMNetwork Star|
Commands
[ PowerOn

VMware client:

Select Memory
from the Hardware
menu and adjust
Memory Size for
the role of the
server.

UDR: 48 GB

@ demo_UDR_noA - Virtual Machine Properties

]

Hardware lOpﬁons ] Resources

I Show All Devices Add...

1011 GB
Hardware Summary 51z GB
Wl Memory 6144 MB |
O crus 2 256 GB
|;| Video card Video card 128 GE
&= VMCI device Restricted B
e SCSI controller 0 LSI LogicParallel
2 co/DVD drive 1 CO-ROM 1 32 Gh
& Hard disk1 Virtual Disk 16 GB
B9 Network adapter1 VM Network

| Memory Configuration

Virtual Machine Version: vmx-09

Memory Size: 6 3: GE v

Maximum recommended for this
<l guest0S: 1011 GB.

Maximum recommended for best
4 performance: 262083 MB.

Default recommended for this
<l guest0S: 2GB.

Minimum recommended for this
<l guest OS: 256 MB.

VMware client:

Select CPUs from
the Hardware
menu and adjust
the Number of
virtual sockets
according to [1].

@ demo_UDR_noA - Virtual Machine Properties

=ane X

Hardware l Options ] Resources

Mumber of cores per socket:

I~ Show Al Devices Add...
Hardware Summary

Wl Memory 6144 MB

O cPus 4

|;| Video card Video card

= VMCI device Restricted

e SCSI controller 0 LSI LogicParallel
% CD/DVD drive 1 CD-ROM 1

&= Hard disk1 Wirtual Disk

BB Network adapter1 WM Network

/&, Changing the number of virtual CPUs after the guest
05 is installed might make your virtual machine
unstable.

The virtual CPU configuration spedfied on this page
might viclate the license of the guest 0S.

| Mumber of virtual sockets:

| Total number of cores: 4

Virtual Machine Version: vmx-09
4 -
1 -
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Step Procedure Result
5. [] | VMware client:
@ demo_UDR_noA - Virtual Machine Properties [ == éj
?eIeCt :ard d(;Sk 1 Hardware lOpﬁons ] Resources Virtual Machine Version: vmx-09
rom the Hardware Disk File
menu and adjust [ Show All Devices Rtk Mz | [[Esi_5.5_255. 168] demo_UDR_noA demo_UDR _noA.vmdk
the Provisioned Hardware iz ik Provicon
} i W Memory 6144 MB isk Provisioning
Size accordi ng to @ crus 4 Type: Thick Provision Lazy Zeroed
[1] . & videocard Video card Provisioned Size: 58.?3632813: GBE =
= VMCIdevice Restricted Maxdmum Size (GB): 851.49
e SCSI controller 0 L5I LogicParallel
% CD/DVD drive 1 CD-ROM 1 Virtual Device Node
= Hard disk1 Virtual Disk | -
BB Network adapter1 WM Network |5CSI (0:0) Hard disk 1 ﬂ
|

VMware client:

1.Select any
Network adapter
that may exist by
default

2.Click Remove tab

@ morrisville-udr-nod - Virtual
Hardware WOpﬁons ] Resources Virtual Machine Version: vmx-09
Device Status
I Show All Devices Add... Remove r
Hardware Summary V' Connect at power on
M 65144 MB
Ml Memory Adapter Type
[ ceus N C t adaptel E1000
|;| Video card Video card Rl REe
= VMCI device Restricted -
@ sCslcontroller LSI Logic Parallel '7
€5 cD/oVD drive 1 CD-ROM 1
& Hard disk1 Virtual Disk * Automatic " Manual
BB Network adapter1 WM Network |
DirectPath IjO
Status: Not supported @

VMware client:

The network

adapter is crossed
out and a removal
message displayed

@ morrisville-udr-noA - Virtual
Hardware IOpﬁons ] Resources Virtual Machine Version: vmx-09
r ; Add... | Resto | This device has been marked for removal from the virtual
ey AL e s machine when the OK button is dicked.

Hardware Summary To cancel the removal, dick the Restore button.

Wl Memory 6144 MB

| crus 4

|;| Video card Video card

= WVMCI device Restricted

e SCSI controller 0 LSI Logic Parallel

€y co/ovD drive 1 CD-ROM 1

& Harddisk1 Virtual Disk

B Hetworkcadopterifremeving}  Remeved |

VMware client:

Take note of the
order in which
networks are
added.

NOTE: The order in which networks are added by the following steps affects their
device order in the virtual machine. Add them in the order they appear for each
server:

UDR

1. ] xmi
2.1

3.[] XSI-1 (optional)
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Select Ethernet
Adapter from the
list of devices and
click Next

Step Procedure Result
VMware client:
9. I:| @ demo_UDR_noA - Virtual Machine Properties l =RREN X
Click Add on the e lOpﬁOns ] Terirmes I virtual Machine Version: vmx-09
Hardware tab. Disk File
[ Show All Devices (e FELE | [[Es¥i_5.5_255. 168] demo_UDR_no#/dema_UDR_naA.vmdk
Hardware Summary
W Memory 5144 MB _Drisk Provisioning . -
0 crus 4 YpE: Thick Provision Lazy Zeroed
B video card Video card Provisioned Size: 58.73632815] |68 v
= VMCIdevice Restricted Maximum Size (G8): 851,49
e SCSI controller 0 L5I LogicParallel
% CD/DVD drive 1 CD-ROM 1 Virtual Device Mode
= Hard disk1 Virtual Disk | -
BB Network adapter1 VM Network |SCSI (0:0) Hard disk 1 j
10. VMware client: —
[ () Add Hardware : - =5

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Metwork connection
Ready to Complete

Choose the type of device you wisl

(1) serial Port
€ Parallel Port

= Floppy Drive

&2, 5C51 Device

h to add.

Information

This device can be added to this Virtual Machine.

Help |

Cancel

< Back I Mext = I

)
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Step

Procedure

Result

11. []

VMware client:
1.Select Adapter

to your virtual
host
2.Select the

match the
network type
3.Click Next

Type to conform

Network Label to

(&) Add Hardware

Network Type

Device Type

Ready to Complete

Network connection

What type of network do you want to add?

Adapter Type
Type: -

Adapter choice can affect both networking performance and migration compatibility.
Consultthe VvMware KnowledgeBase for moreinformation on choosing among the
network adapters supportedfor various guest operating systems and hosts.
Metwork Connection

Metwork label:

|1.-'M Metwork ﬂ

Port: MfA

Device Status

[¥ Connect at power on

Help |

Cancel

< Back | Mext > I

12. ]

VMware client:

Confirm Option
settings and click
Finish

@ Add Hardware

Ready to Complete

Device Type
Network connection
Ready to Complete

Review the selected options and dick Finish to add the hardware.

Options:

Hardware type: Ethernet Adapter
Adapter type: E1000

Network Connection:  QAM-1

Connect at power on: Yes

Help |

= Back | Finish I

Cancel

13. [

VMware client:

Repeat as required

Repeat Steps 9 through 12 to add every network required for the role of the server.
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Step Procedure Result
VMware client: %
14. I:| @ demo_UDR_nod - Virtual Machine Properties ==
After all networ.ks Hardware | Optons | Resources Virtual Machine Version: vma-03
are added, confirm Device Status
. . I Show All Devices Add... Remaove
their entry in the r
Hardware menu araorae Summary ¥ Connect at power on
. Wl Memory 6144 MB
then click OK. O ceus . Adapter Type
I;l Video card Video card SRR Sy
= WVMCIdevice Restricted -
e SCSI controller 0 LSI Logic Parallel ’7
% CD/DVD drive 1 CD-ROM 1
& Hard disk1 Virtual Disk {* Automatic " Manual
BB Network adapter1 VM Network -
BB _New NIC (adding) OAM-Routable | DirectPath 1/0
Status: =
MNetwork Connection
Metwork label:
OAM-Routable |

Help OK

Cancel
|
15. [ ] | VMware client: ; =)
. - - - e - - . - =
(&) 10148.255.168 - vSphere Client = ol by B - - - =
New devices and File Edit View Inventory Administration Plug-ins Help
networks are listed B B ¢ tome > g5 mventory b E Inventory
n oy Ge GBS R
on the Summary
= [J 10.148.255.168 demo_UDR_noA
& bcampbell_cmp0l I
tab and (1 beampbell_mpe01 Getting Started [IEMREERA Resource Allocation | Performance | Events | Console | Per
H & [demo_UDR_noA =
Reconfigure task B i ion i 150 mp1 | [Gomeral Resources
(13 jpaley UDR_12.15.0_mp2 Guest 05: Oracle Linu 4/5/6 (64-bit) Consumed Host CRU:
shows status B puiortonta 15004 || v s Consumed Host Memory:
R : v Active Guest Memory:
Completed under [ Jpaley UDR 12.15.0.50A | | Memory: S12415 Y Refiesh Storage Usege
Recent Tasks g .:"PEEV&;JDRJZ,IS 0_soB Memory Overhead: 252,82 M8 Provisioned Storage: e
. @ mf o1 VMware Tools: £ Not running (Not installed) Not-shared Storage: 58.74 GB
2] 1P Addresses: Used Storage: 58.74 GB
. Storage -+ | Drive Type Capacity
Click Power On DNS Name: @ ES0.55255.166 Non-5D L7’ 7
under Commands. State: Powered OfF El —— v e
Host: Esxi55-X42-08
Active Tasks: Network Tipe
vSphere HA Protection: @ N/A & 8 VvMNetviork Standard port goup
& OAM-Routsble Standard port grow
Commands f
[ Power on
@ Ediit Settings
Annotations
# Edit L
Notes: UDR. 10.2.0.0.0_12.15.0 x86_64 )
Recent Tasks MName, Target or Status contains: = Clear X
Name Target Status Details Tnitisted by | Requested Start Th... < | Start Time Completed Time
& Reconfigurevitualma... @ demo_UDR_n. @ Completed root 9/3/2015 5:49:31PM  9/3/2015 5:49:31PM  9/3/2015 5:49:32PM
& Tasks

=)

THIS PROCEDURE HAS BEEN COMPLETED
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B.3 CONFIGURE GUEST NETWORK

This procedure configures the OAM network on Oracle Communications User Data Repository virtual
machines (guests).

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedurel8: Configure Guest OAM Network

Step Procedure Result

Log into the
Vmware client

1. []

IF address / Name: ||

-}

User name: |

Password; |

VMware client:

1.Select the Oracle
Communications

@ 10.148.255.168 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

virtual machine
from the left

o [ 10.148.255.168

& becampbell_cmp0l
& bcampbell_ mpenl

) [demo DR oA

demo_UDR_noA

Getting Started

Summary

E @ E} Home b gF] Inventory Dﬁ Inventory
User Data

= G ([ = @2 [
Repository mn G ERCIEIL A

Resource Allocation | Performance | Events ' Console | Permissions

tree menu 5 jpaley_UDR_12.15.0_mp1 | | General el
. 5 ipaley_UDR_12.15.0_mp2 Guest O5: Oracle Linux 4/5/6 (64-bit) Consumed Host CPU:
2.Click the 5 ipaley_UDR_12.15.0_noA VM Version: vmx-09 Consumed Host Memory:
5 ipaley_UDR_12.15.0_noB CPU: 4vCPU ‘
g Active Guest Memory:
Summary tab 5 jpaley_UDR_12.15.0_s0A | | Memory: 6144 MB
3 CI ic k Ed it (3 jpaley_UDR_12.15.0_soB Memory Overhead: 252,82 MB Provisioned Storage:
: g mpe_01 ;

A YMware Tools: £ Not running (Not installed) Maot-shared Storage:
Settings under th mra_01 1P At oo Used Storage:
Commands Storage o | D

DNS Name: @ ESXi_5.5_255.168 Nor

State: Powered Off 4 .

Host: Esxi55-X42-08

Active Tasks: T Typ

vSphere HA Protection: (@ Nja &2 8 vMNetwork star
Commands

[p PowerOn
@ Edit Settings
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Step Procedure Result
VMware client:
3. I:| @ demo_UDR_noA - Virtual Machine Properties l == &]
1.Take note of the Hardware ]Oph‘ons ] Resources Virtual Machine Version: vmx-09
Network adapter
. [ Show All Devices Add...
assigment under o[
Hardware tab for Hardviare —SEE
L M Memory 6144 MB
each application O ceus 2 “
network. |;| Video card Video card -
. = VMCIdevice Restricted
2.Click Cancel (@ scsicontroller L5I LogicParallel
% CD/DVD drive 1 CD-ROM 1
& Hard disk1 Virtual Disk
BB Network adapter1 0AM-Routable
B Network adapter2 0AM-1
BB Network adapter3 Sigh-1
Help OK | Cancel |
4

Network adapters are enumerated under the Hardware tab. Their adapter number

in the Hardware column corresponds to their zero-based device name assignment in
a running guest.

For instance, in the example capture above:

e OAM (XMl) is on eth0 device
e OAM-1 (IMI) is on eth1 device
e Sig-A (XSI-1) is on eth2 device

Record the NIC device number assigment of these networks:

Login to console as
admusr

Password:

XMl:
IMI:
XSI-1:
XSI-2: (optional)
VMware client:
4' D are client (&) 10.148.255.168 - vSphere Client
1.CI|Ck the COﬂSOle File Edit View Inventory Administration Plug-ins Help
tab @ €Y Home b g Inventory b [Efl Inventory
2.Click inside the AR IR X
console window =@ §'1$'25E|f“ o jpaley_UDR_12.15.0_noA
. mj om
to brlng focus & hcamzbe“:mppem Getting Started | Summary | Resource Allocation | Performance | Events (RIS Permissions
5 demo_UDR_noA
there {f) Jpaley_UDR_12.15.0_mp1
ﬂj jpaley_UDR_12.15.0_mp2
NOTE: Press Ctrl- £D Jpaley UDR_12.150.nok
[ jpaley_UDR_12.15.0_noB
Alt to escape from {3 jpaley_UDR_12.15.0_so
[ jpaley UDR_12.15.0_soB
console. & mpe_01
Gh mra 01
5. I:' VM Console: login as: admusr

DSR Release 8.5.0.2.0

88

UDR Release 12.6.2




Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step

Procedure

Result

6. [J

VM Console:

Configure XMl
network

1.Set the XMl device for routable OAM access:

NOTE: Where ethX is the interface associated with the XMI network

$ sudo netAdm add --device=eth0 --address=<Guest XMI IP Address>
-—netmask=<XMI Netmask> --onboot=yes --bootproto=none

2.Add the default route for XMl:

$ sudo netAdm add --route=default
--gateway=<Gateway XMI IP Address> --device=eth(

NOTE: The network device may be different than shown here (eth0) if the order of
network adapter insertion was other than shown. Refer to Step 3 for this
assignment.

VM Console:

Configure XSI
network

Set the XSI device for routable signaling network access (Only for NO and MP
Servers):

NOTE: Where ethX is the interface associated with the XSI network

$ sudo netAdm add --device=eth2 --address=<Guest XSI IP Address>
--netmask=<XSI Netmask> --onboot=yes --bootproto=none

NOTE: The network device may be different than shown here (eth2) if the order of
network adapter insertion was other than shown. Refer to Step 3 for this
assignment.

VM Console:
Repeat as required

Repeat Step 7 to add XS1-2 (eth3) if a second signaling network. Adjust parameter
values as required.

VM Console:

Exit console

$ exit

NOTE: Press Ctrl-Alt to escape from console.

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix C. VMWare vCloud Director Oracle Communications User Data Repository

Deployment

C.1 VCLOUD DIRECTOR ORACLE COMMUNICATIONS USER DATA REPOSITORY

MEDIA UPLOAD

This procedure uploads Oracle Communications User Data Repository media (ISO or OVA) into vCloud

Director Catalogs.

Needed material:
e Oracle Communications User Data Repository OVA

Optional material (required for ISO install only):
e Oracle Communications User Data Repository ISO

e TPD Platform ISO

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedurel9: vCloud Director Oracle Communications User Data Repository Media Upload

Step Procedure Result
1. [] | Logintothe
VMware
vCloud .
. . VMware vCloud Director
Director user name: - |

2. [] | vCloud ——
Director: J Catalogs | whpp Templates  Media & Other
Enter Oracle &+ G |AIICa1&|IDgS |v| |AII |v| DR [cl=)
Communicatio
ns User Data Name 1 & Wers.. Status She.. Esxte... Ohner whpp Tem... hiedia & Ot... [[D
Repository 0. 1 Reary = = & ipaley 01mEsz016 2 B o B0
catalog name u. 17 Ready - - & jpaley 10232015 4 BE 2 (&2
in the search
field and hit
Enter.
3. [] | vCloud :
Director: My Organization’s Catalogs
Click the name J Catalogs | wapp Templates  Media & Other
for the
appropriate & G |AIICatalogs |v| |A|| |v| DR c o
catalog and Hame 1w Ver.. Sta... Sh... Est... Ou... Created ... wapp Te... Media &0... MM
proceed to UDR 17 Ready - = & jpale 10232015 BE 2 &2
Step 6 - - =
P OCUDR . 1 Reary - - & jpale o/oaote BE o &0

one using steps 4 and 5.

NOTE: If a catalog for Oracle Communications User Data Repository does not exist, create
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Step

Procedure

Result

4.

[

vCloud
Director:
Click Catalogs
tab.

Click the green
plus sign.

| G} Home |<L>My' Cloud | [ Catalogs |

Catalogs

E] My Organization's Catalogs

Catalogs | vApp Templates  Media & Other

+ &

| a0 Cataings

v| |AII

M |

Status
[ Ana. 147 Ready 5
[ app.. 282 Ready &%

= =T

Hame |1 & Yersion Shar...

Exter...

Owner Created On

feetre

&
& tpyszicl 07M02013 5.4 B

wAp g

09i032014 7:3 B

==

vCloud
Director:

1.Enter the
catalog
name and
description.

2.Unless this
catalog
requires
special
storage or
sharing, click
Finish.

New Catalog

Hame this Catalog

Name this Cataloy

catalog forwApp templates and media thatyou freguently use.

Marme CCLUDR £l

Description Med\acatalngfﬂrOCUDR|

Acatalog allows you o share wApp templates and media with other users in your organization. You can also have a private

[Mext || Finish || Cancel .

NOTE: After clicking Finish, return to Step 2 of this procedure to access the catalog.

vCloud
Director:

e Select. vApp
Templates
for OVA
upload

e Select
Media &
Other for
ISO upload

vApp Templates | Media & Other

i G~ Al Catalogs

v| |A||

vCloud
Director:

Click the Blue
Gear Symbol
and then
select Upload

vipp Templates | Media & Other

woe B .

Actions: No Selections

Name

1a Ve 149 Upload...

,BEI UDR_13.30 1 Wiew uploads and downloads 201

B ubr1340 1 Feady a3 jpa 1112020

Last Success...

W Storag...
G In 5B.74GB

i I 58.74 GH

Shadu
2 o
# o
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Select Source
as either URL
or local file
then enter a
Name.

Click Upload.

Step Procedure Result
8. [] | vCloud —
. Upload OVF package as a vipp Template @ | {3}
Director:

Selectthe OVF package that will define this wApp template.
Source

OvF package: (O URL

(®) Local file

Browse...

HusmUDR-12.1.0.0.0_13.7 D.ova

Destination

Marne: UDR-121.0.00_13.7.0 #
Description:

Catalog: LIDR

6 Atter the upload completes, check Yhiware Tools version installed on sl Vi in the wapp template.

Guest customization reguires minimum tools version of 7299,

ou may want to revisw "Customize Y Settings" option on wApp template properties page.

THIS PROCEDURE HAS BEEN COMPLETED

C.2 CREATE VAPP

This procedure creates and configure a vApp virtual appliance.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure20: Create vApp

Step Procedure

Result

1. []| Logintothe
VMware vCloud

tab, then click
Build New vApp

Quick Access

o AddvApp from Catalog

To start a vApp, click Start. To use a powered on vApp, click on its thumbnail.

@ Add vApp from OVF

Director .
user name: [N VMware vCloud Director
2. []| vCloud
Director: [G} Home |{3 My Cloud | Catalogs
Select Home

“og Build New vApp
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Step Procedure Result
vCloud
3. I:| . Select Name and Location
Director: Select Name and Location
AvApp is a cloud computer system that contains one or more virtual machines. Describe this vApp and o
1.. Enter the Add Virtual Machines lease settings.
name for the Configure Resources Name: wApp_UDR_12.1 E
VApp and e e
Configure Virtual Machines Description:
other F
parameters as
required.

Virtual Datacenter
2.Click Finish.

Selectthe Virtual Datacenter (VDC) in which this vApp is stored and runs when it is started.

g Infra | v |

Leases

Runtime lease: |1 j |Day5 +| Expires on: 10/30/2015 5:26 P

How long this vApp can run before it is automatically stopped.

Storage lease: |30 j |Day5 +| Expires on: 11/15/2015 4:26 P

‘When this vApp iz stopped, how long it is available before being automatically cleaned up.

[ Next | | Finish | | Cancel
4, []| vCloud
Director: | 2} Hame |(j My Cloud ‘ Catalogs |
Navigate to My
My Cloud | UDR 12.1 DR Site  Fartially Runni
Cloud > <vApp d6 Aty running
Name> > ~ o vApps vApp Diagrarn  virtual Machines | Networking
Networking Recenat dems
Then click the Configure Networking
green plus icon
toadd a Y -
network. ﬁ
vCloud
5. D . Mew vapp Network Wizard

Director:
Select vApp Network Type

Network Type
network. _ What type of network do you want to add to this wapp?
Click Next. Hetwork Specification

=) whnp nebeork
General
() Qryanization VDG netwark
Ready to Complete
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Step Procedure Result
6. vCloud
I:l Director: Hetwork Specification
irector: Hetwork Type
Enter Enter the network settings of the new wApp network below;
t f Network Specification
parame ers for Gateway addrass: 192188241 #
your internal
network. Be Metwark mask: 2552852550 #
sure to have Primary DNS:
sufficient
address space Secondary DNS:
for the number DHE sufils
of servers you
expect to Static IP pool:
deploy.
Enter an IP range (format: 1921681 2 - 1921681 1007 or IP address and click Ldd.
Click Next.
192168.2.100-192.168.2.195
vCloud
7. D . . General
Director: Hetwork Type
Enter a Name Enter a name and description for the new wapp netwark.
Hetwork Specification
for your Metwark name: HM|
[1] asa guide. Description:
Click Next.
vCloud
8. D . . Ready to Complete
Director: Network Type
Revi th A niese waApp neteork will be created with the following:
eviewthe Network Specification
network data Metwark name: Signal-1
. . General
Click Finish. Description:
Ready to Complete
Frirnary DME:
Secondary DME:
Metwork mask: 286.265.24450
Gateway address; 19216821
DME suffix
Static IP poal: 182 168.2100-182168.21499
9. []] vcloud
Director: Mame 1 a Status G ateway Address Metwod: bl ash Connection Routing L.
Back on the B o (/] 192.168.2.1 286 285 2850 |Nane
Networking tab. -
i cantral (] 192.168.254.1 266.266.2556.0 | ZiL infra-external-do-not-use
dernal-ok I
If the network is addressable outside the Cloud (such as XMl for administration), select an
external network from the Connection list.
Otherwise, leave Connection setting as None.
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Step Procedure Result

10. [ ]| vCloud
Director: apply
Click Apply.

THIS PROCEDURE HAS BEEN COMPLETED

C.3 CREATE GUESTS FROM OVA

This procedure creates Oracle Communications User Data Repository virtual machines (guests) from OVA.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure21: Create Guests from OVA with vCloud Director

Step Procedure Result
1. [ ]| Logintothe

VMware vCloud

Director

user name: [ VMware vCloud Director

Select icon on left
to Add VM

2. []| vCloud Director:
Click Open for the | (2} Home |(j My Cloud ‘ Catalogs
Oracle L Quick Access
Communications
User Data To start a wApp, click Start. To use a powered on vApp, click on its thurmbnail.
Rep05|tory VApp e Add wipp from Catalog +ag Build Mews wApp
UDR 12.1 DR Site UDR 12.1 Primary Site
Partially Running Qpen Running Qpen
i Lease expires:10days @ @ © ¥ Leaseexpires 10days (D @ ©
NOTE: Current vApps are listed on the Home Page. If a new vApp is required continue
with the next step.
3. []| vCloud Director:

25 UDR 12.1 DR Site Partially Runming

J vApp Diagram | Virtual Machines  Metworking

®m 2 0 O O & @&
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Step Procedure Result
4' I:‘ VCIOUd Dlrector: Add Virtual Machines
1.Enter name in ‘You can search the catalog far vitual machines to add to this wApp or add a new, blank Wi Once the wApp is created, you can power on the
the search fIE|d new Vi and install an operating system.
and press Enter Lookin: | My Organization's Catalogs ‘V| Al ~ | LUDR c
2'Se|eCt Orac'e Mame 1a as Gold Ma... wARR Catalog Created On Disk Info DI
Communications
Meats.0 Other Linux | - MPx OCUDRE ME MNP#SPR 101902074 11:01 AWM 40.00 GB
User Data :
. LDR-12.1.0,0.0_13.7.0 Oracle Linux - LDR-12.1.0.0.0 UDR 01/08/2016 3:06 P 58.74 GB
Repository
. UDR_13.3.0 Oracle Linux - UDR_13.3.0 UDR 110302015 3:25 PM 58.74 GB
media name
3.Click Add. [ §om | = -0fs
4.Click Next.

NOTE: Multiple servers may be created at once using Add.

[+ ext Finish

5. []| vCloud Director:
1.Select the license

1 agree and acceptthe above license agreements. =

agreement

2. Click Next | pack [ mew ][ Finisn |

6. [_]| vCloud Director: _ Configure Resources

1.Rename virtual fadvirtuatiiachines Selectwhat Storage Policies this \:ﬂpp's virtual machines will use when deployved.
machines to Accept Licenses
reflect its virtual Machine Storage Policy
location and role

2. Click Finish. Configure Virtual Machines LUDR-MO-A # * Ay | - |

Configure Networking
| Back | et || Finish || cancel |

THIS PROCEDURE HAS BEEN COMPLETED

C.4 CONFIGURE GUEST RESOURCES

This procedure configures Oracle Communications User Data Repository virtual machines (guests) which

have been created from OVA.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure22: Configure Guests from OVA with vCloud Director

Step Procedure Result
1. []| Logintothe
VMware vCloud
Director .
Usermame: _ VMware vCloud Director
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Step Procedure Result

2. []| vCloud Director:
Navigate to My

Cloud > Virtual My Cloud 32 UDR 12.1 DR Site Partially Running
Machines

{at Home | &5 My Cloud | [ Catalogs

[mfa ]
- o AR S vhpp Diagram | virtual Machines | Metworking

Recent dems
3. []| vCloud Director:
wApp Diagram | virtual Machines | MNetworking
1.Select the VM.
2.Click the Blue + D ® & panpVMIMeny
i . Console N Hehu
Gearicon
Powet Oh
3.Select H ova-no-a 5] Lit NIC 07
Properties.
|
=)
B geagull s lin | NI 07
M1
MG 2
(1 UDR-12.1.0.00] ™ | cor chnvD from Catalog.. iy (e oy
Eject COVDWD
- & UDR-12.1.0.0.0) Upgrade Virual Hardware Yersion L MIC 07
Copyto...
G UDR-121.000)  poveto. Lil MIC 07
Delete
Create Snapshot
1-7of9

4. [ ]| vCloud Director:

Under the

General tab,
adjust Virtual Wirtual Machine name:

General | Hardware Guest OS5 Customization Guest Properties

Machine and A lakel far this whi that appears in WD lists.
Computer names.

Computer name: OVE-S0-8 &
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Hardware tab.

2.Adjust the
number of
Virtual CPUs
and Total
Memory to
match the role
of the servers in
[1].

3.Select Expose
hardware-
assisted CPU
virtualization
to guest OS.

4. Adjust NICs to
match the role
of the server
rolein [1].

5.Click OK.

Step Procedure Result
5. []| vCloud Director: —
h General | Hardware | Guest 05 Customization Guest Properties Resource Allocation
1.Go to the

CPU

Mumber of vitual CPLs: \ZE’
-

Mumhber of sockets: 4

Cores per socket:

[+ Expose hardware-assisted CPU wirtualization to guest 05
Select thiz option to support vinualization servers or B4-bit %M running on this virtual machine.

Memory

Total memorns. §

e

MICs

) suest customization i required to run for the NIC changes {0 take sffect

[ Show network adapter type
Adapter choice can affect both networking performance and migration compatibility. Consult the Yhiware KnowledgeBase for more information on choosing amond the netvork adapter
suppart for various guest operating systems and hosts:

NIC# Connected Motk Frimany NIC IF Mode IF fddress MAC Address
0 ¥ G| ! ® Stetic-IPPoal | > 10240238 O0:50:56:01:06:84 |+ ‘ | Delete
1 4] @ (@] Static - IP Poal - Wil be generated - Delete
2 b - 9] Static - IP Pool - will be genersted | ¥ Deleta

& Add

Al5

Cancel

THIS PROCEDURE HAS BEEN COMPLETED

C.5 CREATE GUESTS FROM ISO

This procedure creates Oracle Communications User Data Repository virtual machines (guests) from 1SO.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure23: Create Guests from ISO with vCloud Director

Step Procedure Result
1. []| Logintothe

VMware vCloud

Director

VMware vCloud Director
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Step

Procedure

Result

2.

vCloud Director:

Click Open for the
Oracle
Communications
User Data
Repository vApp

(af Home | & by Cloud | [ Catalogs

Quick Access

To start awApp, click Start. To use a powered on vApp, click on its thumbnail.

e addvipp from Catalog +gg Build Mew vApp

UDR 12.1 DR Site UDR 12.1 Primary Site

Qpen

00

Qpen

000

Running
Y Lease expires: 10 days

Farially Running
Y Lease expires: 10 days

NOTE: Current vApps are listed on the Home Page. If a new vApp is required continue

with the next step.

vCloud Director:

Select icon on left
to Add VM

(m

on UDR 12.1 DR Site Partially Running

vipp Diagram | Virtual Machines  Metwarking

m w O O O B &

vCloud Director:
Click New Virtual

Add Virtual Machines

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vAp|

Machine. new VM and install an operating system.

Lookin: ||3| My Organization's Catalogs - All -
Hame 14 o©OS Gold Mester vApp Catalog Created O
Apache CentOs 4/50 vApp_4box_10.| PIC 06/25/2015 1
Apache Oracle Linux vApp_4Box_10. PIC 07M15/2015 5
Apache Cracle Linux vApp_4Box_TPI PIC 071312015 23
Apache Oracle Linux vApp_4box_10. Analytics 07M6/2015 3:
8 - il
Name 05 Gold Master vApP Catalog Created

ok New Virtual Machine
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Click Next.

Step Procedure Result
5. []| vCloud Director:
New Virtual Machine @ | (3}
1.Enter Name and .
Computer Virtual Machine name: NO-A *
Name for VM. _ . .
) A label for this VM that appears in VCD lists.
2.Set Operating ) .
. Computer name: NO-A #
System Family
to Linux The computer name / host name set in the guest OS of this VM that identifies iton a
: network.
3.Select Expose This field is restricted to 15 characters for Windows. For non-Windows systems it can be
hardware- 63 characters long and contain dots.
assisted CPU.... Description:
4.Enter all
resource
parameters ) )
. Virtual hardware version: |Hardware Version 10 | - |
according to o "
. . Operating System Family. () Microsoft Windows (=) 2 Linux (@] Other
the role given in perating =y e ! >
resource Operating System: | Red Hat Enterprise Linux 7 (64-bit) | * |
profile[1].
5.Click OK Mumber of virtual CPUs: |4 v|
Cores per socket: |1 v|
Mumber of sockets: 4
[ Expose hardware-assisted CPU virtualization to guest 08
Select this option to support virtualization servers or 84-bit VM= running on this virtual machine.
Memaory: 43 3 |GE v|
Hard disk size: 100 3 |GB - |
Bus type: | Paravirtual (SCSI) | - |
Mumber of NICs: |3 v|
| OK | [ Cancel l
6. [ ]| vCloud Director:

Add Virtual Machines

Select Name and Location
You can search the catalog forvitual machines to add to this vApp or add a new, blank V. Once the vApp is created, you can power on the

Add Virtual Machines new VM and install an operating system.
Configure Resources = 5 -
Lookin ‘ My Organization's Catalogs v| |AH v| <)

Configure Virtual Machines

Name 1a OS5 Gold Master vApp Catalog Created On Disk Info [
Configure Networking Apache Cent0S 4/51 - vApp_dbox_10. PIC 06/25/2015 1:01 AW 128.00 GB H
Ready to Complete Apache Oracle Linux, - vApp_4Box_10. PIC 07152015 5:22 AM 128.00 GB
Apache Oracle Linux - vApp_4Box_TP| PIC 071312015 2:31 AM 128.00 GB
Apache Oracle Linux - vApp_4box_10. Analytics 07M16/2015 3:21 AM 128.00 GB =
3 - 150627 [ p | M |
Name 0s Gold Master vApp. Catslog Crested On Disk Infa
NO-A Red Hat Enty - 100.00GB H
NO-B Red Hat Enti - 100.00 GB
S0-A Microsoft Wi - 60.00 GB
S0-B Red Hat Enty - 60.00 GB

| &k New Virtual Machine

l Back H Next ] [Can:el]
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Step

Procedure

Result

7. U

vCloud Director:

Click Next.

Configure Resources
Select Name and Location
Select what Storage Policies this vApp's virtual machines will use when deployed.

Add Virtual Machines

Configure Resources

Virtual Machine Storage Policy Template VM Default Storage Policy

Configure Virtual Machines NO-A & * (Any) ‘ A |

Configure Networking

Ready to Complete HO-B * = (Any) ‘ = |
S0-A ®  [=(any) ‘ -
50-8 s [= Ay ‘ - |
WP & (= (Any) ‘ - |
up-2 % |=(Any) ‘ - |

l Back ][ Next ” Finish H Cancel l

vCloud Director:

1.Select
Networks and
IP Assignments
for VM
according to

the role given in
resource profile

[1].
2.Click Next.

Configure Virtual Machines

Mame each virtual machine and select the network to which you want it to connect You can configure additional properties for virtual
machines after you complete this wizard.

[ show netwark adapter type
Adapter choice can affect both networking performance and migration compatibilty. Consult the VMware KnowledgeBase for more information onf
choosing among the network adapter support for various guest operating systems and hosts.

Virtual Machine Computer Name Primary NIC Network IP Assignment
G S0-A oA+ o [Eoan [static - 1o pool [-]
OnNeA [% [static - P pool | -

| Back || _mMet || Finish || cancel |

vCloud Director:

Configure Networking

1- FOF eaCh Specify how this vApp, its virtlual machines, and its vApp networks connect to the organization WDC networks that are accessed in this vApp.
external
netWOrk (XM I, Fencing allows identical virtual machines in different vApps to be powered on without conflict by isolating the MAC and
XSI) Set IP addresses of the virtual machines.
Connection to Mame Type Gateway Ad... Metwark Mask Connection Routing DHCF Retain IF/ M...
the network a X xsi vADD 19216831 2552652550 |(infraexternal | ] NAT o O
C|0Ud ] Firewall
L. B vApp 192.168.2.1 2552652650 [none - -
administer has % — L
XSl2 A 192.168.4.1 255.255.255.0 - -
granted for vee e |
external B control vApp 192.168.254.1 2552552550 [none - -
communication. BB vApp 10.240.23 1 2565.255.255.0  |infra-external [V MAT - []
2.For each [] Firewall
external | Back |[__mMet || Finisn || cancel |
network (XM,
XSI): Check NAT
and Uncheck
Firewall.
3.Click Next.
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Step

Procedure

10. []

vCloud Director:

1.Review the
settings.

2.Click Finish.

Select Name and Location
Add Virtual Machines
Configure Resources
Configure Virtual Machines

Configure Networking

Ready to Complete

Ready to Complete

You are about to create a vApp with these specifications. Review the settings and click Finish

Name

Description:

Oowner:

Virtual datacenter.
Runtime lease:

Runtime lease expiration:
Storage lease

Storage lease expiration
Networks - 0

VMs - 6:

Red Hat Enterprise Linux 7 (64-bit)

Guest0S

Back

Storage Policy

* (Any)

D Lint Crénrmrica in TFURA Rt T e

Cand

11. []

vCloud Director:

1.Select the VM.

2.Click the Blue
Gear icon.

3.Select
Properties.

+ b

Consale

wipn Diagram | wirtual Machines

(@)

1 NO-A

& nNo-B

& Seagull

1 marrisville-udr-nos
oo

[}
ﬁ mortisville-udr-nof @

vApp VM Menu

Ingert COMDVD from Catalog..

MIC O
MIC 1
MIC 2

MIC O
MIC 1
MIC 2

MIC O
MIC 1
MIC 2

MIC O
MIC 1
MIC 2

MIC O
MICA1
MIC 2
1-6 0

12. []

vCloud Director:

1.Select the
Hardware tab.

2.Adjust the size
of Disk O to
match VM
profile [1]

General | Hardware | Guest O5 Customization Guest Properties Resource Allocation  Metadata
Hard Disks
Hame Size Bus Humber Unit Number
Disk 0 e -] [o - 0 -] Delete
& Add
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Disk 1 to match
VM profile [1].
3.Click OK

Step Procedure Result
13. [_]| vCloud Director: pro—
Only lf the VM Hame Size Bus Type Bus Number Unit Number
uses a second disk Disk0 80 ][ _I-] Peravirtual (SC3) b [+] e |+ [ petste |
by [1]: Disk 1 1 i~ [ _[-] [Peravituai cscsn -] b+ LI~ | Dotete |
1.Click Add [ #ac |
2.Adjust size of
ok || cancer | ‘

THIS PROCEDURE HAS BEEN COMPLETED

C.6 INSTALL GUESTS FROM ISO

This procedure creates Oracle Communications User Data Repository virtual machines (guests) from 1SO.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure24: Install Guests from I1SO with vCloud Director

Step

Procedure

Result

1.

[

Log into the VMware
vCloud Director

VMware vCloud Director

Navigate to > My
Cloud = Virtual

2. []| vCloud Director:
Click Open for the | o} Home |& Wy Claud | Catalogs
Oracle Quick Access
Communications
User Data Repository To start awApp, click Start. To use a powered onvApp, click on its thumbnail.
vApp then procede db AddvaApp from Catalog  “Bg Build Mew whpp
to Step 5.
UDR 12.1 DR Site UDR 12.1 Primary Site
Fartially Running Qpen Running Cpen
i Lease ewpires: 10davs (@ @ © i Lease expires: 10days (0 () ©
NOTE: Current vApps are listed on the Home Page. If a new vApp is required
continue with the next step.
3. []| vCloud Director:

| &} Harme ‘Q Wy Cloud ‘ Catalogs |

My Cloud 3 UDR 12.1 DR Site Partially Running
Machines " -
- 3 vapps wApp Diagram | Virtual Machines | Networking
Recent deas
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Step Procedure Result
4, [_]| vCloud Director:
1.Select the VM. whpp Diagram | virtual Machines | Metworking
2C||Ck the Blue Gear + [> = ﬁ' vApp VM Menu
icon. -
3.Select Insert =] Ll I
[» Power On
CD/DVD from (1 morrisville-udr-noA, 10
Catalog. = 19
19
] murrisville—udr—nuElEa 10
149
19
 Mo-A
Eject GD/DVD =
149
1 Seagull 10
19
E: Copyto.. 19
5. [_]| vCloud Director: D 5
1' SeleCt TPD ISO Select the media file to insertin the ¥M.
2- CIICk Insert Media available now:
A - a
Name 1a Catalog O er Created On Storage lsed m
L\ TRDunstall-7.0.2.0.0_86 LUDR fu ipaley3 T1/08i2015 2:44 PM 715.24 MB
|_\ UDR-12.1.0.0.0_12.2.0- UDR b ipaley3 TIMTIZ015 243 PM 871.99MB
|_\ UDR-121.0.0.0_13.7.0- UDR Luu ipaley3 01/0i2016 3:25 P 87317 mB
Garer | |
6. [ ]| vCloud Director:
R vApp Diadram | Virtual Machines | Metwarking
1. Click the sky blue
Play icon to start + D @ & Al -
the VM
. Conzale Hame 1. Status as Mt
2.Click the Console & o
to open the martisville-udr-noB Pawered Off Oracle L MWIC 0%
. MICT
console window
MIC 2
M NO-A FPowered Off Red Ha MIC 0%
[ Lo
MIC 2
i Seagull Fowered On Other i MIC 0%
MICT
MIC 2 .
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Step Procedure Result

7. []| vCloud Director:

Initiate operating
system install by
entering the given
text into console

@ https:fi10.240.23.182/cloud YMRC Console . html
NO-A PIINE | @25 | =R

Copyright (C) 2883, 2815, Oracle and/or its affiliates. All rights reserved.

7.8.2.8.8_86.28.8

boot prompt x86_64

For a detailed description of all the supported commands and their options,
please refer to the Initial Platform Manufacture document for this release.
In addition to linux & rescue TPD provides the following kickstart profiles:

[ TPD | TPDnoraid : TPDlum | TPDcompact : HIDD 1
Commonly used options are:

console=<console_option>[, {console_option>]1 1
primaryConsole=<console_option> 1
rdate=<{server_ip> 1

scrub 1

reserved=<sizel>[,<sizeN>] 1
diskconfig=HWRAIDL, forcel 1
drives=<{device>[,devicel 1

guestArchive 1

To install uwsing a Mmonitor and a local keyboard, add console=ttyd

boot: _

boot: TPDnoraid console=tty0

8. []| When installation
completes, press | Complete |
Enter to reboot

Congratulations, your Oracle Linux Server installation is complete.

Please reboot to use the installed system. HNote that updates may
be available to ensure the proper functioning of your system and
installation of these updates is recommended after the reboot.

NOTE: Escape the console session by pressing Ctrl- Alt

9. I:' After reboot, log into Hostnameb6092a316785 login: root
console password:

10. |:| Verify that the TPD T
release is 7.6.1.x 7.6.1.0.0-88.55.0

11. [_]| Runthe alarmmgr

command to verify
health of the server NOTE: This command should not return output on a healthy system.

# alarmMgr --alarmStatus

before Application
install.

12. []| Runthe verifyIPm

as a secondary way
to verify health of NOTE: This command should not return output on a healthy system.

# verifyIPM

the server before
Application install.

13. I:' Create physical # pvcreate /dev/sdb
volume sdb Physical volume "/dev/sdb" successfully created
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Step Procedure

Result

14, [_]| Create volume group
stripe_vg

# vgcreate stripe vg /dev/sdb
Volume group "stripe vg" successfully created

15. []| Create logical volume
rundb

# lvcreate -L <SIZE>G --alloc anywhere --name rundb stripe vg

Replace <SIZE> size tag with a number in gigabytes half the size of the second disk
according to [1].

ISO lab second disk is 120: <SIZE> 60
ISO production second disk is 720: <SIZE> = 360

16. [_] | Make filesystem on
rundb

# mkfs -t extd /dev/stripe vg/rundb
mke2fs 1.43-WIP (20-Jun-2013)
Filesystem label=
0OS type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
Stride=0 blocks, Stripe width=0 blocks
25231360 inodes, 100925440 blocks
5046272 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=4294967296
3080 block groups
32768 blocks per group, 32768 fragments per group
8192 inodes per group
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632,
2654208,

4096000, 7962624, 11239424, 20480000, 23887872, 71663616,
78675968

Allocating group tables: done
Writing inode tables: done
Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 22 mounts or

180 days, whichever comes first. Use tune2fs -c or -i to override.

17. []| Runthe
syscheck/restart

steps in order

# syscheck --reconfig disk

18. [ ]| Escape console

Escape the console session by pressing Ctrl-Alt
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Step Procedure Result
19. [_]| vCloud Director:
whpp Diagram | Virtual Machines | MNetworkin
1.Select the VM. PR Diag g
2.Click the Blue Gear + D ® O vApp VM Menu
icon.
Console Mame 1P Ad
3.Select Insert D> Power On
CD/DVD from 1 mmorrigville-udr-nos 10.24
1921
Catalog.
J o 192.1
o ®
5 morrisville-udr-noB @ 10.24
1921
192.1
M- 10.24
Eject COMDVD 827
192.1
1 Seagull 10.24
1921
. Copyto... 1921
20. [_] | vCloud Director: — %)
1.Select Oracle _
. . Selectthe media file to insert in the Wi
Communications
Media available now,
User Data Al - ¢
Repository I1SO. Hame Catalog O e Created On Storage . m
2.Click Insert [ TPD.nstall-7.0.2.0.0_86 28 0-OraclsLinuxs UDR & Jpaleys 01/08i2016 5:02 P 715.04 MB
L\ TPD.install-7.0.2.0.0_86.34.0-OracleLinuxé UDR fu jpaley3 11052015 2:44 PM T156.24 MB
[ UDR-121.0.0.0_13.3.0-36_F4 is0 UDR 2 Jpaley3 UM TIZ015 3:43 PM 671 80 MB
|_\ UDR-12.1.0.0.0_13.7.0-86_6E4.is0 UDR ﬂ jpaley3 010212016 3:25 P 87317 MB
1-4 of 4
The following media must be copied to this ¥M's YOO before they are available:
| =1 ~
Cancel

21. [

VM Console:

1.Re-enter the
console window

2.Login to the platcfg
utility.

[root@hostnamel260476221 ~]# su - platcfg
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Step Procedure Result

24. [ ]| VM Console:
From the platcfg

Main Me'nu, SEIeCt. 872-2553-101-10.0.0 10.4.0-UDR-x86 &4.i=s0 - tklc 872-
each option, pressing -
the Enter after each

selection.

I Choose Upgrade Media Menu |-

— Upgrade Menu ———

Validate Media

Early Upgrade Checks
Initiate Upgrade

Non Tekelec RPM Management
Exit

B

25. [_] | VM Console:
Verify that the
Application release
level matches the
target release.

ENENNNENENENENENENER System Busy NENNNNNENNNENENENENEN

Searching for upgrade media...

Press Enter.

]
L]
]
]
]
]
]
]
L]
]
]
] Please wait...
L]

L

| Choose Upgrade Media Menu |

devsscdl - tklc_872-2358-18Z2_Rev_f_10.4.8

Exit

26. D VM Console: Deternining if we should upgrade...

Output similar to Install product is TPD
that shown on the Install product record exists in setcstekelec.cfy
. Install products match
right may be : .
Stopping cron service. ..
obse.rve(.i as.the Checking for stale RPM DB locks...
Application install Installing public key /mmt/ upgrade/upgrade/pub_keys/MySQL_public_key.asc. ..
progresses. Installing public key /mmt/upgrade/upgrade/pub_keys/RPM-GPG-KEY-redhat-beta. ..

Installing public key /mmt-upgradesupgrade/pub_keys/RPM-GPG-KEY-redhat-release. .

Checking for any missing packages or files

Checking for missing files...
No missing files found.
Checking if upgrade is supported
Current platform version:
Target platform version:
Minimum supported version:

Upgrade from same release as current is supported

[Evaluate if there are any packages to upgrade
Evaluating if there are packages to upgrade...
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Step

Procedure

Result

27. [

VM Console:

Output similar to
that shown on the
right may be
observed as the
server initiates a
post-install reboot.

scsi? @ SCSI emulation for USB Mass Storage devices

scsi8 - SCSI emulation for USB Mass Storage devices

input: Intel{R) Hultidevice as /class/input/input3

input: USB HID v1.81 House [Intel{R) HMultidewice] on usb-8@08:80:1d.3-1
input: Intel{R) Hultidewice as /class/input/inputh

input: USB HID u1.81 Keyboard [Intel{R) Multidewvice] on usb-8000:80:1d.3-1
Restarting system.

machine restart

28. ]

VM Console:

After the server has
completed reboot,
log into the server as
admusr.

CentOS release 5.6 (Final)
Kernel 2.6.18-238.19.1.el5prerel5.0.0 72.22.0 on an x86 64

hostnamel260476221 login:admusr
Password: <admusr password>

29. ]

VM Console:

Output similar to
that shown on the
right appears as the
server returns to a
command prompt.

*** TRUNCATED OUTPUT **#*
\ \

| This system has been upgraded but the upgrade has not yet |

| been accepted or rejected. Please accept or reject the |
| upgrade soon.

\ \
VPATH=/opt/TKLCcomcol/runcm5.16:/opt/TKLCcomcol/cm5.16

PRODPATH=
RELEASE=5.16
RUNID=00

VPATH=/var/TKLC/rundb:/usr/TKLC/appworks:/usr/TKLC/awpcommon: /usr/TKLC
/comagent-gui:/usr/TKLC/comagent:/usr/TKLC/udr

PRODPATH=/opt/comcol/prod
RUNID=00

[admusr@hostnamel260476221 ~1$

level matches the
target release.

30. D VM Console: $ verifyUpgrade
Verify successful .
NOTE: This command should not return output on a healthy system.
upgrade.
31 I:l VM Console: [admusr@ pc9000724-no-a ~]$ appRev
Verﬁythatthe Install Time: Fri Feb 9 04:48:18 2019
Application release Product Name: UDR

Product Release: 12.5.1.0.0_17.7.0

Base Distro Product: TPD
Base Distro Release: 7.6.1.0.0-88.55.0

Base Distro ISO:
x86_64.1is0

TPD.install-7.6.1.0.0 88.55.0-OracleLinux6.9-

ISO name: UDR-12.5.1.0.0 17.7.0-x86 64.iso

0S: OraclelLinux 6.9

32. []

Change directory

$ cd /var/TKLC/backout

33. ]

Perform upgrade
acceptance.

$ sudo ./accept
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Verify server health

acceptance.

$ alarmMgr --alarmStatus

Step Procedure Result
34. [ ]| VM Console: Reboot the server:
Reboot the server $ sudo reboot
Wait until the reboot completes and re-login with admusr credentials.
35. [_] | VM Console: Verify server health:

NOTE: This command should return only one alarm related to pending upgrade

THIS PROCEDURE HAS BEEN COMPLETED

C.7 CONFIGURE GUESTS NETWORK

This procedure creates Oracle Communications User Data Repository virtual machines (guests) from 1SO.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure25: Configure Guest OAM Network

5.

Fartially Running
W Lease expires: 10 days

--

Open

00O

Step Procedure Result
1. []| Logintothe
VMware vCloud
Director
e VMware vCloud Director
2. []| vCloud
Director: | (2} Home ‘& My Cloud ‘ Catalogs
Select .Open Quick Access
hyperlink for
the Oracle To start a wApp, click Start. To use 3 powered on wappg, click on its thumbnail.
Communication . )
s User Data ok Add vspp from Catalog 58 Build Mews wApp
Repository
vApp then UDR 12.1 DR Site UDR 12.1 Primary Site
procede to Step

Running Open
¥ Lease expires:10days (D @ ©

NOTE: Current vApps are listed on the Home Page. If a new vApp is required continue with

the next step.
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3.Click Cancel

MIC# Conne

Step Procedure Result
3. []] vCloud
Director: o} Home | & My Cloud | [ Cataloos
Navigate to My My Cloud 32 UDR 12.1 DR Site Partilly Running
Cloud 2> 3B vADDS _ : _
Virtual whApp Diagram | Virtual Machines | MNetworking
Machines Figcent tems
4, []| vCloud
. vApp Diagram | Virtual Machines | Mepuarkina
Director: 1 vApp VM Menu
1.Se|eCt the [ ] oo m Q "é" @ Fopout Console All
VM Console Name D Networks
: & Id-axel 00 Suspend NIC 0% XMI
2.Click the Blue I Shut Down Guest 0 NICT Xl
Gear icon. I Fower O NIC2 -
3.Sel £ Reset
.Select & mp-1 B4 NICO*  XMI
Properties NICT Il
MICZ : XSl
Inser CO/DVD from Catalog...
& Mp-2 Eject CDIDVD B4 MICO* XM
Install Vidware Tools [Ggus [
NICZ : XSl
5 NO-A B4 NIC O~ XMI
MICT ;I
MICZ2 : XSl
- & NoB B4 NIC 0% XMI
Create Snapshot NICT I
5. []] vCloud
Director: L )
General | Hardware | Guest 0% Customization Guest Properties
1.Select
Hardware
tab. NICs
2.Recored the
NIC number ﬁ Guest customization is required to run for the NIC changes to take effect.
assigment of Show network adapter type
application Adapter choice can affect both networking performance and migration compatibility. Consult the WMware Knowledge
networks support for various guest operating systems and hosts.

IF Mode

Static - IP Pool -

Record the NIC device number assigment for these networks:

XMI:

IMI:

XSI-1:

XSI-2:

(optional)

Cancel
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Step Procedure Result
6. [ ]| vCloud
Director: whpp Diagram | Virtual Machines | Metwarking
Click the o ) O - A Al -
console to raise
. Conzole Name 14 Status os Heta...
console window
Ij:| maotrisville-udr-noB Poweered Off Qracle L MIC 0%
MIC
MIC 2
1 WO-A Powered Off Red Ha MIC 0%
MIC
MIC 2
& Seagull Fowared Cn Other LI WIC 0%
MICH
MIC 2
7. I:' VM Console: login as: admusr
Login to console Password:
as admusr
8. []| VM Console: 1.View a list of netAdm devices
Configure XMI $ sudo netAdm show
network .
2.Set the XMl device for routable OAM access:
NOTE: Use add if the show command did not list device ethO. Use set otherwise.
$ sudo netAdm add --device=eth0 --address=<Guest XMI IP Address> --
netmask=<XMI Netmask> --onboot=yes --bootproto=none
3.Add the default route for XMl:
$ sudo netAdm add --route=default
--gateway=<Gateway XMI IP Address> --device=eth0
NOTE: The network device may be different than shown here (eth0) if the order of network
adapter insertion was other than shown. Refer to Step 5 for this assignment.
VM Console: Set the XSI device for routable signaling network access (Only for NO and MP Servers):
9. [ gnaling y
Configure XSI NOTE: Where ethX is the interface associated with the signaling network
network
$ sudo netAdm add --device=eth2 --address=<Guest XSI IP Address> --
netmask=<XSI Netmask> --onboot=yes --bootproto=none
NOTE: The network device may be different than shown here (eth2) if the order of network
adapter insertion was other than shown. Refer to Step 5 for this assignment.
10. [_] | VM Console: Repeat Step 7 to add XS1-2 (eth3) if a second signaling network is in use. Adjust parameter
Repeat as values as required
required
11. [] | VM Console: $ exit
Exit console

NOTE: Press Ctrl-Alt to escape from console.

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix D. OpenStack Cloud Oracle Communications User Data Repository

This appendix contains procedures for deploying Oracle Communications User Data Repository on the
Openstack platform. The steps here contain references to third party interfaces, the accuracy of which
cannot be guaranteed. Appearance and function may differ between versions of Openstack software and
deployments of Openstack cloud computing.

IMPORTANT NOTE: The content of this appendix is for informational purposes only. Consult the latest
documents from the vendor of your OpenStack distrobution.

D.1 OPENSTACK IMAGE CREATION FROM OVA
This procedure converts application media (OVA) to gcow?2 format and upload it into OpenStack.
Needed material:
e Oracle Communications User Data Repository OVAs
Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure26: OpenStack Image Creation from OVA

Step Procedure Result
1. I:‘ 1. Login to login as: root
OpenStack root@100.65.218.136's password: <root password>
Controller Last login: Thu Feb 9 21:10:59 2016 from 10.182.167.73
Node using '
[root@pcl2107008 ~]# mkdir -p /home/ova
root user
2.Create [root@pcl2107008 ~]1# cd /home/ova
/home/ova
dir
2. I:‘ Transfer OVA [root@pcl2107008 oval# 11
file this dir -rw-r--r-- 1 root root 1519329280 Feb 2 03:40 UDR-12.5.1.0.0 _17.7.0.ova

using sftp tool

3. I:' Untar this ova [root@pcl2107008 oval# tar xvf UDR-12.5.1.0.0 17.7.0.ova
file UDR-17 7 0.ovf
UDR-17 7 0.mf

UDR-17_7_0.vmdk

4. I:' Convert this [root@pcl2107008 oval# gemu-img convert -O gcow2 UDR-17 17 0.vmdk UDR-

. 17 7 0.gcow2
vmdk file to —---d

gcow? file
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Step Procedure Result
5. [] Import [root@pcl2107008 oval# source /root/keystonerc admin
converted [root@pc12107008 ova (keystone admin)]# time glance image-create --name
gcow? file into UDR-17 7 0 --disk-format=qcow2 --container-format=bare --
OpenStack visibility=public-- file= UDR-17 7 0.gcow2
fom e o +
| Property | Value |
fom o +
| checksum | 81e7f682231b108e29053e9516ff9%1ac |
| container format | bare |
| created at | 2019-02-9T06:56:51 |
| deleted | False |
| deleted at | None
| disk format | gcow2 |
| id | ee0ffa59-356b-4b32-aeca2-b0cdf9063653 |
| is public | True |
| min disk | 0
| min ram | 0
| name | UDR-17 7 0 |
| owner | 63efbafd70864562aa6440abfca60cab |
| protected | False |
| size | 3615227904 |
| status | active |
| updated at | 2016-03-29T06:57:16 |
| virtual size | None |
o e e +
real 0m26.267s
user Om2.435s
sys O0m2.691s
6. [_]| Afterimage-
create, this Q x|+ Create Image
image could be
[u] Owner Name + Type Status Visibility Protected Disk Format Size
seen from
OpenStack GUI O ¥ admn UDRA7_7 Image Actie Public No acow? 40668
under Project
- Images
THIS PROCEDURE HAS BEEN COMPLETED
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D.2 CREATE RESOURCE PROFILES (FLAVORS)
This procedure creates resource profiles called flavors to aid in VM creation.
Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure27: Create Resource Profiles (Flavors)

Step Procedure Result
1. [] | Logintothe
OpenStack GUI u
NOTE: Flavor openstack
profile :
creation may Log In
require
.. . U: N :
administrative e
privilige.
Password:
2. [] | Select Main : —
Menu > B3 openstack ~  aamn worn
Admin > )
Project Flavors
System Panel
Admin
- Flavors Flavors
SystemPanel
Flavor Root Ephemeral Swap
e ] Name VCPUs RAM Disk  Disk Disk  ID
verview
Hypenisors [ mi.tiny 1 512MB 1GB 0GB omMB 1
Host Aggregates
et F] m1smal 1 2048MB  20GB 0GB ome 2
nstances
Volumes
[ m1medium 2 4096MB  40GB 0GB omB 3
Flavors
Images ddB866eat
] udrso 4 4096MB 60GB 0GB OMB o
Click Create
3. [ Flavors
Flavor
Flavors Q it | # Create Flavor
Flavor Root Ephemeral Swap
7] Name VCPUs RAM Disk Disk Disk ID Public Actions
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Step

Procedure

Result

4.

[

Enter Flavor
Details using
Appendix G as
a guide *

Name: udr-no
ID: auto
VCPUs: vCPUs*
RAM: RAM*

Root Disk:
Storage*

Ephemeral
Disk: 0

Swap Disk: 0

NOTE: UDR
does not
require
Ephemeral or
Swap Disk.

Then click
Create Flavor.

Create Flavor

Flavar Info *

Name: *

RAM MB: *

Root Disk GB: *

Ephemeral Disk GB: *

Swap Disk MB: *

From here you can create a new flavor to organize

instance resources.

Cancel Create Flavor

THIS PROCEDURE HAS BEEN COMPLETED

D.3 CREATE KEY PAIR

This procedure creates Key Pair to be used in VM creation.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure28: Create Key Pair

Step Procedure Result
1. []| Losgin tothe

OpenStack GUI n
NOTE: Flavor openstack
profile creation
may require Log In
administrative
privilige. ms:

Password:
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Security 2 Key
Pairs

Step Procedure Result
2. I:| Select: Main Access & Security
Menu-> Compute
- Access & s .

ey P Narse Fingerprint Actons

Desele Key Pt

Click Create Key
Pair.

automatically get
downloaded to
your computer.

Q + Create Key Pair & Import Key Pair
Actions
4, [ ]| Enter Key Pair
Name Create Key Pair
Then click Create
Key Pair. Key Pair Name *
UDR_Key| Description:
Key pairs are ssh credentials which are injected into
images when they are launched. Creating a new key pair
registers the public key and downloads the private key (a
.pem file).
Protect and use the key as you would any normal ssh
private key.
Cancel Create Key Pair
5. |:| The Key pair The generated Key Pair gets downloaded automatically on creation. This is used for

SSH Access to VM Instances.

THIS PROCEDURE HAS BEEN COMPLETED

D.4 UPDATE UDR STACK YAML FILE
This procedure updates UDR Stack Yaml File to be used in VM creation.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure29: Create Key Pair

name or ID with
the name of the
UDR Qcow?2 to
be used

Step Procedure Result
1. [ ]| Download the Go to the Oracle Help Center and download the zip file containing the UDR Heat
yaml file Templates.
2. []| Update Image Change the deafult value.

label: Image name or ID

description: UDR Image to be used for launching UDR VM

default: UDR-12.5.1.0.0 17.7.0
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Step Procedure Result
3. []| Update the NTP | Change the default value.
Server IP

label: NTP server

description: IP address of the NTP server used for UDR VM syncing time

default: 192.168.56.180

4, []| Update the UDR
flavor name if

Change the default value.

label: Flavor for UDR

different o . .
description: Type of instance (flavor) to be used for launching UDR VM
default: UDR

5. []| Update the XMI | Change the default value.

_Neifwork name label: UDR XMI network

if different o
description: Network name or ID to attach UDR XMI network to.
default: xmi

Update the IMI
Network name
if different

Change the default value.
label: UDR IMI network
description: Private network name or ID to attach UDR IMI network to.

default: imi

Update the XSI1
Network name
if different

Change the default value.

label: UDR XSI1 network

description: Network name or ID to attach UDR XSI1 network to.

default: xsil

Update the XSI2
Network name

Change the default value.

configuration
from line 147 to
234 if
configuring
active, standby
UDRs

label: UDR XSI2 network
if different
description: Network name or ID to attach UDR XSI2 network to.
default: xsi2
9. []| Uncomment Uncomment UDRB configuration from line 147 to 234 if configuring active, standby
UDROB UDRs

THIS PROCEDURE HAS BEEN COMPLETED
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D.5 CREATE VM INSTANCES USING YAML FILE
This procedure creates and configure all VM instances needed for UDR configuration.
Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure30: Create VM Instances Using Yaml File

Step Procedure Result
1. [ ]| Losgintothe
OpenStack GUI n
openstack
Login
User Name:
Password:
2. []| 1-Select project, (for
example, UDR). 3 openstack = ocudr v
2.Navigate to Project
- Orchestration
- Stacks to show S - StaCkS
all Stacks created
under this project. Compute 2
O Stack Name
Network v
O komal
Orchestration A
Od UDR-x52
Stacks
O Edward1
Resource Types
0O  UDRPV04
Object Store -
O UDRPYO1
Identity v
O UDRPV02
3. []| Click Launch Stack
Q =+ Launch Stack @ Preview Stack
Updated Status
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Step Procedure Result
4, []| Select the Template
File and Click Next Select Template
Template Source *
File .| Description:
Use one of the available template source options to
Template File @ specify the template to be used in creating this stack.

Choose File | UDR_Stack.yaml

Environment Source

File v

Environment File @

Choose File | Ne file chosen

Canc El m
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create UDR Stack

Creation Timeout:minutes}‘@
60

O Rollback On Failure @

Password for user "udrsw" * @
L1 11]]

availability_zone
nova

Image name or D @
UDR-12.4.0.0.0_16.14.0

OCUDR IMI network @
int-imi

Flavor for NOAMP @

OCUDR_2K

ntp
192.168.56.180
OAM security group @

default

OCUDR XMI network @

int-xmi

OCUDR XS network @

int-xsi1

OCUDR X512 network @

int-xsi2

Step Procedure Result
5. []| 1-Enterthe Stack
Name Launch Stack
2.Enter the password
for Openstack user Stack Name ~ @ L
3.Click Launch to OCUDR_12_4 Description:

Create a new stack with the provided values.

Wait for stack
creation to finish.

Stacks

Stack Noms Crastad

O minutes

Q | +Launn s

Updated

THIS PROCEDURE HAS BEEN COMPLETED
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D.6 EXTEND VM INSTANCE VOLUME SIZE
This procedure extends the storage capacity of a VM instance using filesystem utilities.

Important: The steps in this procedure only apply to servers where storage demands exceed the default
size of 60GB. The numbers here vary depending on the unique needs of each deployment and the specific
hardware resource availability. This is to be taken as an example only. The suitability of these steps
cannot be guarenteed across all deployment scenarios.

This procedure must be performed only under these conditions:
e UDR Instance with resource profile other than lab profile
Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure31: Extend VM Instance Volume Size

Step Procedure Result

1. [] Login tothe VM
Instance as per
D.10 Accessing
VM Instance using
SSH

hostnamealOc2d9aa8bce login: admusr

2. |:| Switch to root 4 su - root

user password: <root password>

3. [ Usefdiskto [root@hostnameb267a6968148 ~]#fdisk /dev/vda

create a partition Command (m for help): p
on /dev/vda Disk /dev/vda: 171.8 GB, 171798691840 bytes
16 heads, 63 sectors/track, 332881 cylinders
NOTE: First Units = cylinders of 1008 * 512 = 516096 bytes
cylinder of Sector size (logical/physical): 512 bytes / 512 bytes
/dev/vda3is I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x0008a531

calculated from

. Device Boot Start End Blocks Id System
end cylinder of /dev/vdal  * 3 523 262144 83 Linux
/dev/vda2, say Partition 1 does not end on cylinder boundary.

124810 is the /dev/vda2 523 124809 62640128 8e Linux LVM
next of the end Partition 2 does not end on cylinder boundary.

cylinder of

/dev/vda?2 Command (m for help): n

Command action
e extended
P primary partition (1-4)
p
Partition number (1-4): 3
First cylinder (1-332881, default 1): 124810
Last cylinder, +cylinders or +size{K,M,G} (124810-332881, default
332881):
Using default value 332881
Command (m for help): w
The partition table has been altered!
Calling ioctl() to re-read partition table.
WARNING: Re-reading the partition table failed with error 16: Device
or resource busy.
The kernel still uses the old table. The new table will be used at
the next reboot or after you run partprobe(8) or kpartx(8)
Syncing disks.

4. [] Rebootinstance [root@hostnameb267a6968148 ~]# init 6
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Step

Procedure

Result

5.

[

After reboot,
Login to the VM
with admusr user
and switch to root
user D.10
Accessing VM
Instance using
SSH

hostnameb267a6968148 login: admusr
# su - root
password: <root password>

volumes for 2K
profile

6. Create pv [root@hostnameb267a6968148 ~]# pvcreate /dev/vda3
/dev/vda3 Physical volume "/dev/vda3" successfully created

7. Extend vg vgroot [root@hostnameb267a6968148 ~]# vgextend vgroot /dev/vda3
on /dev/vda3 Volume group "vgroot" successfully extended

3. Extend logical

# lvextend -L +52428800K /dev/vgroot/run db
# lvextend -L +52428800K /dev/vgroot/filemgmt
# lvextend -L +6291456K /dev/vgroot/logs process

# resize2fs /dev/mapper/vgroot-filemgmt
# resize2fs /dev/mapper/vgroot-run db
# resize2fs /dev/mapper/vgroot-logs process

# lvsdf -ha
LV VG Attr LSize Pool Origin Data%
Move Log Cpy%Sync Convert
apw_tmp vgroot -wi-ao---- 9.09g
filemgmt vgroot -wi-ao---- 68.19g
logs process vgroot -wi-ao---- 9.66g
logs_security vgroot -wi-ao---- 3.66g
netbackup lv vgroot -wi-ao---- 2.00g
plat root vgroot -wi-ao---- 1.00g
plat tmp vgroot -wi-ao---- 1.00g
plat usr vgroot -wi-ao---- 4.00g
plat var vgroot -wi-ao---- 1.00g
plat var tklc vgroot -wi-ao---- 4.00g
run_db vgroot -wi-ao---- 59.09g
# vgs
VG #PV #LV #SN Attr VSize  VFree

vgroot 2 11 0 wz--n- 219.72g 57.03g

Meta%
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Step

Procedure

Result

9. [

Extend logical
volumes for 7K or
12.5K profile

T

S o e

lvextend -L +115343360K /dev/vgroot/run db
lvextend -L +104857600K /dev/vgroot/filemgmt
lvextend -L +6291456K /dev/vgroot/logs process
lvextend -L +10485760K /dev/vgroot/apw_tmp

resize2fs /dev/mapper/vgroot-filemgmt

resize2fs /dev/mapper/vgroot-run db

resize2fs /dev/mapper/vgroot-logs process

resize2fs /dev/mapper/vgroot-apw tmp# lvs

LV VG Attr LSize Pool Origin Data%

Move Log Cpy%Sync Convert

apw_tmp vgroot -wi-ao---- 29.09g
filemgmt vgroot -wi-ao---- 118.19g
logs process vgroot -wi-ao---- 9.66g
logs_security vgroot -wi-ao---- . 669
netbackup lv vgroot -wi-ao---- .00g
plat root vgroot -wi-ao---- .00g
plat tmp vgroot -wi-ao---- .00g
plat usr vgroot -wi-ao---- .00g
plat var vgroot -wi-ao---- .00g
plat var tklc vgroot -wi-ao---- 4.00g
run db vgroot -wi-ao---- 109.09g

s e D W

vgs
VG #PV #LV #SN Attr VSize VFree
vgroot 2 11 0 wz--n- 282.69g 117.31g

Meta%

10. []

Reboot instance

[root@hostnameb267a6968148 ~]# init 6

THIS PROCEDURE HAS BEEN COMPLETED

D.7 VM INSTANCE NETWORK CONFIGURATION

This procedure configures network interfaces for VM instance.

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure32: VM Instance Network Configuration

Step Procedure Result
1. [] | Logintothe
OpenStack GUI n
openstack

Login

User Name:
Password:
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Step Procedure Result
2. [] | Login VM
instance from HTLET i )
. ask  State Uptime Actions
Project 2>
Compute >
. 17 hours, Create Snapshot| | More ¥
Instances 9 bne Runmng 19 minutes reale snapsno Ware
MOre 9 Associate Floating IP
ConSO|e Disassociate Floating IP
pne  Running ; \;":;:S Edit Instance

Edit Security Groups
View Log
bne  Running 4 weeks Pause Instance
Suspend Instance
Resize Instance
Soft Reboot Instance
. Hard Reboot Instance
bne  Running 4 weeks
Shut Off Instance

Rebuild Instance

Terminate Instance

bne  Running 4 weeks

3. D Logm.tothe hostnameaOc2d9%aa8bce login: root
VM with root password: <root password>
user

4. [] | UsenetAdmto | NOTE: This step is required only for ISO installs.
add device and

set ip address [root@ hostnamealc2d9aa8bce ~]# netAdm add --device=eth0
Interface eth0 added

(1SO installs
only)
5. D Setlp.address [root@ hostnameaOc2d9%aa8bce ~]# netAdm set --device=eth0 --onboot=yes
for this \
interface --netmask=<netmask> --address=<ip address>

Interface eth0 updated

6. I:‘ Add default [root@ hostnameaOc2d9%aa8bce ~]# netAdm add --route=default --
router device=eth0 \

--gateway=10.240.174.1
Route to eth0 added

7. |:| Add ethl [root@ hostnameaOc2d9aa8bce ~]# netAdm add --device=ethl
interface Interface ethl added

8. [] | Addeth2 [root@hostnameb6092a316785 ~]# netAdm add --device=eth?
interface Interface eth2 added

THIS PROCEDURE HAS BEEN COMPLETED
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D.8 VIRTUAL IP ADDRESS ASSIGNMENT

This procedure configures a VIP for a virtual machine. Administrative access to the OpenStack controller

node is required.

Mark (O) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure33: Virtual IP Address Assignment

Step Procedure Result
1. [ ]| Logintothe
OpenStack GUI u
openstack
Login
User Name:
Password:
2. []] 1-Select project, — ”
(for example: Project / Compute / Instances
UDR)' Compute v
2.Select Project
- Compute Oveniew I n Sta nces
- Instances
to show all Instances
Instances Volumes
created under O  Instance Name Image Name IP Address
this project: Images
Access & Security int-imi
« 10.10.2.63
Metwork > . i
O  pv2kbncmk-qyls-noa UDR-12.4 16.14.0 int-xsi1
Orchestration > « 10.10.3.21
EXT-XMI
Object Store >
» 10.75.173.233
Find the UDR Record the IP addresses of the UDR instances primary XMl network.
3.
instances
UDR A:
UDR B:
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OCUDRSITE1_OCUDRA_IMI_PORT
OCUDRSITE1_OCUDRB_IMI_PORT
OCUDRSITE1_OCUDRB_X3I2_PORT
OCUDRSITE1_OCUDRB
OCUDRSITE1_OCUDRB_XSM_PORT
OCUDRSITE1_OCUDRA_XSIM_PORT
OCUDRSITE1_OCUDRA_XSIZ_PORT
OCUDRSITE1_OCUDRA_XMI_PORT
OCUDRSITE1_OCUDR_VIP_PORT

OCUDRSITE1_OCUDRA

Step Procedure Result
4. []| 1 Navigate to
Project = S-t k
Orchestration MNetwork > a C S
- Stacks
2. Select the Orchestration v
Stack Name
to see more
detail Stacks
O  Stack Name
Resource Types
O pvZkbncmk-qyls
Template Versions
5. [ ]| Selectthe
Resource ta b, Topology Overview Resources Events Template
find the VIP
PORT for UDR Stack Resource Resource
servers. OCUDRSITE1_OCUDRB_XMI_PORT 3d3d71b9-dd54-4424-9025-352ee53d2acd

Dafbd8ed-b0al1-48f5-a603-00d24f360668
bed28e3e-6275-4629-beb3-e5b649ef0942
451b4d2d-9b48-4c64-8e5f-17804701a6bb
Ged439ff8-620d-4cf2-a9e4-e387 c6fabfZe
887a2614-432f-4439-abb2-d1ffcd516ad8
bffaffe8-e720-4f30-b514-16ad7e9df5ak
bed62056-308b-493c-bed7-128dd04accaf
3clce151-c72d-4a07-9df3-646497fa1b3c
0786cf62-3203-46b5-a4f8-beb19cf55b7

3c1f76d0-4142-4fT1-8d3e-22dbad 132040
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Step Procedure Result
6. [ ]| Copy orrecord
the Port ID for
UDR Stack Resource Resource

Copy or record
all required Port
IDs for DR Site.

Repeat Step 5 and Step 6 to copy or record the Port ID of both servers: DR-UDR-A and
DR-UDR-B.

DR-UDR-A: DR-UDR-B

OpenStack
Controller
node:

1.Access the
command
prompt.

2.Log into the
controller
node as a
privilidged
user.

login as: <usr name>

root@10.250.xx.yy's password: <usr password>

Last login: Mon Jul 30 10:33:19 2012 from 10.25.80.199
[root@control0l]#

OpenStack
Controller
node:
Initialize
environment
variables

controller ~]# source keystonerc udrsw
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Step Procedure Result
10. |:| OpenStack Assign the VIP address to both A and B servers sharing the VIP:
Controller [root@controlO0l ~(keystone udrsw)]# openstack floating ip create —--port
node: <UDR_VIP Port ID> EXT-XMI
Assign VIP by For example:
Port IDs

openstack floating ip create --port £c7b8473-b39d-477f-8b2b-
Te0a3b45cebb EXT-XMI

11. []| OpenStack
Controller
node:
Repeat if
needed

Repeat Step 10 as required for any other server pairs requiring a VIP.

12. [_] | OpenStack
Controller
node:

association

Confirm VIP

VIP associations may be confirmed with the following command by Port ID:

[root@control0l ~(keystone udrsw)]# neutron port-show <port id>

See Figure 3 for an example of the output.

THIS PROCEDURE HAS BEEN COMPLETED

Figure 3 Example port-show output.

| admin_state_ up

allowed address_pairs

binding:host_id

binding:profile

binding:vif details

binding:vif type

binding:vnic_type

device_id

device_ owner

extra dhcp opts

fixed ips

| id

mac_address

| name

network id

o +
| Value |
o +
| True

| {"ip_address": "10.240.221.36", "mac_address": "fa:16:3e:ce:18:2a"} |

compute05.labafrica

I {1 I

{"port_filter": true, "ovs_hybrid plug": true} |

| ovs

normal |

947457b4-46e8-43e7-8£14-79c816388e3d

compute:0dds |

{"subnet id": "23f28095-bdb6-4fab-bl3e-281d726ef3eb", "ip address": "10.240.221.38"} |

aaldb554-d0a6-413d-b77c-63e11a3c9895

fa:16:3e:ce:18:2a

62027e77-7556-42b2-8070-£fbd61933877

| port security enabled | True

security groups

status

tenant id

S

led4bd44c-9ac2-4cd0-a56b-c094a52830c2

ACTIVE |

d2fda814485247£795c23b%af2bc2elc |

o +
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D.9 GENERATE PRIVATE KEY FOR SSH ACCESS
This procedure is used to generate Private Key to be used for accessing VM instance via SSH.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure34: Generate Private Key for SSH Access

Step Procedure Result

1. [] | Ltaunch -
PuTTyGen E PuTTY Key Generator l Pl

e ———

File Key Conyersicns Help

Key
Mo key.

_ 1
Actions

Generate a public/private key pair £ Generate {

Load an existing private key file [ Load ]

Save the generated key

[95]
1]
il
C
Ir_'.
(7]
=
[i]
(T3]
il
T
ol
]
=
[i]

Parameters

Type of key to generate:
(71 S5H-1 (RSA) @ S5H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2043
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Step

Procedure

Result

2.

[

Load the key
filei.e *.pem
generated in
D.3 Create Key
Pair

Click OK

| B2 PUTTY Key Generato

File Key Conwversions Help

Key
Public key for pasting into Open55H authorized_keys file:

ashTsa -

Gl Successfully impeorted foreign key

W' (Open55H S5H-2 private key).
To use this key with PuTTY, you need to
use the "Save private key" command to
save it in PuTTY's own format.

Load an existing private key file [ Load l
Save the generated key Save public key ] [ Save private key I
Parameters
Type of key to generate:
(71 55H-1 (RSA) @ S5H-2 RSA () 55H-2 DSA
Mumber of bits in a generated key: 2043
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Step Procedure

Result

3. [] | Savethe
Private Key by
clicking Save
Private Key

Click Yes
Click Save

[ PuTTY Key Generator

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

gshsa -
AAAABINZAC Tyc2EAAAADAQABAAABAQCr/d 1 +qwdWcpHAS iedLe 1 ZaLp Ry SN @
Premg Toc41T9Gp RgwOinZBp Tdx Sy s Hurllgua Lk EnBSRiMWSC SpVoyDOVELG B
wMU3urBY+0g Aym FxCHW

r"-"x"""l WG PalVBtquses -

4 Are you sure you want to save this key
L'E without a passphrase to protect it?

ves || Mo

Save the generated key [ Save public key ] [ Save private key ]

Parameters

Type of key to generate:
(71 55H-1 (RSA) @ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2043

ﬁ’ Save private key as:

(D 5 » oo » Downlonss [

Search Dow

Organize - MNew folder c - @
El WebCenter Cont * Mame - Date modified i
B Deskt E| | udr_key_pair_bc_private.ppk 1/9/2017 12:50 AM
esktol
= b p | udr_key_pair_bc.ppk 1/9/2017 12:48 AM
loraries
"3@ o | tim_subs 7/1/2016 3:27 PM
ocuments
J’ - |/ 50APFuzz_and_UDR_Logs_06032016-14-29-06 6/28/2016 1:53 PM
usic
e . savelogs_plat.NO.576 11/22/2016 11:31 ... |2
g Vfd e || Rowlevel DQ §/23/2016 2:51 PM
ideos
2 kotharg 1 Logs 8/31/2016 10:10 PM
othare
: : 1 logfile (1) 5/6/2016 5:15 PM
= 'argwmd 1! logfile 5/5/201611:22 PM
J wvagrant.
= ‘u": ™ . Komal Thareja 1/28/201611:13 PM
J VirtualBox
- 1 BUG-24562653 9/9/2016 3:35 PM
d AppData Ll Awwarde S/20/I01A 710 DAA
= Contacts <L L L3
File name: M -
Save as type: [PuTI'Y Private Key Files (*.ppk) v]

# Hide Folders

THIS PROCEDURE HAS BEEN COMPLETED
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D.10 ACCESSING VM INSTANCE USING SSH

This procedure is used to access VM instance via SSH. This procedure assumes following:

e Network configuration on VM insatance is complete or floating IPs have been associated with VM

instance

e Private Key has been generated as per D.9 Generate Private Key for SSH Access

Mark (v') each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure35: SSH Access to VM Instance

Step Procedure Result
1. [] | Launch Putty 2
. ﬁ PuTTY Configuration 1 l ‘ ug
Specify IP
Address of the Categony:
VM Instance =) Session Basic options for your PuTTY session
& Ton I_.c'glging Specify the destination you wart to connect to
TmI«'IIZ:I:Dard Host Mame (or IP address) Port
- Bell 10.75.183.194] 22
- Features Connection type:
= Window (7 Raw () Telnet ) Rlogin @ SSH () Serial
J;.ppea!ance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions I
- Selection
- Colours ;
Default Settings -
= Connection BC-NO 7 _
. Data ade B
D e [sae | |
brmvhst
TEln'.Et florence l
- Rlagin kors-1 i
- S5H
- Senial Close window on exit:
(71 Mways () Mever @ Only on clean exit

Aot ||  Hebp

Open ] [ Cancel

i =———
—
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Step Procedure Result
2. [] | Navigate to
Select the Category: I
*.ppk file =) Session - Options cortroling 55H authentication |
generated by ‘... Logging M
D.9 Generate &) Terminal ["] Bypass authentication entirely (SSH-2 only)
Private Key for - Keyboard Display pre-authentication banner (S5H-2 anby)
SSH A
ceess E:IEIItures Authentication methods
= Window Attempt authentication using Pageant
- Appearance [ Attempt TIS or CryptoCard auth (SSH-1)
- Behaviour Attempt "keyboarddinteractive” auth (55H-2)
- Translation = o
.. Selection Authentication parameters
- Colours [ Mllow agent forwarding
= Connectian [] Mlow attempted changes of usemame in 55H-2
- Data Private key file for authentication:
- Froxy \Users\kotharej\Desktop'\UDR_key ppk
- Telnet
- Rlagin
- 55H | &
- Cipher
8
| Mot || Hep | Open || Cancel
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Step Procedure Result

3. [] | From Session
ﬁ PuTTY Cenfiguration “ ey @Ig

Category, click

Open to launch Cat _
the SSH ~Aegoy-
connection =R Session - Basic options for your PuTTY session
Specify & TE"" I_.oglging Specify the destination you want to connect to
username Tml‘:;:rbnard Host Mame jor IP address) Port
admusr when - Bell 10.75.183.134 22
prompted - Features Connection type:
= Window 71 Raw ) Telnet ) Rlogin @ SSH ) Seral

';tE::::E:E Load, save or delete a stored session

.. Translation E Saved Sessions

- Selection

CD"]!JFS Default Settings - Load

-Lannection BC-NO B

. Data ade B
brwhst
T bt [_pete ]
- Rlogin kors-1 <
B- S_SH o
- Kex Cloze window on exit:
Cipher (71 Mways () Mever @ Only on clean exit
- Auth
L TTY -
Mbout || Hebp Open || Cancsl

THIS PROCEDURE HAS BEEN COMPLETED

D.11 CLOBBER THE DATABASE ON VM INSTANCE
This procedure clobbers the database on VM instance.
Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure36: Clobber Database on VM Instance

Step Procedure Result

1. []| Logintothe VM
with admusr via
SSH as per D.10
Accessing VM
Instance using
SSH

hostnamealc2d9aa8bce login: admusr

2. []| Switch to root 4 su - root
user password: <root password>
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Step Procedure

Result

Run
prod.clobber on
the created
instances

3. U

NING ABOUT
enter
ctting

waiting

lobbering

rundbsrun

Run prod.start
on instance

After start, use
pl to check
process status,
after first start,
only a few
processes start

ar /TRLC/rundb/run/db/DatadictPar 16052705581
eqrcurreat Juar/ik rundd/ren/dh/atabictPart /2040527,
hoD.DatabictPart .xnl

o iqU ~1HddToXML =Datapicty
« edd.op ~~install
created: 2016052795

spawmiine
cnha /27
CNSoapa
1dbsvc
inetnerge
raclerk
re.portmp

nto DAD
inetnerge
raclerk -r

portnap

ME2 0N

00
c1ie

Sh00.0atabictPart .t

1.58480. DatabictPart . togp

PERZ® -1 -52 11

Run prod.start -i
again on
instance, this
time, all
processes
started

(root@nostnanc2c6772¢9819¢ ~18 prod.start

prod.start (RUNID=0B) .
getting current state...
(product under procmgr)
ting state X...
waiting for state [XBR)...

Current state: 2

Current state is X
[rooti@mostnane2c6772F9819e ™8 pl

5 pid proclag $1 stat
K 29586 Imysqld Up
i3 ProcWatch Up

b apuSoapServer up w27
cnha up 0s/27
caplatalarn up /27
CRSNNpSa Up /27
crsoapa Up /27
eclipsedelp up /27
quiReqMapload uUp /27
Ldbsvc up /27
inetnerge up /27
inetrep up /27
nkdbhooks up /27
oanphgent up /27 oanpAgent
pn.watchdog Up /27 pa.watchdog

racl Up /27 raclerk -r 3000
re.portmap Up 0s/27 re.portmnap -c10e
statclerk Up w27 statclerk -s -0
vipngr up /27 vipngr

cnd
Imnysqld.start
ProcVatch -L

spawntine
05/27 W2:00:25
/27

force

cnha

coplatalarn

casnmpsa -R 1.3.6.1.4.1
cRs0apa
eclipselielp
quiRegHapload
idbsve -M10
inetnerge
inetrep
nkdbhooks

L 29571
( 29608
29594
296873
{ 29075
L 29596
29598
( 206m
29615
. 29827
29578
29605
296w

ME20h% -DAD

1CHNOSTGCHK =1 apwSoapServer

«323.5.3.32.

DES20 -\

THIS PROCEDURE HAS BEEN COMPLETED
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D.12 ASSOCIATING FLOATING IPS
This procedure associates Floating IP to VM instance.
Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure37: Associate Floating IP

Step Procedure Result

1. [] | Logintothe

OpenStack GUI n

openstack

Login

User Name:
admin

Password:

2. [] | Loginto the
VM instance Time since created Actions
by navigating
to Project >

Instances 2>
More >
Associate 4 hours, 12 minutes Create Snapshot || =
Floating IP
Associate Floating [P

Attach Interface

Detach Interface

Edit Instance

Update Metadata

Edit Security Groups
4 hours, 12 minutes Conscle

View Log

Fause Instance

Sienend Inetanee
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Step Procedure Result
3. [] | SelectthelP
Addresss and Manage Floating IP Associations
Port to be
associated IP Address *

Port to be associated *

OCUDR_12_4-noa: 10.10.1.20 hd

Selectthe IP address you wish to associate with the
Click Associate 10.75.173.199 - o+ selected instance or port.

Cancel Associate

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix E. Same Network Element and Hardware Profiles

In order to enter all the network information for a network element into an Appworks-based system, a
specially formatted XML file needs to be updated with the required network information. The network
information is needed to configure both the NOAMP and any SOAM Network Elements.

It is expected that the maintainer/creator of this file has networking knowledge of this product and the site
at which it is being installed. The following is an example of a Network Element XML file.

The SOAM Network Element XML file needs to have same network names for the networks as the NOAMP
Network Element XML file has. It is easy to accidentally create different network names for NOAMP and

SOAM Network Element, and then the mapping of services to networks is not possible.

Example Network Element XML file:

Example NOAMP Network Element XML

Example SOAM Network Element XML

<?xml version="1.0"?>
<networkelement>
<name>NO UDR NE</name>
<networks>
<network>
<name>XMI</name>
<vlanId>3</vlanId>
<ip>10.2.0.0</ip>
<mask>255.255.255.0</mask>
<gateway>10.2.0.1</gateway>
<isDefault>true</isDefault>
</network>
<network>
<name>IMI</name>
<vlanId>4</vlanId>
<ip>10.3.0.0</ip>
<mask>255.255.255.0</mask>
<nonRoutable>true</nonRoutable>
</network>
</networks>

</networkelement>

<?xml version="1.0"?2>
<networkelement>
<name>SO_UDR_NE</name>
<networks>
<network>
<name>XMI</name>
<vlanId>3</vlanId>
<ip>10.2.0.0</ip>
<mask>255.255.255.0</mask>
<gateway>10.2.0.1</gateway>
<isDefault>true</isDefault>
</network>
<network>
<name>IMI</name>
<vlanId>4</vlanId>
<ip>10.3.0.0</ip>
<mask>255.255.255.0</mask>
<nonRoutable>true</nonRoutable>
</network>
</networks>

</networkelement>

NOTE: Do not include the XSI networks in a Network Element XML file.

The server hardware information is needed to configure the Ethernet interfaces on the servers. This server
hardware profile data XML file is used for Appworks deployments. It is supplied to the NOAMP server so
that the information can be pulled in by Appworks and presented in the GUI during server configuration.
Figure 4 is an example of a server hardware profile XML file stored in the /var/TKLC/appworks/profiles
directory.
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Figure 4: Example Server Hardware Profile XML—Virtual Guest

<profile>
<serverType>Cloud UDR</serverType>
<available>
<device>eth0</device>
<device>ethl</device>
<device>eth2</device>
<device>eth3</device>
</available>
<devices>
<device>
<name>eth0</name>
<type>ETHERNET</type>
</device>
<device>
<name>ethl</name>
<type>ETHERNET</type>
</device>
<device>
<name>eth2</name>
<type>ETHERNET</type>
</device>
<device>
<name>eth3</name>
<type>ETHERNET</type>
</device>
</devices>

</profile>
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Appendix F. High Availability Configurations

Non HA HA
Min number of Max number of
VM Name VMs Max number of VMs | Min number of VMs VMs HA config Affinity
UDR 1 5 5 Active-Standby Ant|-.aff|n|ty. UDRs must be hosted
on different servers
NOTES:

Non-HA configuration is for labs and demonstrations only.

The UDR VMs raise HA alarms when deployed as singletons. For this reason, standby VMs are often deployed even in non-HA labs.

The HA Max number of VMs was used for performance testing

For Geo-Diverse configurations, DR site VMs must be hosted at a geo-diverse location from the first site
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Appendix G. Resource Profile

vCPUs RAM(GB Storage(GB)
VM Name VM Purpose Lab | Small | Medium | vEIR | viMINP | vFABR-Large | Lab | Small | Medium | vEIR | vMNP | vFABR-Large | Lab | Small | Medium | vEIR | vMNP | vFABR-Large
Network
Operation,
UDR Administration,
Maintenance, 4 4 8 14 28 56 6 16 32 64 | 128 256 60 | 220 400 400 | 800 800
and
Provisioning
e Lab numbers are for demonstration of functionality only and can only
support 100/s SOAP provisioning with 2k/s traffic.
NOTES: e 1:1vCPU to CPU ratio based on Intel(R) Xeon(R) CPU E5-2699 v3 @
2.30GHz
e VMNP flavor must be used for Signaling Security Application(For vSTP
and DSA).
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Appendix H. Network Device Assignments
Interface Assignment
Platform OAMP Signaling A | Signaling B
Product Role Control Management (XmMi) Local (I1Mm1) (XsI1) (XS12) NetBackup
TVOE
Platform
PMAC
UDR NOAMP
Not
Applicable O] oJole]ad=M Optional Suggested
Mandatory PP PP P &8
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Appendix |. Network and Port Information

(TCP/16532)
Prov Notifications
(TCP/16535)

Optional/
Network Description Also Known As Mandatory Type IPv6 VMs using Services Notes

AppWorks SOAP Server Locall
(TCP/18081) services may
AppWorks GUI (TCP/443, also run on
TCP/80) OAM
AppWorks File Transfer network
(TCP/22) when the
AppWorks Online Help target is
(TCP/8081) outside the

Routable DNS (TCP/53, UDP/53) :etwork

operations, External NTP (UDP/123) ement.

OAMP administration, Management Mandatory External | No All SNMP gets (UDP/161) ComAgent

maintenance and Interface (XMI) SSH (TCP/ZZ). Services may

provisioning flows X11 Fc?rwardlng (TCP/6010) | run over
RPC Bind (TCP/lll) OAMP
Prov REST (TCP/8787) Network
Prov SOAP (TCP/62001) between
Prov GUI (TCP/16530) Network
Prov Import (TCP/16531) Elements
Prov OnDemand unless

configured to
run on
Signaling A.
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COMCOL SOAP Server
(TCP/15360) . OAM
COMCOL Merging .
(TCP/16878) Zerwces may
COMCOL Replication €
(TCP/17398,17399, °°"f'g“'fd to
Application Internal TCP/17400) [un clm the
Local internal Management Mandatory Internal No All COMCOL HA oca
communications Interface (IMI) (TCP/17401,17402,17406 network
UDP/17401) when the
destination is
ComAgent EventTransfer inside the
(TCP/16529) :\TS' € .
ComAgent EventTransfer EIZ:I:r:t
Alert (TCP/16541) ’
Imysgl (TCP 15616)
Signal A
network may
also be
configured to
Application External Signaling MP Diameter (TCP/3868 ?Jgirt\Agent
Signaling A external o Interface 1 (XSI1) Mandatory External | Yes Optional:NOAMP | SCTP/3868) services
communications
when the
target is
outside the
Network
Element.
L Application External Signaling . Diameter (TCP/3868,
Signaling B external o Interface 2 (XS12) Optional External | Yes MP SCTP/3868)
communications
Port values are configurable (default values a listed)
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Appendix J. Install UDR on Oracle Linux OS via KVM

Important: The content of this appendix is for informational purposes only.

This procedure installs UDR configuration on Oracle Linux OS with direct KVM as hypervisor.
NOTE:

e This installation procedure only applies when installing UDR on Oracle Linux OS via direct KVM
e For the Oracle Linux OS, Oracle Linux 7.2 GA release is used and verified OK.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure38: Install UDR on Oracle Linux/KVM

Step Procedure Result

1. [] | Foreach Follow steps defined in Appendix C.3 Mounting Virtual Media on Oracle RMS Server of
Oracle X5-2 | Error! Reference source not found.. to mount the Oracle Linux OS software I1SO.

RMS,
mount
virtual
media
contains
Oracle
Linux OS
software
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Step Procedure Result
2. |:| For each 1.Login to the X5-2 iLo GUI browser page and launch remote console
Oracle X5-2 | 2.In ILO GUI, navigate to Host Management = Power Control
RMS, 3.Select Reset
reboot the | 4.Click Save to reboot host.
host.

In remote console window, you see that the host is rebooting. Wait for the reboot to
complete.

Power Control
Control the host power from this page. To change the power state, choose an option from the Adtions drop down list. Immediate Power Off cuts power to the host. Graceful Shutdown and Power Off

attempts to bring the O3 down gracefully, then cuts power to the host. Power On gives the hostfull power. Pawer Cycle brings the hastta power off then automatically powers the host back on
Resetreboots the hostimmediately. 1ore details.

Settings

Hostis currently on
Reset j

Save

T S e ——————— T ———
% Oracle(R) Integrated Lights Out Manager Remote System Console Plus - 10.113.65.119 (... ["‘:'"E"&J

KVMS Preferences Help
Mouse Sync L Ctl| |L Win| |L Alt| |R Alt| |R Win| |[R Ctl Context| |[Lock]| |Ctl-Alt-Del =(y — LEI

opyright (C) 2014, Oracle and-sor its affiliates. All rights reserved.
I0S Verzion : 30040200
System is Booting. Please Wait...
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Step Procedure Result
3. [] | Foreach After the reboot is complete, the host boots with Oracle Linux installation ISO and the
Oracle X5-2 | Oracle Linux GUI with the installation option opens.
RMS, .
A Select Install Oracle Linux 7.x.
initiate
— B
Oracle % Oracle(R) Integrated Lights Out Manager Remote System Console Plus - 10.113.65.119 (... Ql&lg“
Linux KVMS Preferences Help
Platform = (==
: X RWin| |RCti| | |Context| [Lock]| |Cti-Alt-Del =
o (o] [ [ ]| [conto] foc] [coanon] g I

ORACLE

Install Oracle Linux 7.1
Test this media & install Oracle Linux 7.1

Troubleshoot ing

Oracle Linux ,
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Step Procedure Result
4. [] | Foreach 1.When prompted, select English as Oracle Linux OS language:
Oracle X5-2
RMS, select KVMS Preferences Help
Oracle M|
Linux OS ORACLE LINUX 7.1 INSTALLATION =

language LINUX B us | Hetpt

WELCOME TO ORACLE LINUX 7.1.
What language would you like to use during the installation process?

English (United States)
English (United Kingdom)
English (India)

English (Australia)
English (Canada)

Afrikaans  Afrikaans
amc¥  Amharic

appll  Arabic

SEEl Assamese Ekglish (Denmark)

Asturianu  Asturian English (Ireland)

Benapyckas  Belarusian English (New Zealand)

English (Nigeria)

English (Hong Kong SAR China)
English (Philippines)

Bwarapekn  Bulgarian
A Bengali

Bosanski  Bosnian
English (Singapore)

English (South Africa)
Ceitina  Czech English (Zambia)

Catald  Catalan

Cymraeq Welsh English (Zimbabwe)
Dansk  Danish English (Botswana)

Type here to search

2.Click Continue.
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LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE
Local media
SYSTEM
INSTALLATION DESTINATION

Automatic partitioning selected

! NETWORK & HOST NAME
Not connected

Step Procedure Result
5. [] | Foreach The next page prompts you for Oracle Linux OS installation required information to start
Oracle X5-2 | installation.
RMS, setup r— =
. $ Oracle(R) Integrated Lig
tlme zone KVMS Preferences Help
L] ] i | oo o] e %m|
ORACLE NSTALLATION SUMMARY ORACLE LINUX 7. T NS TALLATION[<
LINUX Eus | Helpt :‘I
LOCALIZATION
DATE & TIME KEYBOARD
Americas/New York timezone English (US)

SOFTWARE SELECTION
Server with GUI

KDUMP
Kdump is enabled

| Quit [ Begin Installation

X

We won't touch your disks until you click ‘Begin Installation—

1.Navigate to LOCALIZATION -> DATE & TIME.
2.Set time zone as Americas/New York.

2

3.Click Done to save the changes and return to the main configuration page.
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Step Procedure Result

6. [ ] | Foreach 1.Navigate to SOFTWARE = SOFTWARE SELECTION menu.
Oracle X5-2 | 2.Select Server with GUI, and verify that these add-ons are selected:
RMS: - Virtualization Client
Setup - Virtualization Hypervisor
installation - Virtualization Tools
bas<.e - Compatibility Libraries
environme
nt

KVMS Preferences Help

| e o] ]

o] o ]

Y=

Base Environment

C INS TALCATION [/
S £
il

Add-Ons for Selected Environment

Minimal Install
Basic functionality.
Infrastructure Server

Server for operating network infrastructure services.

File and Print Server

File, print, and storage server for enterprises.

Basic Web Server
Server for serving static and dynamic internet content.

Virtualization Host
Minimal virtualization host.

© Server with GUI

Server for operating network infrastructure services, with a GUI.

™ Print Server

Allows the system to act as a print server,

! Remote Management for Linux

Remote management interface for Oracle Linux, including OpenLMI
and SNMP.

<+ Virtualization Client

Clients for installing and managing virtualization instances.

Virtualization Hypervisor
Smallest possible virtualization host installation.

Virtualization Tools

Tools for offline virtual image management.

Compatibility Libraries
Compatibility libraries for applications built on previous versions of

Oracle Linux,

| Development Tools

A basic development environment.

! Security Tools

Security tools for integrity and trust verification.

! Smart Card Support

Support for using smart card authentication.

Click Done to save the changes and go back to the main configuration page.
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Step Procedure Result

7. [] | Foreach 1. Navigate to SYSTEM => INSTALLATION DESTINATION menu.
Oracle X5-2 | 2.Select sda and sdb.

RMS, setup | 3.Select Automatically configure partitioning.

installation | 4.Click Done.

destination

[ Oracle(R Integrated Lights Out Manager Remots s 128.253 (Full Control) (Full Encryption)
KVMS Preferences Help

s syne] | [.cl [ v . ] o | comon o] cael

anaconda

i ==

Select the device(s) you'd like te install to. They will be left untouched untiLyb’h click on the main menu's "Begin Installation” buttan.

INSTALLATION

Local Standard Disks

1116.66 GiB 7432 GIB

< |

LSI MR9361-8i LSI MR9361-8i
sda / 992.5KiB free sdb / 743.2 GIB free

Disks left unselected here will not be touched.

Specialized & Networl Disks

8
Add a disk...

Other Storage Options

Disks left unselected here will not be touched.

Partitioning
() Automatically configure partitioning. () | will configure partitioning.

|_] 1 would like to make additional space available.

Encryption

(L) Encrypt my data. You'l set & passphrase next

Full disk summary and boot loader... 2 disks selected; 1859.85 GiB capacity; 743.2 GiB free
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Step Procedure Result
8. [] | Foreach Review all information before clicking Begin Installation.

Oracle X5-2 ) . . .
RMS (You do not need to configure the network at this time, network configuration is
revie'w performed after the Oracle Linux OS is installed.)
configurati (Full Encryption
on and
start to ][R [ v [Rcal | [comtend [ock cu At ol =0
. taII ORACLE INSTALLATION SUMMARY ORACLELINUX 7. T INSTALLATION
ins =R

LINUX B us ‘ﬂ

LOCALIZATION

KEYBOARD
English (US)

DATE & TIME
Americas/New York timezone

LANGUAGE SUPPORT
English (United States)

SOFTWARE

SOFTWARE SELECTION
Server with GUI

INSTALLATION SOURCE
Local media

INSTALLATION DESTINATION
Automatic partitioning selected

KDUMP
Kdump is enabled

NETWORK & HOST NAME
Not connected

Quit ‘ ‘ Begin \Rstaltatinn
A

We won't touch your disks until you click ‘Begin Installatiol
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Step Procedure Result
9. [] | Foreach At the same time Oracle Linux installation software is putting files onto the Oracle X5-2
Oracle X5-2 | local hard disk, you can configure the root credentials or any other login credentials
RMS, required.
create login —r )
credential —

o v ) e Gz %\ .

CONFIGURATION ORACLE LINUX /. TINSTALLATION
B us Helpt |

USER SETTINGS

@ ROOT PASSWORD USER CREATION
Root password is set Administrator admus

% Starting package installation process

o —

Oracle Linux: Featuring Oracle Enterprise Manager 12c and Spacewalk Support
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LINUX

, USER SETTINGS

ROOT PASSWORD
Root password is set

Complete!

Step Procedure Result

10. [ ] | Foreach Wait for the installation to complete.
Oracle X5-2
RMS' KVMS Preferences Help
reboot host | | e
after" . anaconda
installation
completed ORACLE CONFIGURATION ORACLE LINUX 7.2 INSTALLATION

=

@  usercreaTion
- Administrator admusr will be created

Click Reboot.

Oracle Linux is now successfully installed and ready for you to use!
Go ahead and reboot to start using it!
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Step

Procedure

Result

11. []

For each
Oracle X5-2
RMS, read
and accept
the license
agreement

After reboot is complete, the license agreement page opens.

% Oracle(R) Integrated Lights Out Manager Remote System Console Plus - 10.113.65.119 (Full Control) (Full Encryption)

KVMS Preferences Help

LICENSE INFORMATION ORACLE LINUX SERVER 7.

[ ]

License Agreement:

ORACLE LINUX LICENSE AGREEMENT

We, us, our and Oracle refers to Oracle America, Inc. You and your refers to the individual or entity that has acquired the Oracle Linux
programs. Oracle Linux programs refers to the Linux software product which you have acquired. License refers to your right to use the
Oracle Linux programs under the terms of this Agreement and the licenses referenced herein. This Agreement is governed by the
substantive and procedural laws of the United States and the State of California and you and Oracle agree to submit te the exclusive
jurisdiction of, and venue in, the courts of San Francisco or Santa Clara counties in California in any dispute arising out of or relating to
this Agreement.

We are willing to provide a copy of the Oracle Linux programs to you only upon the condition that you accept all of the terms
contained in this Agreement. Read the terms carefully and indicate your acceptance by either selecting the Accept button at the bottom
of the page to confirm your acceptance, if you are downloading the Oracle Linux programs, or continuing to install the Oracle Linux
programs, if you have received this Agreement during the installation process. If you are not willing to be bound by these terms, select
the Do Mot Accept button or discontinue the installation process.

1. Grant of Licenses to the Oracle Linux programs. Subject to the terms of this Agreement, Oracle grants to you a license to the Oracle
Linux programs under the GMU General Public License version 2.0. The Qracle Linux programs contain many components developed by
Oracle and various third parties. The license for each component is located in the licensing documentation and/or in the component's
source code. In addition, a list of components may be delivered with the Oracle Linux programs and the Additional Oracle Linux
programs (as defined below) or accessed online at http://oss.oracle.com/linux/legal/oracle-list.html. The source code for the Oracle
Linux Proarams and the Additional Oracle Linux oroarams can he found and accessed online at httos://oss. oracle.com/sources/. This

& | accept the license agreement.

1.Select I accept the license agreement.
2.Click Finish Configuration.

If you are prompted for ULN setting, skip that step.
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Step Procedure Result
12. [] | Foreach Open SSH console window and check following:
Oracle X5__2 %) Oracle(R) Integrated Lights Out Manager Remote System Console Plus - 10.113.55.11%Tmm_ [ R )
RMS! Verlfy KVMS Preferences Help
kernel o o ] G i %L
version and ‘& Applications Places fierminal *) @ Frio2:45 ) Administration User
KVM admusr@udr-x5-2-62:/home/admusr S
Version File Edit View Search Terminal Help
[admusr@udr-x5-2-62 ~1$ lvsdisplay
bash: lvsdisplay: command not found...
[admusraudr-x5-2-62 ~1$ su
Password:
[root@udr-x5-2-62 admusr]# lvsdisplay
bash: 1lvsdisplay: command not found...
[root@udr-x5-2-62 admusr]# virt-manager
[root@udr-x5-2-62 admusrl# uname -a
Linux udr-x5-2-62 3.8.13-55.1.6.el7uek.x86 64 #2 SMP Wed Feb 11 14:18:22 PST 2015 xB86_64 xB6_64 x86_64 GNU/Linux
[root@udr-x5-2-62 admusrl# virsh version
Compiled against library: libvirt 1.2.8
Using library: libvirt 1.2.8
Using API: QEMU 1.2.8
Running hypervisor: QEMU 1.5.3
[root@udr-x5-2-62 adnusrl# [ =
I
T i S
= - —  — ———— |
13. [ ] | Foreach 1.Edit /etc/default/grub to append net.ifnames=0 to option GRUB_CMDLINE_LINUX:
Oracle X5-2 [root@udr-x5-2-62-0l17 admusr]# cat /etc/default/grub
RMS,
GRUB TIMEOUT=5
change —
network GRUB_DISTRIBUTOR="$ (sed 's, release .*$,,g' /etc/system-release)"
interface GRUB_DEFAULT=saved
name GRUB DISABLE SUBMENU=true
pattern to
GRUB TERMINAL OUTPUT="console"
ethx — —
GRUB_CMDLINE LINUX="crashkernel=auto rd.lvm.lv=0100/root rd.lvm.lv=0100/swap
rhgb quiet net.ifnames=0"
GRUB_DISABLE RECOVERY="true"
2.Recreate the grub2 config file with following command:
# grub2-mkconfig -o /boot/grub2/grub.cfg
3. Restart host using shutdown - r command and verify that network interface have
the ethx name pattern.

DSR Release 8.5.0.2.0

158 UDR Release 12.6.2




Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Step

Procedure

Result

14. []

For each
Oracle X5-2
RMS,
Create
bond0
device

1.Create device bondO0 configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-bond0

DEVICE=bond0

TYPE=Bonding

BOND INTERFACES=<nicl>,<nic2>

ONBOOT=yes

NM CONTROLLED=no

BOOTPROTO=none

BONDING OPTS="mode=active-backup primary=<nicl> miimon=100"

2.Save the file and exit.
3.Create device eth0 configuration file:

# vim /etc/sysconfig/network-scripts/ifcfg-<nicl>

DEVICE=<nicl>
TYPE=Ethernet
ONBOOT=yes

NM CONTROLLED=no
BOOTPROTO=none
MASTER=bond0
SLAVE=yes

4.Save the file and exit.
5.Create device eth1 configuration file:

# vim /etc/sysconfig/network-scripts/ifcfg-<nic2>

DEVICE=<nic2>
TYPE=Ethernet
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none
MASTER=bond0
SLAVE=yes

6.Save the file and exit.
7.Bring the devices into service:

# ifup <nicl>
# ifup <nic2>
# ifup bond0

15. []

For each
Oracle X5-2
RMS,
create IMI
bridge

1. Create bond0.<imi_vlan> configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-bond0.<imi vlan>

DEVICE=bond0.<imi_vlan>
TYPE=Ethernet
BOOTPROTO=none
ONBOOT=yes
NM_CONTROLLED=no
BRIDGE=imi

VLAN=yes

2.Create imi device configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-imi

DEVICE=imi

TYPE=Bridge

BOOTPROTO=none

ONBOOT=yes

NM_CONTROLLED=no
BRIDGE_INTERFACES:bondO.<imi_vlan>

3.Bring the devices into service:

# ifup bond0.<imi vlan>
# ifup imi
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ONBOOT=yes

NM CONTROLLED=no
BRIDGE=xmi
VLAN=yes

2.Create xmi device configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-xmi:

DEVICE=xmi

TYPE=Bridge

BOOTPROTO=none

ONBOOT=yes

NM CONTROLLED=no
IPADDR=<xmi ip addr>

NETMASK=<xmi netmask>

NETWORK=<xmi network>

BRIDGE INTERFACES=bond0.<xmi vlan>

3.Set default route for xmi network:
# vim /etc/sysconfig/network-scripts/route-xmi
default via <xmi gateway> table main

4.Bring the devices into service:

# ifup bond0.<xmi vlan>
# ifup xmi

Step Procedure Result
16. [ ] | Foreach 1.Create bond0.<xmi_vlan> configuration file:
(lezﬂagle X5-2 # vim /etc/sysconfig/network-scripts/ifcfg-bond0.<xmi vlan>
7
DEVICE=bond0.<xmi vlan>
cr('eate XMI TYPE=Ethernet
bridge BOOTPROTO=none
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Step Procedure Result
17. [] | Foreach Create device bond1 configuration file:
Oracle X5-2 # vim /etc/sysconfig/network-scripts/ifcfg-bondl
g'r\t/laz’te DEVICE=bond1
bond1 TYPE=Bonding
device BOND INTERFACES=<nic3>,<nic4>

ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none
BONDING OPTS="mode=active-backup primary=<nic3> miimon=100"
Create device eth4 configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-<nic3>
DEVICE=<nic3>
TYPE=Ethernet
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none
MASTER=bondl

SLAVE=yes

Create device eth5 configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-<nic4>
DEVICE=<nic4>
TYPE=Ethernet
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none
MASTER=bondl

SLAVE=yes
Bring the devices into service:

# ifup <nic3>
# ifup <nic4>
# ifup bondl
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Step Procedure Result
18. [] For each Create device bond1.<xsil_vlan> configuration file:
Oracle X5-2 # vim /etc/sysconfig/network-scripts/ifcfg-bondl.<xsil vlan>
g'r\gz;e BOOTPROTO=none
xsil/xsi2 VLAN=yes
bridge ONBOOT=yes
TYPE=Ethernet
DEVICE=bondl.<xsil vlan>
BRIDGE=xsil
NM_CONTROLLED=no
Create device xsil configuration file:
# vim /etc/sysconfig/network-scripts/ifcfg-xsil
DEVICE=xsil
TYPE=Bridge
BOOTPROTO=none
ONBOOT=yes
NM_CONTROLLED=no
BRIDGE INTERFACES=bondl.<xsil vlan>
Bring the devices into service:
# ifup xsil
# ifup bondl.<xsil vlan>
Perform similar operations to create network devices for xsi2.
19. [] For each Rename host by modifying /etc/hostname file:
Oracle X5-2 [root@localhost network-scripts]# cat /etc/hostname
RMS, set
the host udr-x5-2-62-017
name Review host name change with following command:
[root@localhost network-scripts]# hostnamectl status
Static hostname: udr-x5-2-62-o0l17
Icon name: computer-server
Chassis: server
Machine ID: 17980a78ef7d440cab5a6900768903795
Boot ID: aZaba649eealddB8ab7534aec962c6782
Operating System: Oracle Linux Server 7.2
CPE OS Name: cpe:/o:oracle:linux:7:2:server
Kernel: Linux 3.8.13-98.7.1.el7uek.x86 64
Architecture: x86-64
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Step Procedure Result
20. [] For each Modify /etc/chrony.conf, comment out all server * entries and append your NTP server
Oracle X5-2 | IP to the list with prepending server text:
RMS, set # Use public servers from the pool.ntp.org project.
the NTP
service # Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server O.rhel.pool.ntp.org iburst
#server l.rhel.pool.ntp.org iburst
#server 2.rhel.pool.ntp.org iburst
#server 3.rhel.pool.ntp.org iburst
server 144.25.255.140
Force ntp to sync with the added server:
# ntpdate 144.25.255.140
# timedatectl
Verify time synced:
[root@udr-x5-2-62 log]# chronyc tracking
Reference ID 144.25.255.140 (144.25.255.140)
Stratum : 3
Ref time (UTC) : Mon Feb 29 06:06:44 2016
System time 1.692247748 seconds slow of NTP time
Last offset -3.862722397 seconds
RMS offset 3.862722397 seconds
Frequency 0.000 ppm fast
Residual freq -93.109 ppm
Skew 1000000.000 ppm
Root delay 0.178002 seconds
Root dispersion 30.041723 seconds
Update interval 0.0 seconds
Leap status : Normal
21. [] For each [root@pc9112020 ~]# mkdir -p /home/ova
Oracle X5-2 [root@pc9112020 ~]# cd /home/ova
RMS:
Create
/home/ova
dir
22. [] | Transfer [root@pc12107008 oval# 11
OVA file total 12322888
this dir -rw-r--r--. 1 root root 1047767040 May 2 00:51 UDR-12.5.1.0.0 17.7.0.ova
using sftp
tool
23. [] | Untarthis [root@pc9112020 oval# tar xvf UDR-12.5.1.0.0 17.7.0.ova
ova file UDR-17_7_0.ovf
UDR-17 7 0.mf
UDR-17 7 0.vmdk
24. [] anvert [root@pc9112020 oval# gemu-img convert -O gcow2 DR- UDR-
this vmdk

12.5.1.0.0 _17.7.0.ova.vmdk UDRNO-17 7 0.gcow2
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Step Procedure

Result

file to
qcow? file

25. [ ] | Copythe
gcow? files

for SO and
MP

[root@pc9112020 oval# cp UDRNO-17 7 0.gcow2 UDRSO-17 7 0.qcow2
[root@pc9112020 ova]# cp UDRNO-17 7 0.gcow2 UDRMP-17 7 0.qcow2

26. [ ] | Configure
storage for

correspond
ing qcow?2
files

Configure storage qcow? files as per corresponding VMs. Refer Appendix G to get the
required storage.

Run the following command for each VM to set the storage:
gemu-img resize <NO gcow2 filename>.qcow2 <storage in gigabytes>G

Run the command for a VM if storage required is greater than 60G. You do not have to run
this command if the storage required is 60G or less.

For example, if resource profile is EIR and VM is UDR, the storage required is 400G. The
command in that case is:

gemu-img resize UDRNO-17 7 0.qcow2 400G

27. [] | Create UDR
VMs.
Repeat this
sep for
each VM.

Create UDR VMs: NO, SO and MP using appendix below. Repeat the below procedure for
each VM

Appendix J Install UDR on Oracle Linux OS via KVM

Mark the check box as addition is completed for each server.

[ Jubr

28. [ ] | Foreach
UDR VMs:

Add the
network
device

Login to each VM created and add the network devices:
UDR:

# netAdm add -device=eth0
# netAdm add -device=ethl
# netAdm add -device=eth2

NOTE: eth0 is XM, eth1 is IMIl and eth2 is XSI1 and eth3 is XSI2 (create eth3 if XSI2 is
required).

29. [ ] | Foreach

Set XMI network address for each UDR VM:

UDR VMs: # netAdm set --device=eth0 --onboot=yes --netmask=<XMI netmask> --
Configure address=<XMI network address>
XMI # netAdm add --device=eth0 --route=default --gateway=<XMI gateway>
network
address

30. [ ] | Foreach Use Step 5 to 6 of Appendix L.6 Configure TVOE Server (Hostname, Time Zone, SNMP, NTP,
UDR VMs: etc) in [2] to configure NTP service for each VM.
Configure
NTP service

31. [] | Extend VM
Instance
volume

Extend volumes for various VM Instances depending on flavor following:
Appendix D.6 Extend VM Instance Volume Size
Mark the check box as addition is completed for each server.

[ ] UDR-A [ ] UDR-B

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix K. My Oracle Support

My Oracle Support (https.//support.oracle.com) is your initial point of contact for all product support and
training needs. A representative at Customer Access Support (CAS) can assist you with My Oracle Support
registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline for your
local country from the list at http://www.oracle.com/us/support/contact/index.html. When calling, make
the selections in sequence on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:

o For Technical issues such as creating a Service Request (SR), Select 1.
o For Non-technical issues such as registration or assistance with My Oracle Support, Select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and opening a
support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Appendix L. Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help Center (OHC)
site, http://docs.oracle.com. You do not have to register to access these documents. Viewing these files

requires Adobe Acrobat Reader, which can be downloaded at http://www.adobe.com.

1.
2.

Access the Oracle Help Center site at http://docs.oracle.com

Click Industries.

Under the Oracle Communications subheading, click the Oracle Communications documentation
link.

The Communications Documentation page displays. Most products covered by these
documentation sets appear under the headings Network Session Delivery and Control
Infrastructure or Platforms.

Click your Product and then the Release Number.
A list of the documentation set for the selected product and release displays.

To download a file to your location, right-click the PDF link, select Save target as (or similar
command based on your browser), and save to a local folder.
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Appendix M. Create and install UDR VM via KVM GUI
IMPORTANT: The content of this appendix is for informational purposes only.

This procedure installs UDR VMs NO, SO and MP using KVM GUI.

NOTE: This procedure needs to be done for each VM: NO, SO and MP

Require

ments:

Appendix J Install UDR on Oracle Linux OS via KVM Steps: 1 to 25 must be complete.

Mark (v) each step as it is completed. Boxes have been provided for this purpose by each step number.

Procedure39: Create and Install UDR VMs via KVM GUI

Step

Procedure

Result

1. [

Login to the
host machine
and open the
Virual Machine
Manager

Login to the host machine which has Oracle Linux installed and open the Virtual Machine
Manager via command-line using virt-manager command.

NOTE: Verify that X11 forwarding is enabled before running the vi rt-manager command.

Add Connection...

Mew Virtual Machine
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Step Procedure Result
2. [] CreateaVirtual | On Virtual Manager GUI,

Mach'me using 14, Navigate to File > New Virtual Machine.

the Virtual 2.Select Import existing disk image

Manager GUI ' P & ge.

MNew VM

m Create a new virtual machine

Connection: QEMLU/KVM

Choose how you would like to install the operating system
) Local install media (SO image or CDROM)
) Network Install (HTTP, FTP, or NF5)
) Network Boot (PXE)

() Import existing disk image

‘ Cancel H Back |‘ Forward ‘
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Step Procedure Result
3. [] Selectthe Select the gcow2 from the location: /home/ova (as done Steps 24 and 25 in Appendix J) by
image file browsing the location and clicking Forward

New VM

m Create a new virtual machine

Provide the existing storage path:

| /home/ova/UDRNO-15_12_1.qcow2 H Browse...

Choose an operating system type and version

0S type: ‘ Generic e ‘
Version: ‘ Generic ‘ - ‘
| Cancel ‘ ‘ Back ‘ ‘ Forwaruk?

Select RAM and
vCPUs for VM

For each VM, select the RAM and vCPUs as per the required resource profile. Refer to
Appendix G.

Click Forward.

New VM

m Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): ‘ 16384 - + | MiB
Up to 257557 MIB available on the host
CPUSs: b - + l
Up to 72 available
| Cancel | ‘ Back ‘ ‘ For*'_;ard |
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Step Procedure Result

5. [ ] Verifyand Update the VM name and select Customize configuration before install.

tomize VM . . e
customize In Network selection, select XMl bridge and click Finish:

MNew VM

m Create a new virtual machine

Ready to begin the installation

Mame: ‘ LUDRENO

05: Generic
Install: Import existing O5 image
Memory: 16384 MiB
CPUs: 4
Storage: 58.7 GIiB /homefova/UDRNO-15_12 _1.qcow2

v Customize configuration before install

* Metwork selection

‘ Bridge xmi: Host device bondQ. 3 ~ ‘

‘ Cancel H Back H Finish |

-
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Step Procedure Result
6. [_] Customizethe | On the nextscreen, click Add Hardware. Under Network, select the IMI bridge.
net\;\./ork . e For NO and SO, select IMI bridge only.
configuration e For MP, add XSI1 along with IMI by repeating this step.
Click Finsh.
UDRNO Virtual Machine

f Begin Installation & Can Add New Virtual Hardware
{:} Processor m Controller
=1 Memory Network source: | Bridge imi: Host device bond0.401 ~ |
g ot Optons o VA addess 4 [ 52 5a00m8b105 |
{2 IDE Disk 1 B Graphics S ——
=2 NIC :d2:46:db B Ssound P fan mr | ‘ = |
.fB Mouse =6 Serial
@ Display Spice <@| Parallel
w Sound: ich6 <&| Console
tan Console = Channel
Gems Channel spice USB Host Device
M vigeo axL PClI Host Device
B controtter use B video
@ usB Redrrector1 Bf Watchdog
@ USBE Redirector 2 D Filesystem

& Smartcard

@ USB Redirection

o TPM

RNG

Add Hardware o Panic Notifier
‘ Cancel ‘ | Finia |
[

DSR Release 8.5.0.2.0 171 UDR Release 12.6.2



Oracle Communications User Data Repository Cloud Installation and Configuration Guide

J Begin !nstallation ‘% Cancel Installation

B NIC :b&:bfd5
) Mouse

L!jl Display Spice
m} Sound: ich®

e Console

Gess Channel spice
B video axL

MF Controller USB
@ uUsB Redirector 1
@ USB Redirector 2

Add Hardware

Step Procedure Result

7. |:| Verify and After adding all bridges, verify and begin the VM installation:
begin
installation UDRNO Virtual Machine

Bridge xmi: Host device bond0.3 =

Hypervisor default ~

k
|§I Overview Virtual Network Interface
Q} Processor Netwaork source:
=5 Memory
& . Device model:
&ZE Boot Options
L IDE Disk 1 MAC address:

52:54:00:d2:46:db

Remove

Cancel

Apply

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix N. Orchestrating UDR Via OSM
Pre-requisites:

e (OSM Relase Two must be successfully installed.
e Astandalone Juju server must be successfully bootstrapped .

N.1 CONFIGURE OPENSTACK VIM TO RUN WITH OSM

On the OSM GUI, navigate to the Accounts tab and click Add VIM Account. Enter the OpenStack VIM details
and add the VIM account.

Procedure Result
Add the VIM details
on the Account =2

LAUMCHPAD w CATALOG

VIM ACCOUNTS on ACCOUNTS
OSM G U | . CHECK ALL CONMECTIVITY STATUS * required
VIM ACCOUNTS ACCOUNT
B urvxssclouns MRV X5-2 Cloud 2 8 openstack
g " CONNECTION STATUS
ADD VI ACCOUNT

p SUCCESS REFRESH STATUS
SDN ACCOUNTS
-
P —— UPDATE ACCOUNT DETAILS
- ' KEYT
CONFIG AGENT [odem
ACCOUNTS
- 1 SECRET*
W OSMJUIU | udrswe
v 3 AUTHENTICATION URL *
ADD CONFIG AGENT ACCOUNT | hitp://10.75.17%.145:5000/v2.0
. f
TEMANT *
| udrsw

MANAGEMENT METWORK *

| int-xmi

FLOATING IP POOL NETWORK NAME
| EXT-XMI

USER DOMAIN
| Diefault

PROJECT DOMAIN

| Default
REGION
| RegicnCne
REMOVEE ACCOUNT CAMCEL
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N.2 CONFIGURE CONFIG AGENT ACCOUNT (JUJU SERVER)

Add the details of standalone Juju server as a Config Agent account in order to enable OSM to
communicate with Juju Server. On the OSM GUI, navigate to Accounts tab and Add Config Agent Account.
A screen like the one below displays. Enter in the Juju Server details and add the account.

Procedure

Add the CONFIG
AGENT (Juju)
account details in
the Account 2>
CONFIG AGENT
ACCOUNTS on OSM
GUI.

. MANQ [ ACCOUNTS S  conFie

ACCOUNTS
CHECK ALL COMNECTIVITY STATUS

VIM ACCOUNTS

O wrvxs2clouna

ADD VIM ACCOUNT

SDN ACCOUNTS

ADD SDN ACCOUNT

CONFIG AGENT

Result

LAUNCHPAD w  CATALOG

ACCOUNT

asmjuju

L

S

CONNECTION STATUS

SUCCESS

UPDATE ACCOUNT DETAILS

*  IP ADDRESS*

* requared

&
Juu

REFRESH STATUS

|lD.?5.l?3.185

ACCOUNTS
3 PORT
& 0SMJUJU |1?nm
: 3 USERNAME
ADD CONFIG AGENT ACCOUNT |admin
SECRET
|admin
REMOVE ACCOUNT CAMNCEL
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N.3 BUILD AND DEPLOY UDR NSD/VNFD PACKAGE
Build and deploy scripts must be run in order to upload UDR NSDs and VNFDs to OSM.

Procedure 11 SSH Logon to Juju Server and fetch build and deploy source scripts

Step

Procedure

Result

1. []

SSH Logon to Juju
server and fetch the
build and deploy
source scripts

1. Copy the gcow?2 file made from the ova file of UDR image to the Juju server.
2.Run the following commands:

$ sudo guestmount -a UDR-12.5.1.0.0 17.7.0.gcow2 -m
/dev/mapper/vgroot-plat usr /mnt

$ sudo cp /mnt/TKLC/udr/cloud/OSM-support.tar.gz ./

$ sudo guestunmount /mnt

3.These commands extract osm-supprt.tar.gz file from qcow2 image
4. Untar the file to osm-support directory

Copied Image on Juju Server:

ubuntt
ubuntt

ubuntu SmM—SUpp

Navigate to OSM-
Support directory and
Run the build script

$ ./build.sh

NOTE: Monitor the
console output to
verify that the build
script completed
successfully

ubuntu@edward-juju-server:~/osm-supports ./build.sh
a_2k wnf/
soa_zk_vnf/ocudr _soa_2k_wnfd.yaml
ocudr_soa_2k_vnf/README
a_2k_vnf/icons/
2k _vnf/icons/oracle-64.png
2k_wnf/checksums. txt
zk vnf{c]cud init;

ocudr_sob_ AF vnf,
ocudr nub 1
build:
build
ntap \}d
build: Proc
build:
build: g layer:
build: Processing layer: (from charms/nfaproxyd
proof: I: Includes template ic vg file.

: W: Includes template README.ex file

: W: README.ex includes boilerplate:

: charm:

: W: README.ex includes boilerplate:

a tu configure the service.
README .ex includes boilerplate:
t infurmatiun
proof: W: README.ex includes boilerplate: -
useful for users

proof: I: all charms

Proce

Step by step 1in
You can then br
- Upstream mail
Feel free to

should provide at least one thing
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Step Procedure Result

ocudr_12
ocudr_12 ° _
ocudr_12 5k _levell ns/icons/oracle-64.png
ocudr_12 ve ‘ocudr_12_5k_levell nsd.yaml
ocudr_12 5k_levell ns/checksums.txt
ocudr_12 sk _level2 ns/
ocudr_12 1ev 1z
ocudr_12
ocudr_12 sk _ “level2 icons/oracle-64.png
ucudr 12 1ev 1z ‘checksums . txt

i "Isad.y:aml

3. [] | After the build script ubuntu@edward juju-server:~/osm-supports ./deploy.sh
completes, run the iled to gelete vn;g ccugr nug zt vn;g
St i 1 to delete vn ocudr_nob_2K_wvn
22$Ez:§;;;msme to delete vnfd ocudr_soa_2k_vnfd
) 1led to delete vnfd ocudr_sob_2k_wnfd
directory to delete vnfd ocudr_mpl 2k _vnfd
d to delete vnfd ocudr_mp2 2k wnfd

Pre-requisite:

OSM host IP is
required to run
deploy.sh, Open
the deploy script with
an editor and change
the env variable of
OSM HOSTNAME to your
OSM host IP before
running depTloy.sh.

$./deploy.sh

4, [] | Logonto OSM GUI,
verify that UDR
NSD/VNFD has been
uploaded
successfully:

DSR Release 8.5.0.2.0 176 UDR Release 12.6.2



Oracle Communications User Data Repository Cloud Installation and Configuration Guide

Follow the steps in
the image to change
UDR Image Name:

2.Double click VNFD
to open edit pane

3.Double click VDU to
edit its properties

4.Change the image
name

5.Click Update to
save changes

NOTE: UDR image
name must match the
one you intend to use
and an image with
the same name is
available on
openstack

AN FL T

o 1D [ R

e |
ocudr_no_2k vnfd

1, double click VNFD tab to open edit panel

ocudr_so_2k_vnfd

CATALOG PACKAGE MANAGER

@ocunn_uo_zx_vum

4, press UPDATE button to save your changes
oo Qo rwiver o

@womo Qeoov {ff oaere

DESCRIFTOR ASSETS 4915 MEMORY 1B
m STORAGE GB
ocudr no,
UDRI123000.1691 MAGE
3. change image name
INAGE CHECKSUM

EXTERNAL INTERFACE 3 [TEMS

@ ooudr.no 2k te
o

™| EXTERNAL INTERFACE 1
}

2. double click VDU icon to edit its properties

-
1l REMOVE

ethd

EVENT CENTER

NAME

Step Procedure Result
COMPOSER
DESCRPTOR CATULOGS ©roon S0
AAL +% 0 TFoore Qowe (hwarees Hunwar @uens cowown ene
< o ot G Select an obsect to view
@ acaer s Bom 3 — details.
L3
g == g - G O g Sk
— 7 b\
e @ -~ [y a
@
e
g
EVENT CENTER
5. [ ] | Optional Step: —
Change UDR image ! MAND ACCONTS  CONFG  LAUNCHRAD v [SCATALOG ABOUT  DEBUG  LOGGING  LOGOUT
name
1.0pen The OSM GUI COMPOSER
and select . .
CATALOG. DESCRIPTOR CATALOGS
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Step Procedure Result

6. I:‘ 1. Open the OSM GUI. f (| ACCOUNTS  CONFIG | SLAUNCHPAD W CATALOG ABOUT  DEBUG  LOGGING  LOGOUT
2.Click LAUNCHPAD
3.Click Instantiate

LAUNCHPAD: INSTANTIATE

Sel'vice SELECT DESCRIPTOR OCUDR_2K_NSD DESCRIPTOR PREVIEW [x]
4.Select e 6,
ocudr_2k_nsd -
U DR_Zk_nSd . a ocudr_2k_nsd version: "1.0
Oracle /1.0 description: DRS

vendor: "Oracle’
vid
OCUDR Sh 2K profile Network Service Descriptor

name:"imi_i
VYNFDs: 3 VLDs: 3 WNFFGDs: 0 mgmt-network: “fal

| ——— a type: "none”
vnfd-connection-point ref:

5.Click Next.

vnfd-id-ref- “ocudr_no_2k_vnfd
vnfd-connection-point-ref: "ethl”
member-vnf-index-fef: 1

vnfd-id-ref: ‘ocudr_so_2
nfd-connect
member-vnf-index-ref: 2

vnfd-id-ref: "ocudr_mp
vnfd-connection-point ref:
member-vnf-index-ref: 3
vork

name: "xsil_net
mgmt-network: false” -

CAnceL

EVENT CENTER
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7. [] | Enter the required NOTE: Enter the VLD:*_network: VLD:IMI_NETWORK > int-imi,
information and click | VLD:XSI1_NETWORK - int-xsi1, VLD:XSI2_NETWORK -= int-xsi2
Launch, enter the
instance name.

o~ -
-‘ M AN” ACCOUNTS CONFIG LAUNCHPAD e CATALOG ABOUT DEBUG LOGGING LoGOUT

LAUNCHPAD: INSTANTIATE

DESCRIPTOR INPUT PARAMETERS

VLD: IMI_ZNETWORK

a ocudr_2k_nsd
SPECIFY VLD PARAMETERS

ocudr_2k_nsd
Oracle /1.0

©VIM NETWORK NAME O NONE
OCUDR Sh 2K profile Network Service Descriptor
VNFDs: 3 VLDs: 3 WNFFGDs: 0 NETWORK NAME

int-imi

ersion. 1.0 VLD: XSI1_NETWORK

e e T 2P e SPECIFY VLD PARAMETERS
vid
name: i 7 ©VIM NETWORK NAME O NONE
mgmt-networl i
type: ‘none”
vnfd-connection-point-ref NETWORK NAME
nfd-id-ref: ‘ocudr_na_2k_vnfd"
vnfd-connection-point-ref: "eth1” int-xsi1
member-vnf-index-ref: 1
. VLD: XSI2_NETWORK
*, . SPECIFY VLD PARAMETERS <
EVENT CENTER

ACCOUNTS CONFIG LAUNCHRAD |  CATALOG ABOUT DEBUG LOGGING LoGoUT

LAUNCHPAD: INSTANTIATE

DESCRIPTOR INPUT PARAMETERS

VLD: IMI_NETWORK

E ocudr_2k_nsd
SPECIFY VLD PARAMETERS

ocudr_2K_nsd
Oracle/1.0

® VIM NETWORK NAME  ©) NONE
OCUDR Sh 2K profile Network Service Descriptor

VNFDs: 3 VLDs 3 VNFFGDs: 0 NETWORK NAME
int-imi

e VLD: XSI1_NETWORK

wdor 0 e SPECIFY VLD PARAMETERS
vid
name-in ® VIM NETWORK NAME ) NONE
mgmtne 2
vwwpf«:{ganéclion—poiwwt ref: NETWORK NAME
.vnfd-\d-mf *ocudr_no_2k_vnfd" .
wnfd-connection-point-ref: "eth1” int-xsit
member-vnfindex-ref. 1
: . S VLD: XSI2_NETWORK
wnfd-id-ref "ocud
i vnfd;unneg\orj point !ef ‘eth1” - i SPECIFY YLD PARAMETERS v,
EVENT CENTER
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Step Procedure

Result

8. [] | Waitforthe
instantiation
operation to
complete

NOTE: In OSM Release 2, UDR NSR information may be incorrectly shown on
GUL.

To verify the status, logon to the Juju server and issue the command
Swatch juju status

The screen displays a message. Wait for the cleanup of the message. The
cleanup of message indicates success. (Refer to the second figure in this step)

LAUNCHPAD: DASHBOARD

VORK SERVICES < NETWORK SERVICE DETAILS

RUNNING: 0 FAILED: 0 SCALING OUT: 0 SCALING IN:
IALIZING: 1 r

istantiate Service

NSD STATUS  UPTIME
ocudr_2k_nsd  VnfnitP_ 33s Q

Finished instantiating 3 VNFs for NSR id fbe9210e-bdf5-4595-9718-840718247b00

EVENT CENTER

e ubuntu@edward-juju-server;
> -
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Step

Procedure

Result

9.

[

After instantiation
is complete, query
UDR NSR ID from
OSM GUI and
configure the
parameter of udr-

nsr-id in NO charm.

(] ACCOUNTS

CONFIG LAUNCHPAD =  CATALOG

ABOUT DEBUG LOGGING

LAUNCHPAD
NETWORK SERVICES < NETWORK SERVICE DETAILS
TOTAL: 1 RUNNING: 1 FAILED:0 SCALING QUT:0 SCALING IN:
0 INITIALIZING: 0 r
1. click here

+ Instantiate Service

NSD: ocudr_2k_nsd

LogouT

Foll h . NS NAME NSD STATUS  UPTIME
ollow the stepsin p— Rl el e MONITORING PARAMETERS NOT LOADED
the image to Add NEVEMETRICS
UDR NSR ID in NO
charm NO NFVI METRICS CONFIGURED
EPA-PARAMS
GUEST-EPA

CPU-PINNING-POLICY ANY :3vms

EVENT CENTER
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ABOUT  DEBUG

LAUNCHPAD: COMPUTE TOPOLOGY

VIEWPORT ( COMPUTE TOPOLOGY )  Click This Tab to Get NSR details

TOPOLOGY TREE RECORD DETAILS

272h8Tc8-£8a5-4c91-89a8-446194ddbfd1

edward;mtudrmplbunfd;'s"u_

Copy this unique 1D

edward y bbbechal-eeff-41eb-b74c-£B59a24aa2fd
"< —0— —0
edward_ocudtupo_2k_vnfd_1

\ Teb904b4-2e92-484d-9c70-d71f156907e9
edward_ocudi_so_2k.vnfd_2 _” tinestanp”: 1505290734 .

EVENT CENTER

® M”‘Jh ACCOUNTS ~ CONFIG | LAUNCHPAD ¥  CATALOG

LAUNCHPAD: VIEWPORT

e 7 VNF Data = Service Primitive | VDU Console Links
] UDRNFV1 .
f nsr .| SERVICE-PRIMITIVES
i N
config config

. OCUDR_MP2_2K_VNFD

vnfr
instantiate-udr UDR-NSRAD
Configure with UDR NSR ID | <udr_nsr_id>
. OCUDR_NOA_2K_VNFD terminate-udr
vnfr - -7 UOA-HOSTHP
Configure with UOA host IP [10.75.173.151
. OCUDR_SOA_2K_VNFD 0SM-SO-BASE-URL
vnfr

Configure per local OSM settings | https://10.75.173.176]
M OCUDR SOB 2K VNFD

N.4 PERFORM ORCHESTRATION OPERATIONS VIA OSM

After the UDR NSR ID is added in the NO charm, UDR Orchestration operations can be performed. OSM
supports two operations:

1. Instantiation

2. Termination
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N.5 INSTANTIATE UDR

Afer the steps in Appendix N-3 are completed successfully, a UDR instance can be instantiated either to

levell or level 2.

1. Navigate to Launchpad
- Viewport 2>
UDR_NO_VM

2.Click the Service
Primitive tab

3.Select instantiate-udr
action

4.Enter the levelld to
instantiate UDR

5.Click instantiate-UDR

LAUNCHPAD: VIEWPORT

VIEWPORT  COMPUTE TOPOLOGY
r

SEECTRECORD

@ OSMTESTH6(2

DCULR MO 2K WD Step L: CLick on Service

Rrimitive Tab

SERVCEFRIMITIVES

VN Dita

iy

anstednt | Step ] : Select nstantiate-udr aetion

. OCUIR WP 26 WD

. (CUDR_ S04 2K e

Teminatedd

NAusT

o config
Al iy 3:provide appropriate leveldd o
. 4

LEVELD

1
config
:

Step 4: nstantiate-TDR

EVENT CENTER
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N.6 TERMINATE UDR

1. Navigate to
Launchpad 2>
Viewport 2>
UDR_NO_VM

2.Click the Service
Primitive ab

3.Select terminate-
udr action

4.Click terminate-
UDR

LAUNCHPAD: VIEWPORT

VIEWPORT  COMPUTE TOPOLOGY

I

. OCUDR_NOA 2K WNED
i

OCUDR_S0A X VD

mi

SELECT RECORD TOULRLACA 2K VWD
WNF it VEU Consal Lrks
DEVI
e SERVCEFRMITIES
confi
. OCUDR P12 WNFD J
wir
instaniate-udr

Step 2: Select terminate-udr action

Step 1: Click on Service Primitive Tab

JOBLIST

config

TEminaE-udr

Step: TERMINATE-LDR

EVENT CENTER

Manually remove the
UDR NSR to remove
the deployed VNFDs
from openstack

Naviagte to
LAUNCHPAD >
DASHBOARD on OSM
GUI and click the
delete icon for the
corresponding UDR-
NSR

. Nn ACCOUNTS CONFIG

LAUNCHPAD: DASHBOARD

VORK SERVICES

1 RUNNING: 0 FAILED:0 SCALING OUT:0 SCALING IN.
IALIZING: 1

stantiate Service
NSD STATUS  UPTIME
ocudr_2k_nsd  Vnfinit-P.. 33s

[} https:/f10.75.1 X l! ! E

LAUNCHPAD ¥

- . - . s
& C | A F=2 | https;//10.75.173.176:8443/launchpad, html?api_server=https://localhos: vad_server=https;//10.75.... ¢ 4 0O <
i OmE () QQEME - 4wz [J§ Free Online XMLFc @ Diameter Result Co 5] Dictionary 7§ COMCOLTWIKI 7 BCR history Gl SdsSNetralnstallC! » =2ieEE

CATALOG ABOUT DEBUG LOGGING LOGOUT

Click on the delete button to remove UDR-NSR and
< NETWORK SERVICE DETAILS '\ from openstack

Finished instantiating 3 VNFs for NSR id fbe9210e-5df5-4595-9718-840718247b00

EVENT CENTER
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Appendix O. Orchestrating UDR via Tacker
Pre-requisites:
1. Openstack Pike with Tacker service must be installed

2. UDR s successfully instantiated and NFAgent service is up and running. Also a public IP is available
to access the NFAgent service.

0.1 TACKER CONFIGURATION

Edit the tacker.conf file location, /usr/local/etc/tacker/tacker.conf, and add the following configuration
options to it:

[udr]

#
# From tacker.vnfm.mgmt drivers.udr.udr

#

# IP address on which host NFAgent service is deployed (string value)
nfagent ip = 10.113.79.112

# user name to login NFAgent (string value)
#user = admusr

# password to login NFAgent (string value)
#password =

# time to wait for UDR VMs to be ready for application configuration (seconds)
#udr init wait sec = 600
udr init wait sec = 900

Configuration Options

e nfagent_ip: The public IP Address of the NFAgent service deployed as a pre-requisite before this
step

e user: user name to login NFAgent (string value)

e password: password to login NFAgent (string value)

e udr_init_wait_sec: time to wait for UDR VM s to be ready for application configuration (seconds)
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0.2 INSTALL UDR TACKER SUPPORT SCRIPTS

Step

Procedure

Result

1.

]

SSH Logon to
Tacker server

1.Copy the qcow?2
file made from
the ova file of
UDR image to
the tacker
server
(controller
Node).

2.Run the
following
commands:

$ sudo
guestmount
-a UDR-
12.5.1.0.0_
17.7.0.gcow
2 -m
/dev/mapper
/vgroot-
plat usr
/mnt

$ sudo cp
/mnt/TKLC/u
dr/cloud/Ta
cker-
support.tar
.9z ./

$ sudo
guestunmoun
t /mnt

These
commands
extract
Tacker-
supprt.tar.gz
file from
gcow?2 image

3.Untar the file to
tacker-support
directory

Copied Image on Tacker server:
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Step Procedure Result
2. []| Browse to the Run the following commands:
directory where | 1 gydo mkdir -p /usr/1ib/python2.7/site-
the tacker scripts packages/tacker/vnfm/mgmt_drivers/udr
are copied onthe | 2.edit mgmt_driver/udr/udr.py to navigate to line 102:
controller Node. 3. Tevel = str(self.cluster_info['options']['LEVEL'])
4. sudo cp mgmt_driver/udr/*.py /usr/lib/python2.7/site-
packages/ta;ker/vnfm/mgmt_d rivers/udr/
5. sudo service openstack-tacker-server restart
NOTE: Substitute /usr/lib/python2.7/site-packages/tacker with the tacker
script installation directory for your local tacker installation path.
Inspect tacker. log to verify that UDR management driver installed successfully.
52-61 tacker- auppurt]# mkdir -p fusr/lib/python2.7/s1te-packages/
ppfrt]_# /binfep -rf mgmt drl\.er,u .py Jusr/lib/
[rootlam
Redirectin
[root@n]-x52-6
3. [] | Deploy VNFD for 1.Edit vnfd/udr-2k-vnfd.yaml and find occurrences of init 6 (there are 6
UDR 2k level 2 occurrences in total), prepend line with:
VNF

echo 'ifconfig eth0 mtu 1450' >> /etc/rc.d/rc.local
before each occurrence of ‘init 6’, like following:
echo 'ifconfig eth0 mtu 1450' >> /etc/rc.d/rc.local
init 6

2.Source keystone rc file of openstack:

source ~/keystonerc admin
3.Deploy the updated VNFD file with following command:
tacker vnfd-create --vnfd-file vnfd/udr-2k-vnfd.yaml udrvnfd

4.Verify that VNFD is deployed successfully.

[root@n)-x52-61 tacker-support]# vim vnfd/udr-2k-vnfd.yaml
[root@n) 61 tacker-supportl# tacker wnfd-create --wnfd-file wnfd/udr-2k
.yaml udr-2k-vnfd

provide a username or user ID via --os-username, env[05_USERNAME]

[root@n) acke ~/keystonerc_admin

[root@n) 2 acker-s stone _admin) 1# tacker vnfd-create --vnfd-
file wnfd/udr-2k-vnfd.yaml udr-2k-wnfd

Created a new wnfd:

created_at 2018-82-85 B3:4
description

1d 874def4-Bacs-
name udr-zk-\.-'n'Fd
service_types vnfd
template_source | enboarded
tenant_1 45a69279fabea7ds
updated_at

[root@ny-x52-61 tacker-support(keystone _admin)1# Ji

0.3 PERFORM ORCHESTRATION OPERATIONS VIA TACKER

After the succesfull completion of Appendix O-2, you can proceed with the orchestration of UDR. Tacker
supports two orchestration operations:

1. Instantiation (CREATE UDR VNF)
2. Termination (DELETE UDR VNF)
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0.4 CREATE UDR VNF (INSTANTIATION)

Issue the following command to create UDR VNF (assumes to have sourced the keystone rc file for
openstack):

tacker vnf-create --vnfd-name udrvnfd <udr vnf name> --param-file udrvnf-param.yaml

Where:

e udr_vnf_name is replaced with the name you specify for udr vnf.
e udrvnf-param.yaml is the configuration file used for customizing parameters in UDR VNFD
template. Change the file parameters to specify the configuration.
Figure 5 Example of udrvnf-param.yaml
xmi network: int-xmi
imi network: int-imi
xsil network: int-xsil

xsi2 network: int-xsiZ2image: UDR-12.5.1.0.0_17.7.0.0

@n ] 2-61 tacker-support(keystone_admin)]# tacker wnf-create --wnfd-n
ame udr-2k-vnfd udrpvl
Created a new vnt:

2918—92—95 B4:52:52.342068
Demo with udr cluster

created_at
description

error_reason
1d
instance_id
mgmt_url

+
|
|
|
| efB483cl-94a2-4afh-b415-1a740de59ch4d
|
|
name | udrpvl
|
|
|
|
|
|
+

204ad65b-8835-4052 -ae57-79d3859a53d7

placement attr | {"vim _name": "tacker"}
status

_ PENDING_CREATE
tenant_id

updated at
vim_id
vnfd_ad

[root@nj-x52-61 tacker-support(keystone_admin)l# |}

To inspect the detailed log for creating UDR VNF, refer to tacker log use following command:

$ sudo tail -f /var/log/tacker/tacker.log
O.5 DELETE UDR VNF (TERMINATION)
Issue the following command to delete UDR VNF:
tacker vnf-delete <udr vnf name>
Where:

e udr_vnf_name is replaced with the name of udr vnf you want to terminate.

[root@n]-x52-61 tacker-supportl# source ~/keystonerc_admin
[root@n]-x52-61 tacker-support(keystone_admin)]# tacker vnf-delete udrpvl

ALl specified vnf(s) delete initiated successfully
[root@nj-x52-61 tacker-support(keystone admin)1#
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